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3apeructpupoaHo B MuHiocte Poccumn 14 masa 2013 r. N 28375

®EOEPAIbHAA CNYXBA NO TEXHUWYECKOMY U 3KCMOPTHOMY KOHTPOJIO

NMPUKA3
ot 18 cheBpans 2013 r. N 21

OB YTBEP>XXOEHUU COCTABA U COOEPXXAHUA
OPTAHU3ALUNOHHbIX U TEXHUWYECKMUX MEP NO OBECMNEYEHUIO
BE30MNMACHOCTHU NEPCOHAJIbHbIX JAHHbLIX NMPU UX OBPABOTKE
B NH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX OAHHbIX

B cooTtBeTcTBUM C 4yacTbio 4 ctatbm 19 PepepanbHoro 3akoHa ot 27 wuwona 2006 r. N 152-03 "O
nepcoHaneHbIX AaHHbIX" (CobpaHne 3akoHogaTenscTBa Poccuinckon ®enepaunn, 2006, N 31, ct. 3451; 2009, N
48, cT. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23, cT. 3263;
N 31, ct. 4701) un lMonoxeHnem o depepanbHon cnyxbe MO TEXHUYECKOMY WM 3KCMOPTHOMY KOHTPOSIO,
yTBEPXAEHHbIM Ykasom [lpesugeHta Poccuickon depepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogartenbcTBa Poccuinickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT1. 4921; N
47, cT. 5431; 2012, N 7, cT1. 818), npukasbiBato:

1. YTBepauTb npunaraemele CocTaB 1 cogepXaHne opraHn3aLoHHbIX U TEXHUYECKMX Mep No obecneyeHunio
6e3onacHOCTV NepcoHarnbHbIX AaHHbIX MPK nx 06paboTke B MHPOPMAaLMOHHBIX CUCTEMAX NEPCOHanNbHbIX AaHHbIX.

2. MpusHatb yTpatnBwum cuny npukad PCTOK Poccunm ot 5 dpespana 2010 r. N 58 "O6 yrtBepxaeHun
MonoxeHuns o meTogax u cnocobax 3awmTbl MHpopMaLn B MHPOPMaLMOHHBIX CUCTEMAX NEPCOHarnbHbIX AaHHbIX"
(3apeructpuposaH MuHioctom Poccum 19 cespans 2010 r., pernctpaunoHHbii N 16456).

LupekTop

depepanbHoOi CryX0bl MO TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOJIO

B.CENWH

YTBEpXOEeHbI
npukasom ®CTIK Poccum
oT 18 cheBpansa 2013 r. N 21

COCTAB U COOEP>XXAHUE
OPIrAHU3ALUNOHHbIX U TEXHUWYECKMX MEP NO OBECMNEYEHUIO
BE30MACHOCTU NEPCOHAJIbHbIX A AHHbLIX NMPU UX OBPABOTKE
B NH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

|. Obwume nonoxeHus

1. Hactoswmin gokymMeHT paspaboTaH B COOTBETCTBUM C YacTbio 4 ctaTbn 19 degepanbHoro 3akoHa ot 27
nonst 2006 r. N 152-®3 "O nepcoHanbHbIX gaHHbIX" (CobpaHue 3akoHopaTtenbcTtBa Poccunckon depepauunu,
2006, N 31, cT. 3451; 2009, N 48, c1. 5716; N 52, cT. 6439; 2010, N 27, cT1. 3407; N 31, cT. 4173, cT. 4196; N 49,
cT. 6409; 2011, N 23, ct. 3263; N 31, c1. 4701) 1 ycTaHaBnNuBaeT COCTaB U cofepXaHue opraHm3aLUOHHbIX Y
TEeXHUYECKNX Mep Nno obecrneyeHnto 6e30nacHOCTM NepcoHarbHbIX AaHHbLIX Npy NX 06paboTke B MHGOOPMAaLMOHHbIX
cucTemax nepcoHarnbHbIX AaHHbIX (ganee - Mepbl No obecrneyeHnto 6e30NacHOCTU NepPCOHarNbHbIX OAHHBIX) ON1s
Kagoro M3 YPOBHEWN 3alMLIEHHOCTW MEePCOHamnbHbIX [AaHHbIX, YCTAHOBMEHHbIX B TpeboBaHMsX K 3awuTte
NnepCcoHarnbHbIX AaHHbIX NPU ux 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHBLIX, YTBEPXAEHHbIX
noctaHosneHnem [lpaButenbctBa Poccunckon ®Pepgepaumm ot 1 Hoabps 2012 r. N 1119 (CobpaHue
3akoHogarenbcTBa Poccuiickon ®epepauun, 2012, N 45, cT. 6257).

Mepbl no obecnedeHnto 6e30MacHOCTM NePCOHanbHbIX AAHHBIX NMPUHMMAKTCA AS1S 3alUThl NePCOoHarbHbIX
OaHHbIX OT HEenpaBOMEPHOr0 WIM Cry4anHOro AOCTyna K HUM, YHUYTOXEHUS, U3MeHeHus, BGnokMpoBaHus,
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KONMpOBaHusl, NpegoCTaBleHNsi, PacnpoOCTPaHEHNS NEePCOHAaNbHbIX AAHHbLIX, @ TaKKe OT MHbIX HENPaBOMEPHbIX
OEWCTBUM B OTHOLLEHUW NEPCOHATbHbIX AAHHbIX.

B HacTosillem OokyMeHTe He paccmaTpuBaloTca Bonpockbl obecnedeHus 6e30MacHOCTU MepCOHanbHbIX
OaHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM NOPSiAKE K CBEAEHWNSIM, COCTaBNSLIMM roCy4apCTBEHHYIO TalHy, a Takke
Mepbl, CBSI3aHHbIE C MPUMEHEHNEM LLINGPOBanbHbIX (KPUNTOrpadnyecKnx) cpeacTs 3almTel MHpopmaumn.

2. be3onacHoCTb NepcoHanbHbIX AaHHbLIX Npy ux obpaboTke B MHPOPMALMOHHOW CUCTEME MEPCOHANbHbIX
OaHHbIX (ganee - nHdopMaLMoHHaa cuctema) obecneynBaeT onepaTtop MnM nuuo, ocyllecTernsatlee obpaboTky
nepcoHarnbHbIX AaHHbIX MO MOPYYEHUIO oOrnepaTopa B COOTBETCTBMM C 3aKkoHogaTenbCTBOM Poccuiickon
degepauymm.

[na BbinonHeHust pabot no obecneyeHuto 6e30MacHOCTU MEPCOHAarbHbLIX AaHHbIX NMpuM MX obpaboTke B
WH(POPMAaLIMOHHON cUCTEME B COOTBETCTBMM C 3akoHoAaTenbcTBOM Poccunckon depepaumm MOryT npmBnekaTbCst
Ha OOrOBOPHOW OCHOBE HOPMAMYECKOE MNWLIO UMW UHAMBUAYaNbHbIV NpeanpuHMMaTenb, UMelLWwme NULEH3NI0 Ha
OeATENbHOCTb MO TEXHNYECKON 3aLLmTe KOHPUAEHUMaNnbHON HOopMaLmK.

3. Mepbl no obecneyeHnto 6e30MacHOCTU NePCOHaNbHbIX AAHHBIX PeanuayloTcsl B paMKkax CUCTEMbI 3aLuThbl
nepcoHanbHbIX AaHHbIX, CO34aBaeMoln B COOTBETCTBMM C TpeboBaHMAMM K 3aLLMTE NEPCOHANbHbLIX AaHHbIX NPU KX
obpaboTke B WHMOPMALUMOHHBIX CUCTEMax MNEepCcoHanbHbIX [aHHbIX, YTBEPKAEHHbIMU MOCTaHOBMEHUEM
MpaButenbctBa Poccuiickon Pepepaumm ot 1 Hosidpa 2012 r. N 1119, n OOMmKHbI ObITb HanpaBreHbl Ha
HenTpanM3aLumio akTyanbHbIX yrpo3 6€30nacHOCTN NePCOHanbHbIX OAHHbIX.

4. Mepbl no obecneyeHuto 6e30MacHOCTM NePCOHarnbHbIX AaHHbIX Peanu3ylTcs B TOM YuUCre NocpeacTBOM
NpUMEHeHNs B MHAOPMALUOHHOM CUCTEME CPeAcTB 3aluuTbl MHAOpMauuKn, npowefwmx B YCTAHOBMEHHOM
nopsiake npouenypy OLEeHKUM COOTBETCTBMS, B Cryyasix, Korga MpUMEHeHME Takux cpenctB HeobxoouMmo ans
HenTpanM3aLmm akTyanbHbIX yrpo3 6€30NacHOCTU NePCOHanbHbIX OAaHHbIX.

KoHcynbTaHTlntoc: npyumeyaHue.
Hymepauus nyHKTOB AaHa B COOTBETCTBMM C OpULMarnbHbIM TEKCTOM AOKYMEHTA.

6. OueHka 3(PPMEKTUBHOCTN peannsoBaHHbIX B paMKax CUCTEMbl 3aluTbl NEepPCOoHarbHbIX OAHHBLIX Mep Mo
obecneveHnio 6e30NacHOCTM MepcoHanbHbIX AaHHbIX MPOBOAMTCA OMEepaTtopoM CaMOCTOATENbHO WM C
npuBneYyeHMemM Ha [OOrOBOPHOW OCHOBE HOPUAMYECKUX NULL U MHOAMBUAYAlNbHbLIX NpeanpuHUMaTenen, UMmerLwmx
NLEH3NI0 Ha OCYLLEeCTBNEHWE [OeATeNbHOCTU MO TEeXHWYECKOW 3aluuMTe KOoHumaeHUManbHOM WHDOopMaLnK.
YKasaHHas oLeHKa NpoBOAUTCH He pexe ofHoro pasa B 3 roga.

7. Mepbl no obecneyveHnto 6e3onacHOCTN NepcoHarnbHbIX AaHHbIX MpU MX 06paboTke B rocygapCTBEHHbIX
MHOPMALIMOHHBIX CUCTEMax MPUHMMAKTCA B COOTBETCTBUM C TpeboBaHuaMM O 3awmTte uHdopmauuw,
copepXawenca B rocyaapCTBEHHbIX WH(OPMAUMOHHBIX cucTemax, yctaHaBnusaembiMm PCTIK Poccunm B
npegenax CBOMX MOSTHOMOYMIM B COOTBETCTBUM C YacTblo 5 ctatbn 16 PegepanbHoro 3akoHa ot 27 uonsa 2006 r. N
149-®3 "O6 wuHdopMauun, UHEMOOPMALMOHHBIX TEXHONMOrmsaxX W o 3awwute uHdopmauun” (CobpaHune
3akoHogarenbctBa Poccunckon ®epepauum, 2006, N 31, cT. 3448; 2010, N 31, cT1. 4196; 2011, N 15, c1. 2038; N
30, cT1. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB v cogepxaHue Mep no obecneyeHnto 6e3onacHoCTH
nepcoHarnbHbIX AaHHbIX

8. B coctaB mep no obecneveHnto 6e30nacHOCTU NEPCOHANbHbIX AAHHbLIX, peann3yeMbiX B pamMmkax CUCTEMBI
3alUTbl  MEPCOHarnbHbIX [OaHHbIX C Y4eTOM akTyamnbHbIX Yrpo3 6e30MacHOCTM MNepCOoHanbHbIX LaHHbIX W
NPUMEHSIEMBIX MHGOPMALMOHHBIX TEXHOMNOMMIA, BXOOAT:

noeHTudmkaumnsa n ayteHTudukaumnsa cyobekToB JOCTyNa U 06bEKTOB 40CTYNa;

yrnpaBrneHue JoCTynom cyObekToB OCTyna k obbektaM JoCTyna;

orpaHu4YeHne nNporpaMMHoON cpeabl;

3almMTa  MaWWHHBIX HOCUTEnem uHGOpMaLMK, Ha KOTOpbIX XpaHAaTca u  (unu) obpabaTbiBaroTCs
nepcoHarnbHble JaHHbIe (fanee - MalMHHbIE HOCUTENW NEPCOHarbHbIX AaHHbIX);

pervctpaumnsi cobbiTun 6esaonacHocTy;

aHTMBUPYCHas 3auTa;

obHapyxeHue (NpefoTBpaLLEHNE) BTOPXKEHWUIA;

KOHTPOIb (aHanu3) 3alnLLEeHHOCTN NePCOHarnbHbIX AaHHbIX;

obecneyeHne LeNOCTHOCTU NHADOPMALMOHHON CUCTEMBI U MEPCOHANBbHbLIX AaHHbIX;

obecneyeHve JOCTYNHOCTU NEPCOHarbHbIX AaHHbIX;
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3awmTa cpebl BUpTyanusaumu;

3almMTa TEXHUYECKUX CPeaCTB;

3awmTa MHPOPMaLMOHHON CUCTEMBI, ee CPEACTB, CUCTEM CBA3W U Nepefaydn AaHHbIX;

BbISIBIIEHNE VHUMAEHTOB (04HOro cobbiTvs Mnu rpynnbl COOLITUIA), KOTOpbIE MOryT MpUBECTU K cbosam mnu
HapyLlweHnio YHKLUMOHUPOBaHNA WHAOPMALMOHHON CUCTEMbI M (MM) K BO3HMKHOBEHMWIO Yrpo3 Ge3onacHocTu
nepcoHanbHbIX AaHHbIX (Qanee - UHUMAEHTHI), U pearnpoBaHne Ha HUX;

yrnpasneHne kKoHdurypaumen MHPopMaLMOHHON CUCTEMbI U CUCTEMbI 3aLLUUTbI NEPCOHANBHbIX AaHHbIX.

CocTtaB n cogepxaHue mep no obecneveHnto 6e30MacHOCTM MEPCOHaNbHbIX AaHHbIX, HEOOXOANMbLIX AONS
obecneyeHnss Kaxgoro M3 YPOBHEW 3alUMLLEHHOCTW MNepCOHanbHbIX AaHHbIX, MPUBEAEHbl B MPUIIOXEHUM K
HacTosILLEMY AOKYMEHTY.

8.1. Mepbl nNo wmaeHTUmKaumm M ayTeHTUdUKauum cybbLEKToB AocTyna M OBBLEKTOB AOCTyna AOSDKHbI
obecneumBaTb NpUCBOEHWE cybbekTam W obbekTam [OCTyna YHMKanbHOro mfpu3Haka (ungeHTudukatopa),
CpaBHeHWe npeabsBAsemMoro cybbektom (06bekToM) AocTyna waeHTMduKaTopa C NepevyHeM MPUCBOEHHbIX
NOeHTUAMKATOPOB, a Takke MNPOBEPKY MPUHAANEXHOCTN CyObekTy (0ObekTy) AocTyna npeabsBEHHOro WM
naeHTudmkaTopa (noaTeepXaeHne NoANMHHOCTY).

8.2. Mepbl No ynpaBneHuio OOCTYNoM CybbeKkToB AocTyna K obbekTam AocTyna AOMmkHbl obecneumBaTb
ynpaBsfieHne npasamMv U MpuBurernsMum CyObekToB [OCTyna, pas3rpaHMyeHne JocTyna cybbekToB AocTyna K
obbekTam [oCcTyna Ha OCHOBE COBOKYMHOCTW YCT@HOBMEHHbIX B WH(OPMAaUUOHHOW CUCTEME npaBun
pasrpaHMyeHus 4ocTyna, a Takke obecneynsaTb KOHTPOrb 3a COBMOAEHNEM ITUX NpaBuI.

8.3. Mepbl No orpaHN4eHnio NporpamMmmMHoOn cpefpbl AOMKHbI 0becneynBaTb YCTAHOBKY U (MNn) 3anycK TOMNbKO
paspeLLeHHOro K UCMOfMb30BaHNI0 B MH(OPMaLVOHHON CUCTEME MNPOrpammHOro obecrneyeHuss WM UCKNYaTb
BO3MOXHOCTb YCTAHOBKM W (MnM) 3anycka 3anpelieHHOro K MCMOoNb30BaHUi0 B WMHAOPMALMOHHOW CUCTEME
nporpamMmmHoro obecneveHus.

8.4. Mepbl MO 3aWWTe MalUMHHbIX HOCWUTENen MepcoHasnbHbIX AaHHbIX (CpeacTB 0b6paboTku (XpaHeHus)
nepcoHasnbHbIX [AaHHbIX, CbEMHbIX MalUMHHbIX HOCUTENeW MepcoHanbHbIX [OaHHbIX) AOSMKHbI  MCKMYaTb
BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO AOCTYMNa K MalMHHBIM HOCUTENAM M XPaHALWMUMCA Ha HUX MepcoHarnbHbIM
OaHHbIM, a Takke HeCaHKLUMOHUPOBAHHOE WCMOMNb30BaHWE CbEMHBLIX MAaLUMHHBIX HOCUTENEen MnepcoHanbHbIX
OaHHBbIX.

8.5. Mepbl no peructpauum cobbiTun GesonacHOCTM OOMKHbI obecneumBatb cOOp, 3anuCb, XpaHeHWE U
3aWmTy MHdopMauumn o cobbiTuax 6e3onacHoCT B MHPOPMALIMOHHON CUCTEME, a Takke BO3MOXHOCTb NPOCMOTpa
1 aHanusa MHpopMaLnn 0 TakMX COBLITUAX N pearnpoBaHue Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHOM 3aluuTe OOMKHbI obecneunBaTte OOHapyXeHue B UH(OPMALMOHHOM cucteme
KOMMbIOTEPHbIX nporpamm nnéo NHOWM KOMMbIOTEPHOWN NMHopmaumn, npegHasHayeHHoW  Ans
HEeCaHKLMOHUPOBAHHOIO YHUYTOXEHUS, BIIOKMPOBaHUA, MogndukaLumn, KONMpoBaHUA KOMMNbIOTEPHON MHOPMaLIMK
WnNuM HerWTpanusauum cpeacTB 3almTbl MHGOPMaLMK, a Takke pearMpoBaHMe Ha OOHapyXeHue 3TUX NporpaMm u
MHopMaumn.

8.7. Mepbl no ob6HapyxeHuo (NpedoTBpaLLeHWI0) BTOPXEHUA [AOmkHbl obecneunmBaTb OOHapyxeHue
Oe’CTBUA B WHMOPMALMOHHOW CUCTEME, HarpaBreHHbIX Ha HEeCaHKUMOHMPOBAHHBLIN AOCTYN K WHdOpMauumu,
cneumnanbHble BO3OENCTBMA HAa MHAOPMALMOHHYIO CUCTEMY U (MNW) NEPCOHarnbHble AaHHble B Lensax obbiBaHus,
YHUUTOXEHMWS, UCKaXKEHUA U BrOKMPOBaHUS AOCTyNa K NMepcoHanbHbIM AaHHbIM, @ Takke pearmpoBaHue Ha aTu
aencreuns.

8.8. Mepbl NO KOHTpPONK (aHanu3dy) 3alMLEHHOCTM MepCoHanbHbIX AaHHbIX AOMKHbI obecneymBatb
KOHTPOIb YPOBHS 3aLUMLLEHHOCTU NEPCOHanbHbIX AaHHbIX, 06pabaTbiBaeMbix B MUHHPOPMALMOHHOW cUcTeMe, MyTeM
NPOBEAEHUS CUCTEMaTUYECKMX MEPONPUATUA NO aHanu3y 3alMLEHHOCTU WH(OPMAaLUOHHON CUCTEMbl U
TECTUPOBaHWIO paboTOCNOCOOHOCTU CUCTEMBI 3aLLUThI NEPCOHANBHBIX AAHHbIX.

8.9. Mepbl no obecneyeHnto LIENOCTHOCTM MH(POPMALIMOHHOW CUCTEMBbI M MEePCOHarbHbIX AaHHbIX OOMMKHbI
obecneunBatb O0O6HapyxeHue aKTOB HECaHKLMOHMPOBAHHOIO HapyLUeHWs LenoCTHOCTU WH(OPMAaLMOHHON
CUCTEMbl W COAepXalMxcsd B HeW MepcoHarnbHbIX [AaHHbIX, a Takke BO3MOXHOCTb BOCCTaHOBEHUS
NHOOPMALIMOHHOM CUCTEMBI U COAEPXaLLMXCA B HEN NMepCOHarnbHbIX AaHHbIX.

8.10. Mepbl no obecneyeHuto OOCTYMHOCTM MEPCOHAaNbHbIX AaHHbIX  AOKHbI  obecnevvBaTb
aBTOPU30OBaHHLIA  OOCTYN nofnb3oBaTenen, WMelLWwux npaBa Mo JOCTyny, K MNepcoHanbHbIM  OaHHbIM,
cogepxawmmcss B MHAOPMALMOHHOW CUCTEME, B LUTATHOM pexume (YHKUMOHUPOBaAHUA WHMOPMaLMOHHON
CUCTEMBI.

8.11. Mepbl no 3awmte cpedbl BUPTyanusauuyv [OMMKHbI UCKNIOYaTb HECaHKLMOHUPOBAHHLIA AOCTYN K
nepcoHanbHbIM AaHHbIM, obpabaTbiBaeMblM B BUPTYanbHOW MHPACTPYKType, U K KOMMOHEHTam BUPTYyarbHON
MHAPaCTPYKTYpbl U (MNN) BO3AEWCTBME HA HUX, B TOM YMCMe K CpeacTBaM YhpaBrieHus BUPTYarbHOW
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NHAPACTPYKTYPON, MOHUTOPY BUPTYanbHbIX MaLlUuH (TMNepBM3opy), CUCTEME XPaHEeHNs OaHHbIX (BKMYas cuctemy
XpaHeHns obpasoB BMPTyanbHOW MHPACTPYKTYpPbI), CETU Nepeaayn AaHHbIX Yepes3 dnemMeHTbl BUPTYarbHOW unu
hr3nYecKkon MHAPaACTPYKTYPbl, FOCTEBbIM OMNEpPauMOHHbIM CUCTEMaM, BUPTyarbHbIM MalluHam (KOHTenHepam),
cUcCTeMe U CeTU pernnuKauun, TepMuHarnbHbIM WU BUPTYarbHbIM YCTPOWCTBaM, a TaKke CUCTEME PEe3epBHOrO
KONMPOBaHMA N CO3JaBaeMbIM €0 KOMUSAM.

8.12. Mepbl no 3awmTe TEXHWYECKUX CpeacTB AOIMKHbI UCKMOYaTb HECaHKUMOHWPOBAHHLIN AOCTYN K
CTauMoHapHbIM  TEeXHUYeckuMm  cpeactsaMm, obpabaTbiBalWwum  nepcoHarnbHble  AaHHble,  CcpeacTBaM,
obecneunBaroumMm  PYHKLUNOHMPOBAHNE UHGOPMALIMOHHOW CUCTEMbl (ganee - cpeAactBa  obecneyeHus
OYHKUMOHNPOBAHUSA), U B MOMELLEHUS, B KOTOPbIX OHU NMOCTOSIHHO PacnonoXeHbl, 3aluTy TEXHUYECKUX CPeacTs OT
BHELUHUX BO3AENCTBMIW, @ TakkKe 3alliMTy nepcoHanbHbIX AaHHbIX, MPeACTaBfeHHbIX B BUAE WHAPOPMATMBHbIX
3NEKTPUYECKMX CUTHAMNOB N (OU3NYECKMX NONEN.

8.13. Mepbl no 3awmte MHPOPMALMOHHOM CUCTEMbI, €€ CPEeACTB, CUCTEM CBA3M W Nepefadn AaHHbIX
[OIMKHblI obecneunBaTth 3aLUMTYy NEPCOHaNbHbIX AaHHbBIX NPY B3auMoOAeNnCcTBUM MHCPOPMAaLMOHHON CUCTEMbI UMK ee
OTAENbHbIX CErMEHTOB C MHbIMW MH(OPMALMOHHBLIMKU cucTeMamMn U MHPOPMALIMOHHO-TENEKOMMYHMKALIMOHHBIMK
CeTAMU MOCPEACTBOM MPUMEHEHUS apXUTEKTYpPbl WHMOPMALMOHHOW CUCTEMbI W MNPOEKTHbLIX PELUEHUR,
HanpaBneHHbIX Ha obecneveHne 6e30MacHOCTU NepCoHarnbHbIX AaHHbIX.

8.14. Mepbl NO BbISABNEHMIO MHLUMAEHTOB M pearmpoBaHWIO HA HUX OOMKHbI obecrnedvBaTb OOHapyxeHue,
naeHTumrKaumio, aHanns UHUMAEHTOB B MH(POPMALMOHHOW CUCTEME, a TakKe MPUHATME Mep MO YCTPaHEHUIo U
npeaynpexaeHunio NHUMOEHTOB.

8.15. Mepbl no ynpaBneHuio KoHdUrypaumen WHPOPMALMOHHON CUCTEMbI W CUCTEMbI  3aliMTbl
nepcoHarnbHbIX OaHHbIX AOIMKHbI obecneymBaTb ynpaBneHue M3MEHEHUSAMWU KOHdurypaumm MHMOPMaLMOHHON
CUCTEMbl U CUCTEMbI 3alUMTbl MEPCOHaNbHbIX AaHHbIX, aHanuM3 NOTEHUWanbHOrO BO3OEWCTBUSA MNNaHMPYyEeMbIX
n3MeHeHn Ha obecnedyeHne ©6€30NaCHOCTM MNEPCOHamnbHbIX AaHHbIX, a TaKkke [OKYMEHTMPOBaHue 3TuX
N3MEHEHWU.

9. Bbibop mep no obecneuveHnio 6€30MacHOCTM MepPCOHasNbHbIX AaHHbIX, Mogfiexalmx peanusaumm B
NHPOPMALIMOHHOW CUCTEME B paMKax CUCTEMbI 3aLLUUTbI MEPCOHarbHbIX AaHHbIX, BKITOYaeT:

onpedeneHve 6asoBoro Habopa Mep no obecneveHunto 6e30MaCHOCTM MEpPCOHanbHbIX AaHHbIX AN1S
YCTaHOBIEHHOMO YPOBHS 3aLUMLLEHHOCTU NEePCOHanbHbIX AaHHbIX B COOTBETCTBMU C 6a3oBbiMU Habopamu mMep no
obecneyeHnto 6€30NacHOCTM NEPCOHarnbHbIX AAHHbIX, MPUBEAEHHBIMM B MPUNOXEHUWN K HACTOALLEMY OOKYMEHTY;

apantauuio 6as3oBoro Habopa mep Mo obecneyveHuno 6e30NaCHOCTM MEPCOHArbHbIX OaHHbIX C Yy4eTOM
CTPYKTYPHO-(PYHKLMOHANbHBIX  XapakTepuctTuk WMHAPOPMAaLMOHHON CUCTEMbI, WHM(OPMALMOHHBLIX TEXHOIOrnNn,
0COBEeHHOCTEN (PYHKLNOHMPOBAHNS MHAOPMAaLMOHHON CUCTEMBI (B TOM 4YuMCre MCKNioYeHne n3 6asosoro Habopa
Mep, HenocpeaCTBEHHO CBSA3aHHbIX € MH(OPMAUMOHHBIMW  TEXHOMOrMAMW, HEe  WUCMONb3yeMbiMU B
NHPOPMALIMOHHOW CUCTEME, WNN  CTPYKTYPHO-PYHKLMOHANbHbIMU ~ XapakTepUCTMKaMu, He CBOWCTBEHHbIMU
WHOPMaLIMOHHON cUCTEME);

YyTOYUHEHWe agjanTupoBaHHoro GasoBoro Habopa Mep Mo obecnedeHno 6e3onacHOCTM MepCcoHanbHbIX
AaHHbIX C Y4eTOM He BbIOpaHHbIX paHee Mep, NPMBEAEHHbIX B MPUMOXEHUU K HAcTosWeMy AOKYMEHTY, B
pe3ynbTate 4ero onpeaenslTcs Mepbl No obecnevyeHno 6e30MacHOCTU NepcoHanbHbIX AaHHbIX, HanpaBeHHbIe
Ha HenTpanuMsauuio BCeX akTyanbHblX Yyrpo3 6e30MacHOCTM MNEepPCOHanbHbIX AaHHbIX AN KOHKPEeTHOW
MHPOPMAaLIMOHHON CUCTEMBI;

AOMNONHEHMEe YTOYHEHHOro afjanTupoBaHHOro 6asoBoro Habopa mep no obecnedeHuto BesonacHoCcTH
nepcoHanbHbIX AaHHbIX MepaMu, obecneynBatoLMMn BbINONTHEHWE TPeboBaHMI K 3aluTe NepcoHarnbHbIX AaHHbIX,
YCTaHOBMEHHBIMW WHBIMW  HOPMaTUBHBbIMW MpPaBOBbIMW akTamu B obnactn obecneveHns 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX 1 3aWwmnTbl HOpMaUnK.

10. Tpy HEBO3MOXHOCTU TEXHWYECKON peanu3auun oTAernbHbIX BblIOpaHHbIX Mep no obecneveHuio
6e30MacHOCTM NepCcoHanbHbIX AaHHbIX, @ Takke C Yy4eTOM 3KOHOMWMYECKOW LenecoobpasHOCTM Ha 3Tanax
apanTaumMn GasoBoro Habopa Mep M (UnNM) YTOYHEHUs ajanTupoBaHHoro 6asoBoro Habopa Mep MoryT
pa3pabaTbiBaTbCAd WHble (KOMMNEHCMPYIOLIME) Mepbl, HanpaBfieHHble Ha HeWTpanu3aumilo akTyanbHbIX Yrpos3
6e30nacHOCTM NepcoHanbHbIX AaHHbIX.

B atom cnyvae B xoge pa3paboTkM CUCTEMbl 3aliMTbl MePCOHasbHbIX AaHHbIX AOMKHO OblTb MpoBedeHO
060CHOBaHMEe NMPUMEHEHMS KOMMNEHCMPYOLWNX Mep Anst obecneyeHnss 6€30NacHOCTM NepcoHanbHbIX AaHHbIX.

11. B cnyyae onpegeneHus B COOTBETCTBUM C TpeboBaHUAMM K 3aiuTe NepcoHanbHbIX Npyu nx obpaboTke B
MHPOPMALIMOHHBIX CUCTEMAaxX MepCcoHarnbHbIX AaHHbIX, YTBEPXAEHHbIMW MocTaHoBneHnem [lpaButencrBa
Poccuinckon ®depepaumm ot 1 Hoabps 2012 r. N 1119, B KkayecTBe akTyarnbHblX Yrpo3 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX 1-r0 1M 2-ro0 TUNOB [JOMOMHMTENBbHO K MepaMm no obecneyeHmio GesonacHOCTU
nepcoHarnbHbIX AaHHbIX, YKa3aHHbIM B NMyHKTE 8 HACTOSALEro JOKYMEHTA, MOTyT NPUMEHATLCA CriefytoLume Mepbl:
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npoBepka CUCTEMHOro W (Mnn) NPUKNaaHOro NporpaMMHOro obecrneyeHns, BKNOYas NPOrpamMmMHbIA Kod, Ha
OTCYTCTBME HeAeKnapupoBaHHbIX BO3MOXHOCTEN C MCNOMb30BaHNEM aBTOMAaTU3MPOBAHHbLIX CpeacTB u (unu) 6es
MCMNONb30BaHNA TAKOBbIX;

TecTupoBaHne MH(POPMALMOHHON CUCTEMbI HA NPOHNKHOBEHMUS;

ucnonb3oBaHve B WHPOPMAUMOHHOW CUCTEME CUCTEMHOrO W (MNW) MPUKNagHOro MNporpaMmMHOro
obecneyeHus, pazpaboTaHHOro ¢ UCNOMb30BaHWEM METOA0B 3aLLULLLEHHOTO NPOrPaMMmnpPOBaHMS.

12. lpn wucnonb3oBaHUM B UHMPOPMALMOHHBLIX CUCTEMAxX CepTUPULUPOBAHHBLIX MO0 TpeboBaHMAM
Be3onacHoCTn nHopmMaLmm CpeacTB 3aLuTbl MHOPpMaLUK:

a) ans obecneyeHns 1 1 2 ypoBHeW 3aLLMLLEHHOCTN NEePCOHanbHbIX AaHHbIX NPUMEHSIOTCS:

CcpencTBa BblYUCNNTENBHON TEXHUKN HE HKe 5 Knacca;

CUCTEMbI OOHapYXXeHUs BTOPXXEHUI U CPeACTBa aHTUBMPYCHOM 3aLUUTbl HE HUXe 4 Knacca;

MeXceTeBble 9KpaHbl He Hwxke 3 Krnacca B crnydae akTyanbHOCTM yrpo3 1-ro unu 2-ro TUMNOB W
B3aMMOOENCTBMA  MH(OPMALMOHHON  CUCTEMbl C  WMH(POPMALMOHHO-TENEKOMMYHUKALUMOHHBIMA  CEeTAMMU
MeXAyHapoaHOro MHPOPMaLMOHHOro o6MeHa 1 MeXceTeBble 3KpaHbl He HUXKe 4 knacca B Criydae akTyarnbHOCTU
yrpos 3-ro TMna W OTCYTCTBUS B3aMMOAENCTBMSA WMH(OPMALMOHHOW CUCTEMbI C  MHEOPMAaLMOHHO-
TEeNeKOMMYHUKaLMOHHBIMWN CETAMMW MEXAYHapOAHOro MHpopmaLmoHHOro obmeHa;

6) ana obecneveHns 3 ypoBHS 3aLUMLLEHHOCTM MepPCOHasbHbIX aHHbIX MPUMEHSAIOTCA:

CcpencTBa BblYNCINTENBHON TEXHUKN HE HKe 5 Knacca;

CUCTEMbI OBHaPY>KEHNS BTOPXKEHUI U CPeACcTBa aHTUBMPYCHOW 3aLUMThbl HE HbKe 4 Kracca 3alumTbl B Cryyae
aKkTyanbHOCTM yrpo3 2-ro Tuna wnv B3aMMOLENCTBMA MH(OPMAaLUOHHON CUCTEMbI C  WMHAOPMALMOHHO-
TENEKOMMYHUKAUMOHHBIMN  CETAMU  MEXAYHApOAHOIO0 MH(OPMaUUOHHOTO OBOMEHa M CUCTeMbl OBHapyXeHus
BTOPXXEHUIN N CPEACTBA aHTUBMPYCHOW 3alUMThI HE HXKe 5 knacca 3awuTbl B Criydae akTyanbHOCTH yrpo3 3-ro tmna
N OTCYTCTBMSA B3aMMOLENCTBUSA MHPOPMALMOHHON CUCTEMBI C MHGOPMALMOHHO-TENEKOMMYHMKALMOHHBIMU CETAMU
MeXAyHapogHoro nHpopmaLloHHoro obmeHa;

MeXceTeBble 3KpaHbl He HwXke 3 Krmacca B Cryyae akTyanlbHOCTW yrpo3 2-ro Tuna wunv B3aumMogencTBuS
MHAPOPMALIMOHHOW  CUCTEMbI  C  MHGOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMW  MEXAYHapOOHOro
NHAOPMaLMOHHOTO OOMEHa N MeXCceTeBble 3KpaHbl He HKe 4 Knacca B Criydae akTyanbHOCTM yrpo3 3-ro tuna u
OTCYTCTBMS B3aUMOAENCTBUS MHADOPMALMOHHON CUCTEMbI C MHEOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMM
MexXayHapOoAHOro MHpopMaunoHHOro 06MeHa;

B) ons obecneyeHns 4 ypoBHSA 3aLLMLLEHHOCTU NEPCOHanbHbIX AaHHbIX NPUMEHSIOTCS:

CcpencTBa BblYNCINTENBHON TEXHUKN HE HKe 6 Knacca;

cuUcTeMbl OBHapyXeHMs BTOPXXEHUI 1 CpeacTBa aHTMBUPYCHOM 3alUmMTbl HE Hke 5 knacca;

MeXceTeBble 3KpaHbl 5 knacca.

Ons obecneyeHns 1 1 2 ypoBHEW 3alLMLLEHHOCTU MEPCOHarbHbIX AaHHbIX, a Takke Ana obecneyeHus 3
YPOBHS 3aLUMULLEHHOCTM MepCOHalNbHbIX OaHHbIX B MH(OPMAaLMOHHBIX cucTeMax, Ans KOTOPbIX K akTyarbHbIM
OTHEeCeHbI yrpo3bl 2-ro TUna, MPUMEHATCA cpeacTBa 3almTbl MHOpPMaLMK, NporpaMmmHoe obecneyeHne KoTopbixX
MPOLLIIO NPOBEPKY HE HUXKE YeM MO 4 YPOBHIO KOHTPOSS OTCYTCTBUSI HeAeKNapnpoBaHHbIX BO3MOXHOCTEMN.

13. MNpun ncnonb3oBaHUU B MHMOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALIMOHHbBIX TEXHOMOIMI 1 BbISIBNIEHUN
AOMNOMHUTENbHbBIX Yrpo3 6e30NacHOCTM NEePCOHanbHbIX AaHHbIX, ANS KOTOPbIX He onpeaeneHbl Mepbl obecneyeHns
nx 6esonacHOCTH, AOMKHbI pa3pabaTbiBaTbCA KOMMEHCUPYOLLME Mepbl B COOTBETCTBUM C NyHKTOM 10 HacTosLiero
OOKYMEHTa.

MpunoxeHune

k CocTaBy n cogepxaHuto
OpraHM3auMOHHbIX M TEXHUYECKNX
mep no obecneyeHunto 6e30NacHOCTM
nepcoHasnbHbIX AaHHbIX NPU NX
obpaboTke B MHPOPMALIMOHHBIX
cMcTeMax NepcoHarnbHbIX AaHHbIX

COCTAB 1 COOEPXAHWNE
MEP MO OBECIEYEHNIO BE3OMNACHOCTU NMEPCOHAJIbHBLIX JAHHbIX,
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HEOBXOOVMMbIX 0151 OBECIMEYEHWA KAXKOOIrO 13 YPOBHEW

SAWMLLEHHOCTW NEPCOHAJIbHbLIX OAHHbBIX

YcnoBHoe
ob6o3Ha4yeHne n
HOMep Mepbl

CogaepxaHne mep no obecneveHunto 6e3onacHoCTn
nepcoHanbHbIX AaHHbIX

YpPOBHM 3aLLULLEHHOCTU
nepcoHanbHbIX AaHHbIX

4

3 2 1

|. UneHTudurKaums 1 ayTeHTUdmMKauusa cyGbekToB 4OCTyNa U 06beKToB AOCT

yna (MAD)

NAD.1

UpeHTudukaums un  ayteHTudmkauusa nonb3oBaTtenewu,
ABNALWMXCA paboTHMKamMK onepartopa

+

+ + +

NAD.2

NoeHTndukauma v ayteHTudmkaums ycTpoucTs, B TOM
yucne ctaunmoHapHbIX, MOBUITBHBLIX U MOPTaTUBHbBIX

NAD.3

YnpaBsneHune ngeHtndmkatopamm, B TOM YMCre co3gaHue,
NPUCBOEHME, YHUUTOXEHWE MOEHTUPUNKATOPOB

NAD.4

YnpaeneHve cpeactsamu ayteHTudmkaumm, B TOM 4ucne
XpaHeHve, Bblgaya, MWHUUManu3aums, 6nokmposaHue
CcpeacTs ayTeHTUdMKaumm n MNpUHATME Mep B Cryyae
yTpaTthl n (nnn) KoMnpomeTtaumu CpeAcTB
ayTeHTudmKaLmm

NAD.5

3awuTa obpaTHom CBSA3U npu BBOJE
ayTeHTMdMKaLNOHHOW MHopMaLmnm

NAD.6

NpeHTndukaums n ayteHTUdUKaUmMs nonb3oBartenen, He
ABnalOWmMXCs  paboTHMkamyu  onepatopa  (BHELUHMUX
nonb3oBarenemn)

. YnpaBneHune 4ocTynom cybbekToB Aoctyna k obbektam goctyna (YI4)

yrng.1

YnpaBneHue (3aBegeHue, aktusaums, GNOKMpoOBaHME WU
YHUYTOXEHNE) YYEeTHbIMM 3anucsmMu nonb3oBaTenen, B
TOM YMCHEe BHELLHMX Monb3oBaTenen

+

+ + +

yrnpa.2

Peanusauna HeobxoguMbix MeTOOOB (AUCKPELMOHHBIN,
MaHOaTHbIA, POfIeBON MM MHOW METOon), TUMOB (YTEHue,
3anNnCb, BbIMNOSIHEHME UMM WHOW TWM) W MpaBun
pasrpaHuMyeHnst 4ocTyna

yna.3

YnpaeneHve (dunbTpauus, MapLpyTusauus, KOHTPOIb
COeOVHEeHMN, OJHOHamnpaBneHHas nepejada W UHble
crnocobbl  ynpaBneHus) WHGOPMAaLMOHHBIMKM  MOTOKaMM
MeXay YCTpoMcTBaMK, CermMeHTamu WHGPOPMaLMOHHON
CUCTEMBI, a Takke Mexay MHPOPMaLMOHHBIMY cucTeMaMu

yna.4

PasgeneHne nonHomouui  (pornen) nonb3oBaTenew,
agMUHUCTPaTOpPOB " nmu, obecneumnBatoLLnX
dYHKUNOHNPOBaHUE NHPOPMALIMOHHON CUCTEMBI

yna.s

HasHauyeHMe MUHMMAnNbHO HEOoGXOoOMMbIX MpaB M
NpUBUMErnin Nonb3osaTtenam, agMUHUCTpaTopaM 1 nuam,
obecneymBaloLLUMM PYHKUNOHNPOBAHNE MH(OPMAaLNOHHO
cucTeMmsl

yrpa.e

OFpaHI/I'-IeHMe HeyCneLwHbIX NOonbITOK BxXoaa B
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WHOPMALIMOHHYIO CUCTEMY (BOCTyNa K MHpOPMAaLMOHHOM
cucTeme)

yna.7

MpenynpexaeHne nonb3oBaTeNis Npuv  ero Bxode B
MH(POPMALMOHHYIO ~ cUCTeMy O  TOM, 4YTO B
MH(POPMALMOHHON CUCTEME peanu3oBaHbl Mepbl Mo
obecrneyeHnto 6Ge30MacHOCTM NepcoHarnbHbIX AaHHbIX, U O
HeobXxoaMMOoCTH cobntoaeHus YCTaHOBJEHHbIX
onepaTopoM npaBui 06paboTKM NepCcoHanbHbIX AaHHbIX

yrpa.8

OnoBelleHne nonb3oBaTesisi Nocne YCrewHoro Bxona B
MH(POPMALIMOHHYIO CUCTEMY O €ro npeaplayliem Bxode B
MHCPOPMALIMOHHYIO CUCTEMY

yra.o

OrpaHu4eHne 4ucna napannenbHbiX CeaHCoB AocTyna
ans Kaxkgon y4eTHON 3anucu nonb3oBartens
MHOPMALIMOHHOW CUCTEMBI

yrg.10

BriokupoBaHMe ceaHca [fdocTyna B MHGOPMAaLMOHHYIO
cUCTeMy Mocrie YCTaHOBNEHHOro BpeMeHn Ge3neicTBus
(HeaKTUBHOCTM) Nonb30OBaTENs UMK MO ero 3anpocy

yng.11

PaspeweHnne  (3anpeT) [OewcTBui  Monb3oBaTtenewn,
paspeLleHHbIX 40 ngeHTudukaumm n ayTeHTndnkaumm

yrng.12

Mopnepxka M coxpaHeHue aTpubyToB Ge3onacHocTu
(meTok Ge3onacHOCTM), CBSA3aHHBIX C MHGOpMauuen B
npoLecce ee XxpaHeHWs 1 06paboTkm

yrng.13

Peanusauna  3alMWEHHOro  ygarneHHoro  gocTyna
CcyObekToB JocTyna kK 06bekTam [ocCTyna Yepes BHeLIHUe
MHOPMaLIMOHHO-TENIEKOMMYHMKaLWOHHbIE CETH

yrng.14

PernameHTauMss 1 KOHTPONb  WCMOMb30OBaHUs B
MH(POPMALIMOHHOW cUCTEME TexHosornii GecnpoBoaHOro
Aoctyna

yrng.15

PernameHtauus n KOHTPOIJ1b MCcnoJjib3oBaHUA B
VIH(*)OpMBLI,I/IOHHOVI cucteme MOOWUIbHBbIX  TEXHUYECKMX
cpencTte

yrng.16

YnpaBneHve B3aMMOOENCTBUEM C WHMOPMALUOHHBIMU
cucTeMamm CTOPOHHMX opraHusaumn (BHELWHME
WH(OPMaLIMOHHbIE CUCTEMBI)

yng.17

Ob6ecneyeHune [10BEPEHHOI 3arpysku cpeacTs
BbIYUCITUTENBHOM TEXHUKN

[ll. OrpaHuyeHue nporpammHon cpeapl (ONC)

orc.1

YnpaBneHue 3anyckom (oGpalleHVsiMU) KOMMOHEHTOB
nporpaMMHoro obecreyeHusi, B TOM YuCrie onpeneneHue
3arnyckaemMblX KOMMOHEHTOB, HaCTpoiika napaMeTpoB
3arnycka  KOMMOHEHTOB,  KOHTPOMb 32  3amnycKoMm
KOMMOHEHTOB NPOrpamMmMHoro obecneyeHus

oric.2

YnpaBneHue yCTaHOBKOW (MHCTannsiuuen) KOMMOHEHTOB
nporpammHoro obecneyeHns, B TOM 4ucne onpegeneHne
KOMMOHEHTOB, MNOAMNeXalnx YCTaHOBKE, HacTpoWka
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napameTpoB YCTaHOBKM KOMIOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOIZ KOMMOHEHTOB NporpamMmmvHoro obecneyeHunst

ornc.3

YcTaHoBKa (MHCTannsuMsl) TOMbKO —pPaspeLleHHOro K
MCMOb30BaHUIO NMPOrpaMMHOro obecrneyeHust U (Unu) ero
KOMMOHEHTOB

onc.4

YnpaBneHne BpeMEHHbIMM dannamu, B TOM 4ucCne
3anpeT, paspelleHWe, MepeHanpaBneHve  3anucw,
yoaneHne BpeMEHHbIX hannos

IV. 3awmTa MalLMHHbIX HOCUTENEN NepcoHarnbHbIX AaHHbIX (BHN)

3HWN.1

YyeT MalLMHHbIX HocuTenemn nepcoHanbHbIX AAaHHbIX

3HWN.2

YHpaBneHme AocTynom K MaLNHHbIM HOCUTENAM
nepcoHarnbHbIX AaHHbIX

3HN.3

KoHTponb nepemMeLLeHns MaLLUUHHbIX HocuTenen
nepcoHanbHbIX AaHHbIX 3a npefenbl KOHTPONMpyemom
30HbI

3HN.4

WcknioueHune BO3MOXHOCTU HeCaHKUMOHMPOBAHHOIO
O3HaKOMITIeHMA C coepXaHumem nepcoHarbHbIX OaHHbIX,
XpaHAaLWmnxca Ha MaLUMHHbIX  HOCUTenNaAXx, n (I/IJ'II/I)
MCNONb30BaHMUs HocUTenen nepcoHarnbHblIX AaHHbIX B
NHbIX I/IH(*)OpMaLI,I/IOHHbIX cucremMax

3HWN.5

KoHTponb mcnonb3oBaHusa nHTepdencos Beoda (BblBoAa)
WHOPMAUMM Ha MaWWUHHbIE HOCUTENW MNEepPCOHanbHbIX
AaHHbIX

3HWN.6

KoHTponb BBOAa (BbiBOAA) MHpOpMaLMM Ha MaLUUHHbIE
HOCUTENW NepCcoHasnbHbIX AAaHHbIX

3HN.7

KoHTpornb noAKNt4YeHns MaLUUHHbIX HocuTenen
nepcoHanbHbIX JaHHbIX

3HN.8

YHuyTOXEHME (cTnpaHwne) unm obesnnunBaHue
nepcoHanbHbIX OaHHbIX HA MALIWHHBIX HOCUTENAX NpU KX
nepegade Mexagy nonb3oBaTtensmMu, B  CTOPOHHUE
opraHudauuMm Ans peMoHTa Wnu yTunu3aumu, a Takke
KOHTPOSb YHUYTOXEHUS (CTUpaHUs) unu obesnmymeaHns

V. Peructpaums cobbituin 6e3onacHoctn (PCB)

PCB.1

OnpepeneHne cobbiTun  6e3onacHoOCTM, NoAnexalumx
perncTpaumnmn, n CpokoB X XpaHeHusA

PCB.2

OnpepeneHne coctaBa M cogepXaHus MHGOopMauMu o
cobbITuAX 6e30MacHOCTH, NOANEeXaLLMX permcTpaumm

PCB.3

C6op, 3anncb M xpaHeHue wHdOpMauMn O CcobbITUAX
6e3onacHOCTM B TeYEHMe YCTAHOBIEHHOTO BpEeMeHU
XpaHeHus

PCB.4

PearupoBaHne Ha cbou npu perncrpauum cobbitui
6e3onacHocTH, B TOM Yucre annapaTHble U NPorpamMmmHble
ownbkn, cbonm B MexaHmamax cbopa WHdopmaumm wu
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AOCTVXEHWe npedena WM nepenonHeHuss obbema
(emkocTM) NnamATH

PCB.5

MOHUTOPWHT (npocmoTp, aHanms) pe3ynbTaToB
pernctpaumm cobbiTuii 6e3onacHOCT U pearnpoBaHue Ha
HMX

PCB.6

"eHepupoBaHue BPEMEHHbIX METOK " (nnn)
CUMHXPOHM3auust CUCTEMHOrO BPEMEHMU B
WHOPMALIMOHHOW cUcTEME

PCB.7

3awmra nHpopmaumm o cobbiTax 6e3onacHOCTU

VI. AHTMBMpycHas 3awumTta (AB3)

AB3.1

Peanunsauna aHTMBMPYCHON 3aWwuThl

AB3.2

O6HoBneHne 6asbl gaHHbIX MPU3HAKOB BPEOOHOCHbIX
KOMMbIOTEPHBIX Nporpamm (BUpycoB)

VII. O6HapyxeHne BTOopeHuUn (COB)

COB.1

OOGHapyXeHne BTOpPXXeHUI

COB.2

O6HoBneHne 6asbl pelLaloLWwmnx NpaBu

VIII. KoHTponb (aHanus) 3awmLieHHOCTH NepCcoHarnbHbIX AaHHbIX (AH3)

AHS.1

BbisiBrneHne, aHanu3 ya3BUMMOCTEN MHAOPMALMNOHHOMN
CUCTEMBI U ONEpPaTMBHOE YCTPAHEHME BHOBb BbISIBIIEHHbIX
YyS13BUMOCTEN

+

AH3.2

KoHTponb  ycTaHOBKM  OBHOBMEHWA  MPOrPaMMHOrO
obecneyeHus, Bknovad OOHOBNEHME MNPOrpPaMMHOro
obecneyeHns cpedcTB 3alUMTbl MHGOPMaLUK

AH3.3

KoHTponb paboTocnocoBGHOCTM, NapamMeTpoB HACTPOMKK 1
npasuIibHOCTH dPYHKLUNOHNPOBAHUS nporpaMmmHoro
obecneyeHunst U CpeacTs 3awmTbl MHpopMaLm

AH3.4

KoHTponb cocTaBa TEXHUYECKUX CPEACTB, NPOrpamMMHOro
obecrneyveHunsi U CPeacTB 3alUMTbl MHOpMaLn

AH3.5

KoHTponb npaBun  reHepauum W CMEHbl  Naponeu
nons3oBaTtenemn, 3aBefeHnsa N yaaneHnsa y4eTHbIX 3anucemn
nonb3oBatenen, peanusauuMm npasBun  pasrpaHNyeHuns
goctyna, NONHOMOYMI nonb3oBaTtenen B
MHOPMAaLIMOHHOW CUCTEME

IX. OBbecneyeHne LEenocTHOCTM MHADOPMALIMOHHOM CUCTEMbI 1 NepcoHan

bHbIX 1

AHHbIX

(ourm

oLn.1

KOHTpOMb UEnoCcTHOCTM MNpPOrpaMMHOro  obecneyeHus,
BKIIOYasi MnporpaMmHoe obecneyeHve cpeacTB 3aluThbl
WHopmauunm

oun.2

KoHTponb LLefIoCTHOCTHN nepcoHanbHbIX [JaHHbIX,
cogepxawmxca B 6asax [AaHHbIX  UHGOPMaLMOHHON
CUCTEMBbI
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o3

Ob6ecneyeHune BO3MOXHOCTU BOCCTaHOBEHUSI
nporpaMMHoro obecneyeHusi, BKMo4as NporpaMMHoe
obecrnieyeHne cpeacTB  3alMTbl  MHopMaumu, npu
BO3HUKHOBEHMWW HELUTATHBLIX CUTyaLnii

oL1.4

OGHapyXeHune 1 pearmpoBaHue Ha MOCTyMfeHne B
NHOPMALIMOHHYHO cuctemy HesanpalwmBaembix
9MNEKTPOHHbIX CcooOLeHn (MMcemM, OOKYMEHTOB) U WHON
MHOPMaLUNM, He OTHOCALWMXCA K (OYHKLMOHMPOBAHUIO
WHOPMALIMOHHOM CUCTEMBI (3aLLMTa OT cnama)

oLJ1.5

KoHTponb cogepxaHunsi nHdopmMauuun, nepegaBaemMon u3
VMHOPMALIMOHHOW CUCTEMBbI (KOHTEAHEPHbIN, OCHOBaHHBbIN
Ha cBowcTBax obbekTa JocTyna, U (Mnn) KOHTEHTHbIN,
OCHOBaHHbIA Ha MOMCKE 3anpeLleHHoW K nepegade
WHpopMaLmMm C NCNONBb30BaAHNEM CUTHATYpP, MACOK U NHBIX
METOLO0B), W WCKIIOYEHME HeNpaBoOMEpHOW nepenaydn
nHdopmaunm 13 NHPOPMaLMOHHON CUCTEMBI

oLn.6

OrpaHudeHne  npaB  nomb3oBatenen no  BBOAY
nHdopmaunm B MHPOPMAaLMOHHYIO CUCTEMY

oun.7

KoHTponb TOYHOCTU, MOMHOTHI U NPaBWUIbLHOCTA AaHHBIX,
BBOAMMbIX B MHPOPMALMOHHYIO CUCTEMY

oLn.8

KoHTponb ownboyHbIX [JencTBuUiA Monb3oBaTenen no
BBOOY M (uMNn) nepegadye nepcoHarnbHbIX AaHHbIX U
npegynpexaenne  nomnb3oBatenen 06  OWMBOYHbIX
AencTBuAX

X. ObecneyeHne JOCTYNHOCTM NepcoHanbHbIX AaHHbIx (OAOT)

oAaTA

Mcnonb3oBaHune OTKa3OyCTOl7IL-IVIBbIX TEeXHN4YeCKnx cpencTs

oarT.2

PesepBupoBaHne TEXHUYECKUX CPeacTs, MPOrpaMMHOro
obecrneyeHuns, kaHanoB nepegayn MHgopmaumun, CpeacTs
obecneyeHnss  PYHKLMOHMPOBaAHNSA  MHAOPMALMOHHON
cucTemsl

oarT.3

KoHTponb 6e30TkasHOro yHKLMOHMPOBAHMS TEXHUYECKMX
cpeacts, OOHapyxeHMe U rfokanu3auus  OTKa3oB
PYHKLMOHUPOBAHWS, NMPUHATUE Mep MO BOCCTaHOBIEHUIO
OTKa3aBLUMX CPeACTB U UX TECTUPOBaHMNE

OoAT.4

Meproaunyeckoe pesepBHOE KOMUPOBaHWE MepCcoHanbHbIX
JaHHbIX  Ha  pe3epBHble  MaluWHHble  HOCUTEnu
MepCcoHanbHbIX AaHHbIX

OoAT.5

ObGecneyeHne BO3MOXHOCTU BOCCTaHOBMEHUS
NnepcoHanbHbIX  AaHHbIX C  PEe3epBHbIX  MalUMHHbIX
HocUTEnen nepcoHanbHbIX OaHHbIX (PE3EePBHbLIX KOMWA) B
Te4YeHne yCTaHOBMEHHOrO BPEMEHHOIo NHTEepBarna

XI. 3awwmta cpeabl BupTyanusaumm (3CB)

3CB.1

NaeHTudukauma n ayteHTudmkaumsa cybbekToB goctyna u
006bEKTOB JoCTyna B BUpPTyanbHOW WHGPACTPyKType, B
TOM 4YuUcrie agMUHUCTPATOPOB YMNpasreHus cpeacTteamu
BUpTyanusaumm
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3CB.2 YnpaBneHne AOOCTYNOM CyObekToB gocTyna Kk obbektam| + + + +
AoCTyna B BUPTyanbHOW WHMPacCTPyKType, B TOM 4ucne
BHYTPUW BMPTYarbHbIX MaLUWH

3CB.3 Pernctpaumsi cobbiTuii ©e3onacHOCTM B BUPTyalibHOMN + + +
WHdPaCTPyKType
3CB.4 YnpaBneHne (punbTpauus, MapLipyTM3auusi, KOHTPOSb

COeAMHEHVsl, OfHOHanpaBfeHHas nepedava) MoToKamu
MHpopMaUMM  Mexay  KOMMOHEHTaMu  BUPTyarbHOM
MHPACTPYKTYpbl, @ Takke MO NEpUMeTpy BUPTYarbHOMN

WHPPACTPYKTYpbI
3CB.5 lloBepeHHaa  3arpyska CepBepoB  BUpTyanusauuu,
BMPTYarbHOM MalLLMWHbI (koHTeiiHepa),  cepBepoB

yrnpaBneHus BupTyanusauueit

3CB.6 YnpaBneHve nepemMelleHMeM  BUPTyamnbHbIX  MalUWH + +
(koHTEeNHepoB) 1 oOpabaTbiBaeMbIX Ha HMUX AaHHbIX

3CB.7 KoHTpOnb LEenoCTHOCTM BUPTyanbHOW WMHMPACTPYKTYpbl 1 + +
ee KoHgurypauum

3CB.8 PesepBHOe KOMMpOBaHWe [aHHbIX, pPe3epBMpPOBaHME + +
TEXHUYECKUX CPEACTB, MporpaMmmHoro obecrneyeHusi
BMPTYaribHOW MH(PAaCTPYKTYypbl, a Takke KaHanoB CBSA3M
BHYTPW BUPTYanbHON MHPPACTPYKTYpbI

3CB.9 Peanusaums un ynpaBneHwe aHTUBMPYCHOW 3alLUMTON B + + +
BUPTYanbHON UHPaCTPYKType

3CB.10 Pa3bueHne BUpTyanbHONW UHAPACTPYKTYPbl HA CErMEHTbI + + +
(cermeHTMpOBaHWe BUPTYanbHOW WHMPACTPYKTYpbl) ANg
o6paboTku nepcoHanbHbIX OaHHbIX OTOENbHbIM
nonb3oBaTenem u (Unu) rpynnow norb3oBaTenen

XII. 3awmTa TexHu4eckux cpeacts (3TC)

3TC.1 3awmTta mHdbopmMaumm, obpabaTbiBAEMON TEXHUYECKUMMU
cpencTBamMu, OT €€ YTEeYKU MO TEXHUYECKMM KaHanam

3TC.2 OpraHusaums  KOHTPONMPyemoW 30Hbl, B npegenax
KOTOPOW  MOCTOSHHO  pasMeLLaloTcs  CTauMoHapHble
TexHU4eckne cpeacTtsa, obpabaTbiBaloLLme MHGOPMaLuIo,
W cpencTtBa 3almMTbl MHdOPMauMKW, a Takke CpeacTsa
obecneyeHns PYyHKLUNOHNPOBAHKSA

3TC.3 KoHTponb 1 ynpaBneHue uanyeckum [OCTYNOM K| + + + +
TEXHUYECKUM cpencrteam, cpenctesam 3aLWmnThbI
nHdopmaLuuu, cpencrteam obecneyeHus
(PYHKLMOHMPOBaAHUSA, a Tawkke B MNOMELLEHUs U
COOpPYXeHus, B KOTOPbIX OHU YCTaHOBIEHBI,

MCKMovatoLmne HeCaHKUNOHNPOBAHHbIN dumsmyeckmmn
AOCTyn k cpeacteam obpaboTkM MHopmMauun, cpeacTeam
3awmThl  MHdoOpMauMnm u  cpeactBaMm  obecneyeHus
MOYHKUMOHNPOBAHNSA  MHAPOPMALMOHHOW  CUCTEMBbI, B
NMOMELLEHNS N COOPYXKEHNSI, B KOTOPbIX OHW YCTaHOBIEHbI

3TC.4 PasvelleHne  yctporctB  BbiBoga  (oTOOpaxeHus)| + + + +
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MHpopMaLMK, UCKIOYaloLlee ee HeCaHKUMOHMPOBaHHbIN
NpocMoTp

3TC.5

3awmrta OT BHEWHWX BO3gencTBUA  (BO3OENCTBUN
OKpY>KatoLLemn cpeabl, HecTabunbHoOCTU
3NEKTPOCHAOXEHMS,  KOHOMLMOHMPOBAHUSE U WUHBIX
BHELLHNX haKTOpOB)

XIIl. 3awmTa MHOPMaLMOHHON CUCTEMBI, €€ CPEACTB,

CUCTEM CBSI3M M nepedaym gaHHbix (3UC)

31C.1

PasgeneHne B WMHOPMaLMOHHON cucTeMe (PYHKUMIA Mo
ynpaBneHuio  (agMUHUCTPUPOBaHUI)  UHEOPMALMOHHOM
CUCTEMON, yrpaBneHuo (aaMUHUCTPUPOBAHMIO) CUCTEMOMN
3alMThl NepcoHanbHbIX AAHHBIX, OYHKUMIA MO obpaboTke
nepcoHarnbHbIX OaHHbIX " WHbIX dYHKLMN
MHOPMALIMOHHOW CUCTEMBI

31C.2

MpenoTBpalleHne 3aepXKKM nnm npepbiBaHus
BbIMOSTHEHNA MPOLECCOB C BbLICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KUM MPUOPUTETOM

31C.3

ObGecneveHne 3aliMTbl  MEPCOHanbHbIX  AaHHbIX — OT
packpbITUs, MoAuMKauMM U  HaBsA3biBaHus  (BBOAA
NOXHON MHdOpMauun) npu ee nepenade (MOAroToBKe K
nepegave) no KaHamam CBA3KW, MMEKLWMM BbIXO4 3a
npegenbl  KOHTPONMMPYeMOW 30Hbl, B TOM  4ucne
©ecnpoBOAHbIM KaHanam CBs3u

3nc.4

OGecneyeHne [OBEPEHHbIX KaHana, MapLipyta Mexagy
agMuHUCTpaTOpoOM, Momnb3oBaTenemM U cpeacTBamu
3aWwmTel  MHopMauun  (PyHKuMAMK  6e3onacHocTu
CpeacTs 3awWunTbl MHopMaLumn)

3NC.5

3anpeTr HeCcaHKUMOHUPOBAHHOW yAaneHHoOW aKTMBaLuuu
Bugeokamep, MUKPOPOHOB U UHbIX NepudepunHbIX
YCTPOWNCTB, KOTOpble MOryT akTUBMPOBATLCH YAaneHHo, U
onoBselleHne nonb3oBaTenern o6 akTMBauuM  Takux
YCTPONCTB

31C.6

Mepemgaya U KOHTPOMb  LEMOCTHOCTM  aTpubyToB
BesonacHocT (MeTok 6e30MacHOCTU), CBSA3AHHBIX C
nepcoHasnbHbIMW OaHHLIMU, NpU OOMEHe VMU C WHbIMM
VMHOPMALIMOHHBIMY CUCTEMAMMU

3ncC.7

KoHTponb CaHKLIMOHMPOBAHHOIO " UCKIoYeHne
HECaHKLUMOHMPOBAHHOTO  UCMOMb30BaHUA  TeXHOMoruii
MOBMMBLHOTO Koda, B TOM 4uMclie perucrpaums cobbITui,
CBSA3aHHbIX C UCMOMb30OBaHWEM TEXHOMOrmin MoburbHOro
Koga, WX aHanuM3 W pearupoBaHMe Ha HapylleHus,
CBSi3aHHble C WCMOMNb30BaHMEM TEXHOMOrmim MobUMbHOro
Koga

31nC.8

KoHTponb CaHKLMOHUPOBAHHOIO n UCKItOYeHUE
HEeCaHKLMOHMPOBAHHOTO  UCMOMb30BaHUSi  TEXHOOIUIA
nepegayv peyud, B TOM YWUCMe pernctpauusi cobbITWi,
CBSi3aHHbIX C WCMOMb30BaHMEM TEXHONOMMn nepepayu
peun, uX aHanu3 W pearupoBaHue Ha HapylleHus,
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CBSI3aHHble C WCMOMb30BaHWEM TEXHOMOMM nepegayn
peun
3MnC.9 KoHTponb CaHKLMOHNPOBAHHOM n WCKIoYeHne
HeCaHKUMOHMPOBAHHON nepefayvv BuaeouHdopmauuu, B
TOM uyucne peructpaumsi COObITUI, CBSI3@HHbLIX C
nepegaven BMAaeonHdopmaumm, ux  aHanus n
pearmpoBaHne Ha HapylleHusl, CBA3aHHble C nepegadven
BMAEOUHGOPMALIM
3nC.10 MoaTtBepxaeHue NPOUCXOXAEHNS NCTOYHMKA
WHdopmaunm, Moryd4aemMon B npouecce onpeaerneHns
CEeTEBbIX apeCcoB MO CETEBbIM MMEHAM UINN ONpPeLereHns
CeTeBbIX MMEH MO CETEBbIM agpecam
3nC.11 ObecnevyeHne NOASIMHHOCTU  CETEBbIX  COEAUHEHUN + +
(ceaHcoB B3aMMOOeNCTBMSA), B TOM Yucrne Ang 3awimTbl OT
NnoaMeEHbI CETEBbIX YCTPOWUCTB U CEPBUCOB
3ncC.12 WckniovyeHne BO3MOXHOCTU OTpULAHUSI MOfb3oBaTenemM
dakta OTMpPaBKM MNEpPCOHamnbHbIX AaHHbIX  OPYromy
nonb3oBarternto
3nC.13 McknioyeHne BO3MOXHOCTM OTpuUaHUS MONb3oBaTenem
dakTa nonydeHus nepcoHanbHbIX [AaHHbIX OT OpYyroro
nonb3oBaTens
3nC.14 VMcnonb3oBaHne YCTPOWCTB TePMUHANbHOrO ocTyna Ans
06paboTKM NepcoHanbHbIX AaHHbIX
3nC.15 3awmnTta apxuBHbIX pannos, napameTpoB HaCTPOWKK + +
cpeaocte  3awmtbl  MHOpMauMM M NPOrpammHOro
obecrneyeHnss U WHbIX [OaHHbIX, HEe noAnexalumx
u3MeHeHn0 B npouecce 06paboTkM NepcoHanbHbIX
OaHHbIX
3NC.16 BeisiBneHune, aHanus 1 6rnoknpoBaHue B MHpOPMaLMOHHON
CUCTEME CKpbITbIX KaHanoB nepegayn uHdopmauum B
00xo4 peanu3oBaHHbIX MEp WM BHYTPU paspeLleHHbIX
CeTEeBbIX NMPOTOKOOB
3nC.17 Pas3bueHne WHMOOPMALMOHHOW CUCTEMbI Ha CEerMeHThbI + +
(cermeHTMpoBaHme  MHAPOPMALMOHHOM  CUCTEMbI) U
obecneyeHne 3awuThl nepuMmeTpoB CErMeHTOoB
WHOPMaLIMOHHON CUCTEMBI
31C.18 ObGecneyeHne 3arpy3km U WCMOMHEHUS MPOrPaMMHOrO
obecrneyeHnss C MaLUMHHBLIX HOCUTENEW MepcoHarbHbIX
OAHHbIX, OOCTYMHbIX TOSIbKO AN YTEHUS, U KOHTPO&b
LeNTOCTHOCTM JaHHOro NporpaMmMHoOro obecneyeHust
3nC.19 Msonauma npoueccoB  (BbIMOMHEHME MNporpamMm) B
BblAeNeHHOoN obracTy namaTu
31C.20 3awmrta 6ecrnpoBOAHbIX COEAUHEHUA, TMPUMEHSIEMbIX B + + +
WHOpPMaLIMOHHON cucTeMe
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XIV. BbissBNeHne nHUMAEHTOB U pearmpoBaHue Ha Hux (MHLL)

MHLL.1 OnpepeneHne nuu, OTBETCTBEHHbIX 3a BbIsiBNEHUE + +
WHUMOEHTOB U pearmpoBaHme Ha HUX

nHL.2 O6HapyxeHue, noeHTndmrkauns " pernctpaumns + +
WHUMOEHTOB
MHL.3 CBoeBpeMeHHOEe UH(POPMUPOBaAHME NUL, OTBETCTBEHHbIX + +

3a BbldBJ1IeHMe UHUMOEHTOB U pearnpoBaHmMe Ha HUX, O
BO3HUKHOBEHUN MHUNOEHTOB B I/IHd)OpMﬁLI,VIOHHOI?I cucremMme
nonb3oBartenaMm n agMmMHuUcCTpatTopamm

nHU.4 AHanu3 WHUMOEHTOB, B TOM 4ucne onpegeneHune + +
WUCTOYHWKOB W MPUYMH BO3HUKHOBEHWS MWHUWOEHTOB, a
TaKke oueHKa UX nocrneacTBuii

MHLU.5 IMpuHATHE Mep NO yCTpaHEeHWIo NOCNeACTBMI NHLMAEHTOB + +

NHLU.6 lMnaHnpoBaHMe n MpPUHATME Mep MO MNpPedoTBPaLLEHUIO + +
NMOBTOPHOIO BO3HWMKHOBEHMUS NHLNOEHTOB

XV. YnpaBneHue koHpurypaumen MHHopMaLnOHHON CUCTEMBbI U CUCTEMbI 3aLLUUTbLI MEPCOHaNbHbIX AaHHbIX

(YK®D)
YK®.1 Onpegenenve nuu, KOTOPbIM paspelleHbl AeWCTBUS MO + + +
BHECEHMIO N3MeHeHU B KOHMrypawmio

WH(POPMALIMOHHOM  CUCTEMBI UM CUCTEMbl  3aLUMTbI
nepcoHanbHbIX AaHHbIX

YK®.2 YnpasneHve N3MeHeHnsIMn KOHGUrypaumu + + +
WHOPMALIMOHHOW  CUCTEMbl U CUCTEMbl  3alUUThbI
nepcoHanbHbIX AaHHbIX

YK®.3 AHanns noTeHUManbHOro BO3AEWCTBUA  MNNAHUPYyeMbIX + + +
U3MEeHeHNn B KOHUrypauum MHOOPMaLUOHHON CUCTEMBI
M cucTembl 3aliMTbl MEPCOHamnbHbIX AAHHbIX Ha
obecneyeHve 3awMTbl  NEpPCOHamnbHbIX  AAHHBIX U
cornacosaHue N3MEeHeHWn B KOHdurypauum
WHOPMALMOHHOW CUCTEMBI  C  AOSMKHOCTHBIM  JTMLIOM
(paboTHMKOM), OTBETCTBEHHbLIM 3a obecneueHune
6e30nacHOCTM NepcoHanbHbIX AaHHbIX

YK®.4 [okymeHTUpoBaHme WHopmaLmnm (OaHHbIX) 06 + + +
N3MeHeHUsIX B KOHpMrypaumm nHdopmMaLMOHHOW CUCTEMbI
W CUCTEMbI 3aLUWTbl NEPCOHArbHbIX AaHHbIX

"+" - Mepa no obecneyeHno Ge3oNacHOCTM NepcoHarnbHbIX AaHHbIX BKMoYeHa B 6a3oBblii HaGop Mep Ans
COOTBETCTBYIOLLErO YPOBHS 3aLLMLLEHHOCTM NepCoHarnbHbIX AaHHbIX.

Mepbl no obecneyeHnto Ges3onacHOCTUM MepcoHarnbHbIX [daHHbIX, He 06o3HayeHHble 3HakoM "+,
npuMeHsloTCA Npy aganTauum 6a3oBoro Habopa Mep U YTOYHEHUM aganTMpoBaHHoro GasoBoro Habopa mep, a
Takke Npu paspaboTke KOMNEHCUPYIOLLMX Mep Mo obecneyeHnto 6e30MacHOCTM NepcoHarnbHbIX AaHHbIX.
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