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MHIHCTEPCT B BICTHIAIE H GEDRPALHI

| 3APETHCTPHPOBAHC
Perncrpanuonnuin N _q?,:f}ﬁ’ﬁc:??
SETEPATBHAA CIVEEA — —-
IO TEXHHYECKOMY H 3KCHOOPTHOMY KOHTPO.THO
(@CT3K Poccun)

IIPHKA3

11 deppang 2013 1. Mockea Ne 17

06 yreepxneann Tpefopanmit
0 3AMATe HHGOPMALHN, He COCTABIANMEN rocyIapcTEeHEVI0 TaiiHY,
cojep:xameiicH B rocyJapcTEeHHEIX HHPOPMANHOHHBIX CHCTEMAX

B COOTBeTCTBHH ¢ 9acTeky 5 cTateH 16 degepancHOrO 3aK0HA OT
27 mrong 2006 r. Ne 149-33 «00 mrdopMATHE, HHOOPMAIHOHHEIX TEXHOMOTHAX H O
samuTe HHEQopMamHEw (CobpaHEHe 3aKOHOZaTenkcTBa PoccHiickol $Penepan,
2006, Nz 31, cT. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600;
2012, Ne 31, c1. 4328) H [TomoxerneM o PegepamsHOH CTyEDe 0 TEXHHIECKOMY H
SECIOPTHOMY KOHTPOMEO, VIBepAJeHHEIM VYEazoM [Ipesnpgenta PoccHACKOH
$egepansn oT 16 aeryera 2004 r. Ne 1085 (Cobpasue 3aK0HOJATENECTEA PoccHACKOH
Degepanmm, 2004, No 34, o1 3541; 2006, Ne 49, c1. 5192; 2008, Na 43, c1.4921; Ne 47,
cT. 5431; 2012 Ne 7, cT. 818), IPHK A3 BIB A 1O:

1. VIpepauTs npHIaracMele 1peDOBaHHA 0 3aDHTe HEQOPMADHH, He
COCTARTAKIMER TOCYIAPCTBEHHVED TaHHY, COJepHAmMeHCcd B TOCYIAPCTBEHHEIX
HH}OPMAHOHHEY CHCTEMAX.

2. VCTaHOBHTE, UTO VEA3AHHEIE B MVHKTE | HACTOAINEro NpHEAza TpedoBaHHA
MPHEMEHAIOTCA J719 3AMHTE HHEQOPMADHH B TOCYIAPCTBEHHEX HHGOPMAIHOHHEIX
cHcTeMax ¢ 1 cenTaopa 2013 1.

THPEKTOP ®EJTEPATBHOH CTVAKEBI
IO TEXHHYECKOMY H 3KCIIOPTHOMY KOHTPO.THO

B.CE/THH



YTBEPXJIEHbI
npukazom OCTIK Poccun
ot 11 despamns 2013 r. No 17

TpedoBanus
0 3a1uTe HHpOpPMALIMHU, HE COCTABJIAIOIIEH IrOCYIapCTBEHHYIO TaiiHYy,
cojJiep:kamieiicsi B rocy1apcTBeHHbIX HHPOPMAIMOHHBIX CHCTEMAX
(B penakmuu npukaza ®CTIK Poccun ot 15 dpeBpans 2017 r. Ne 27)

. O0uIue monoKeHus

1. Hacrositiue TpeboBaHusi pazpaboTaHbl B COOTBETCTBUM ¢ DenepaibHbIM
3akoHOM OT 27 mronsg 2006 r. Ne 149-03 «O06 undopmanmn, HHPOPMAITHOHHBIX
TEXHOJOTUAX W O 3amure wuHpopmamun» (CobOpaHue 3aKOHOAATEIbCTBA
Poccutickonn ®enepanun, 2006, Ne 31, ct. 3448; 2010, Ne 31, cr. 4196; 2011,
No 15, cr. 2038; Ne 30, ct. 4600; 2012, Ne 31, cr. 4328), a Takke C y4eTOM
HAIlMOHAIBHBIX cTaHaapToB Poccuiickoit deneparuu B 00JacTH  3allUTHI
uHopManuu U B 0OJACTU CO37aHUS ABTOMATHU3UPOBAHHBIX CHCTEM (1ajnee -
HaIlMOHAJIBHBIE CTAH/IAPTHI).

2. B 1oKyMmMeHTEe yCTaHaBIMBAIOTCS TPEOOBaHUS K OOECHEUYEHUIO 3alIUThI
uHpopMallMu ~ OTPaHWYEHHOTO0  JOCTYyNa, HE  COJAEpKalled  CBeAcHUs,
COCTaBJISIOIIME TOCYJAPCTBEHHYIO TalHy (najnee - uHdopmalus), OT yTEUKH IO
TEXHUYECKUM  KaHallaM, HECAHKIHOHUPOBAHHOTO  JOCTyHa, CIEHaIbHbIX
BO3JIEUCTBUIM Ha Takylo HHGopMamuio (HocuTenu HHGOpMAIMK) B LEIAX €€
NOOBIBaHUS, YHUUTOXKCHHS, NCKKCHHS WM OJIOKMPOBAHMS JOCTYIA K HEeH (manee
- 3amMTa UHpOpMaIMU) Tpu o0paboTKe YyKazaHHOW uHpoOpMaIluu B
roCyJIapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX.

Hacrosiie TpebGoBaHusI MOTYT PUMEHSIThCS JJIsI 3aIIUThI OOIET0CTYITHON
uHpopMaru, cojepkanieiics B rocyJ1apCTBEHHBIX WH(POPMAIIMOHHBIX CHUCTEMAX,
JUISL JOCTHDKEHUsSl LeJield, yKa3aHHbIX B MNyHKTax | u 3 wyactu | crateu
16 denepanpHoro 3akoHa oT 27 wutons 2006 r. Ne 149-d3 «O6 undopmaruu,
UH()OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3amuTe nHbopmaruu'.

B nokymenTe He paccMaTpuBarOTCs TpeOOBaHMsI O 3amuTe WHPOPMAIINH,
CBSI3aHHBIC C TPUMEHEHHEM KpUNTOrpadUuecKuX METOJI0B 3alluThl HH(POpMAIIMU
U MUPPOBAIBHBIX (KpUNTOrpaUUECKUX) CPEACTB 3aLUIUThHI MH(DOpMALUK.

3. Hacrosmume TpeOGoBanusi SBISIOTCA 00s3aTeIbHBIMU TPU 00pabOTKE
uHbopMaIuu B roCyJ1IapCTBEHHBIX UH(OPMAITMOHHBIX cucremax,
byHKIMOHUpYIOIUX Ha Tepputopun Poccuiickoit @enepanuu, a Takke B
MYHUITUTIATBHBIX HH(POPMAIMOHHBIX CHUCTEMaxX, €CJIW HHOE HE YCTaHOBJICHO



3aKOHOJATENbCTBOM Poccurickor denepanu 0 MECTHOM CaMOYIIPAaBIICHUH.

Hacrosimime TpeboBaHusi He pacnpoOCTPaHAIOTCS Ha ToOCydapCTBEHHbIE
nHpopMarimoHHeie  cuctemMbl ~ AnMmuHHcTparuu  IIpesunmenta  Poccuiickoi
Oenepannu, CoBera be3omacHoctu Poccuiickoit ®denepanuu, denepanbHOro
CoOpanust Poccuiickoit ®eneparuu, [IpaButenbctBa Poccuiickoit demeparum,
Konctutynmonnoro Cyna Poccuiickoii  ®enepauun, BepxoBHoro Cyna
Poccuiickoit @epneparun u denepanbHoil cinyk0bl O6e3omacHoctu Poccuiickoi
denepannm.

4. Hacrosmue TpeOoBaHus mpeaHa3HAueHbI A oOnanareneii nHbopmaium,
3aKa34MKOB, 3aKJIIOYMBIINX TOCYJIAPCTBEHHBI  KOHTPAKT HAa  CO3JaHUE
rocyapCTBeHHONM MH(OPMAITMOHHONW CUCTEMBI (J1aliee - 3aKa34uMKH) U OTEepaToOpoOB
roCyJapCTBEHHBIX MH()OPMAIMOHHBIX CUCTEM (J1aJiee - ONepaTophl).

JIuo, oOpabaThiBaroniee HHPOPMALMIO, SIBISIOLIYIOCS TOCYAapCTBEHHBIM
MH(QOPMAIIMOHHBIM ~ pecypcoM, IO TOpYy4YEHUIO oOnaaarens wuHbOpMaAIUU
(3akazuuka) wid omnepatopa U (WIM) TPEAOCTABIISIONICE UM BBIYUCIUTEIbHBIC
pecypchl (MOITHOCTH) sl 00paboTKu MHGOPMAIIUU Ha OCHOBAaHUH 3aKJITFOYEHHOTO
JIOTOBOPA (7ajee - YIOJIHOMOYEHHOE JIUI0), 00eCTIieunBaeT 3aluTy nH(opMaIuu B
COOTBETCTBHM C 3aKOHOJAaTeabcTBOM Poccuiickoit denepanuu 06 uHbopmaumy,
MH(POPMAIIMOHHBIX TEXHOJOTHSAX W O 3amuTte uHpopmamnuu. B moroBope momxHa
OBITh MPEIyCMOTpPEHA OOS3aHHOCTh YMOJHOMOYEHHOTO JIMIa O00eCreYnuBaTh
3alUTY HH(POPMAIUU, SBISIIOIICHCS TOCYAapCTBEHHBIM HMHGOPMAIMOHHBIM
pecypcom, B COOTBETCTBUM C HACTOSIIIIMMU TpeOoBaHUAMMU.

5.[Ipu 00paGoTke B TOCYAapCTBEHHOW HMH(POPMAIMOHHON  CHUCTEME
uHdopMaIuu, CoJep)Kaiield MepCOHANbHbIE JaHHbIe, HacTosmme TpedoBaHUs
MPUMEHSIOTCS] HApsAy ¢ TPeOOBAHUAMH K 3aIUTE MEPCOHATBHBIX JIAHHBIX MPU UX
o0paboTke B  MH(MOPMALIMOHHBIX  CHCTEMax  IEPCOHAIBHBIX  JIAHHBIX,
YTBEPXKIAEHHBIX TnocTaHoBIeHWeM lIpaBurensctBa Poccuiickonn ®@enepanun
or 1 wHosiOps 2012 r. Ne 1119 (CobOpanue 3akoHomatenncTBa Poccuiickoi
deneparuu, 2012, Ne 45, cT. 6257).

6. Ilo pemenuto oOmamarenss wHboOpMauKu (3aKa3urMka) WM oOlepaTopa
HacTosimue TpeOoBaHWS MOTYT TPUMEHATHCS JUIsl 3alluThl  WH(pOpMAaIuHy,
CoJIeprKaIeicsi B HerOCy1apCTBEHHBIX HH(POPMAITMOHHBIX CUCTEMAX.

7. 3amuTa uHbopMaImm, coaepKalencs B roCy1apCTBEHHOM
uH(OpPMAIMOHHOW cucTeMe (J1anee - nH(OpMaIlMOHHAs CUCTEMA), 00ecrieYnBaeTCs
MyTeM BBITIOJHEHUs oOsagareneM wuHpopMmanuu  (3aKka3uukoM) ©  (WJIH)
ornepaTopoM TpeOOBaHMM K OpraHU3alMK 3allUThl HHOOPMALIMK, COACPKAIICHUCS B
nH()OPMAITMOHHONW CHCTEeMe, W TpeOOBaHUN K Mepam 3anuThl WH(OpMaIuwy,
coziepkanieicsi B ”HGOPMAIIMOHHON CUCTEME.
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II. TpeGoBaHMs K OpraHU3alUK 3alTUTH HH()OPMALINH,
cozieprkaiieiics: B ”HGOpPMAIIMOHHOM CUCTEME

8. B undopmanonHol cucreMe 00beKTaMu 3alllUThI SBISIOTCS UHMOpMaIus,
coJepKamiasicss B HHQOPMAIIMOHHOM CHUCTEME, TEXHUYECKHE CpeAcTBa (B TOM
YHUCJIE CPEACTBA BBHIYMCIMTEILHON TEXHUKH, MAIIMHHBIC HOCUTETH HWH(POPMAIIUH,
CpPEICTBA M CHCTEMBl CBSI3M W IMEpeAauyd JaHHbBIX, TEXHUYECKUE CpEACTBa
00paboTku OyKBeHHO-IIMGPOBOH, rpaduuecKoi, BUI€0- U peueBOr MHGOPMAIIUHN),
OOIIIECUCTEMHOE, TPUKIAJHOE, CIElUaIbHOe TPOrpaMMHOE  OOecIeueHue,
nH(OpPMAIMOHHBIE TEXHOJOTHH, a TAKXKE CPEICTBA 3alIUThl HH(OPMAIUH.

9. dns oOecrieueHus 3aIIUTHI uHdopMaIm, coJieprKalencs
B MH(OpPMAIMOHHOM CHUCTEME, OIEepaToOpoOM  HA3HAYAeTCsl  CTPYKTYpHOE
No/Ipa3/ieJieHue WK JOHKHOCTHOE JIMLO (PaOOTHHK), OTBETCTBEHHBIE 3a 3allUTY
uH(popManuu.

10. Jna nmpoBeneHuss paboOT mo 3aumrTe HUHPOPMALMH B XOAE CO3IAAHUS
W OKCIUTyaTallud WH()OpPMAIMOHHOM cuUcTeMbl oO0jaaareneM uHOOpMaIuu
(3aKa3uMKOM) U ONEpPaTOPOM B COOTBETCTBUHU C 3aKOHOJATENbCTBOM Poccuiickoit
denepand TpU  HEOOXOJUMOCTH TPUBIIEKAIOTCA OpraHU3alluu, HMEIONUe
JULEH3UI0 Ha JIEATEIbHOCTh M0 TEXHUYECKOW 3aluTe KOH(PUACHIIMAIbHOU
uHbOpMaIuu B COOTBETCTBUH ¢ DenepanbHbIM 3akoHOM OT 4 mast 2011 1. Ne 99-
®3 «O JuUEeH3UpPOBAHUM OTIEIBHBIX BUIOB jAestenbHOcTU» (CoOpaHue
3akoHonarenbcTBa Poccuiickoir @eneparuu, 2011, Ne 19, ct. 2716; Ne 30, cr.
4590; Ne 43, ct. 5971; Ne 48, ct. 6728; 2012, Ne 26, ct. 3446; Ne 31, ct. 4322;
2013, Ne 9, ct. 874).

11. Jlng  oOecrmeueHuss  3ammThl  MHPOPMAIMK,  COACpIKAIICHCA B
MH()OPMAIMOHHOW CHUCTEME, MPUMEHSIOTCS CpPEJICTBA 3allUThl MH(OpManuuy,
MPOLIEAIINE OLEHKY COOTBETCTBHS B (popMe 00s3aTesIbHOM cepTUUKAIMK Ha
COOTBETCTBHE TPEeOOBAaHUSAM MO 0€30MacCHOCTH MH(GOPMAIMU B COOTBETCTBUHU CO
ctatbeit 5 ®DenepanbHoro 3akoHa ot 27 npekabps 2002 1. Ne 184-d3 «O
TeXHU4YeCKOM perynupoBanun» (CoOpanue 3akoHomarenbcTBa Poccuiickoi
®enepannn, 2002, Ne 52, ct. 5140; 2007, Ne 19, ct. 2293; Ne 49, ct. 6070; 2008,
Ne 30, ct. 3616; 2009, Ne 29, ct. 3626; Ne 48, ct. 5711; 2010, Ne 1, ct. 6; 2011, Ne
30, cT. 4603; Ne 49, ct. 7025; Ne 50, ct. 7351; 2012, Ne 31, cT. 4322; 2012, Ne 50,
cT. 6959).

12. 3amura uHpopManuu, coaepKauieiicss B MH(GOPMAIMOHHONW CHUCTEME,
ABJIIETCSI COCTAaBHOM  4YacThio pabOT MO CO3JAaHMI0 M 3KCIUTyaTaluu
WH()OPMAITMOHHONW CUCTEMBI U OOECIeUMBAETCS Ha BCEX CTaausaX (dTamax) ee
CO3/IaHUsI, B XOJI€ SKCIUTyaTallud W BBIBOJA M3 SKCIUIyaTalldd MyTeM MPUHSITHUS
OpPraHW3alMOHHBIX U TEXHUYECKUX MEp 3alUThl HHPOPMAIINH, HATIPABICHHBIX HA



OJiokupoBaHuEe (HEUTpaM3aldio) yrpo3 0e30MacHOCTH  HH(pOpMaIuu B
WHPOPMAITMOHHONH CHUCTEME, B paMKax CHUCTEMBbI (TOACHCTEMBI) 3alUThHI
uHpOopMaIu HHHOPMAITMOHHON CUCTEMBI (J1ajiee - CHCTeMa 3ailuThl HHpopMamu
HH(POPMAITMOHHOMN CUCTEMBI).

OpraHm3anuoHHBIE W TEXHUYECKHE MEPhl  3aIUThl  WHQPOpPMAIUH,
peanu3yemMble B paMKaxX CHCTEMBI 3anuThl WHpOpManuu WHOOPMAITMOHHON
CHUCTEMBI, B 3aBUCHMOCTH OT WH(MOpMAIUH, Coaepkameics B nHPOPMaITMOHHOM
cucTeMe, IeJiei co3manus MH(POPMAIIMOHHOW CHCTEMbI M 33Jad, PeliaeMbIX ITON
WHPOPMAITMOHHON CHCTEMOH, TOJKHBI OBITH HAPaBIICHBI HA UCKITFOUYCHHUE:

HEMPAaBOMEPHBIX  JOCTyMa,  KOIHMPOBAaHUS, NpPEAOCTaBICHUS WM
pacupocTpaHCHUS nHpopMaru (oOecrieueHnE KOH(HUIESHIIUAIBHOCTH
uH(popmanun);

HEMIPAaBOMEPHBIX YHHUTOXXCHHUS WIH MOIUMDHUIIMPOBAHUS HWH(POPMAIHH
(oOecnieueHue 1EIO0CTHOCTH UHGOPMAIIUN);

HEMPaBOMEPHOTO OJIOKMpOBaHUsI HH(popmMaluu (odecriedyeHue TOCTYIMHOCTH
uHbopMaIm).

13. lnss  oOecrieyeHusi  3amuThl  UHPOpPMALUM,  COJAEpKAIICHCs B
UH(OPMAITMOHHON CUCTEME, TPOBOJISATCA CIISAYIOIINE MEPOTIPUSITHS:

dbopmupoBaHue TpeOOBaHUU K 3amuTe HHGOpPMALUM, COJACpKAIICHCST B
UH(OPMAIMOHHOW CUCTEME;

pa3paboTKa CUCTEMBI 3aIUThl THOPMALIMK HHPOPMALIMOHHON CUCTEMBI;

BHEJIPEHUE CUCTEMBI 3aIIUTHl HH(GOPMAIMK HHPOPMAITMOHHON CHCTEMBI;

arrectansi MHGOPMAIIMOHHONM CHCTEMBbl TIO TPEOOBAHUSIM  3AIIUTHI
uHdopmaruu (nanee - arrectanus HUHGOPMAIIMOHHON CHUCTEMbI) U BBOJ €€ B
JICHICTBUE;

obecriedyeHre 3alIuThl HHPOPMAIMH B XOJ€ JKCIUTyaTallud aTTeCTOBAHHOU
MH(OPMAIIMOHHOW CUCTEMBI;

oOecrieyeHre 3aluThl  MHQPOPMAIMM TIPH BBIBOJAE U3 OKCIUTyaTalluu
aTTECTOBAaHHOW WH(OPMAITMOHHOW CUCTEMBI WJIM TIOCJE MPUHATHS PEIICHUS 00
OKOHYAaHUH 00pabOTKH WH(MOPMAITIH.

dopmMupoBanue TpeOOBAHUH K 3aIIUTEe MHPOPMAIIUU, COECPKAIICIHCS
B MH(OPMAITMOHHOMN CHUCTEME

14. ®opmupoBanue TpeOOBaHMI K 3aluMTe MH(OpMALUU, colepKalleics B
WHPOPMAIIMOHHONW  CHUCTEME, OCYIIECTBIsieTCS  obnamareneM  WHGOpMaLUU
(3aKa34yMUKOM).

dopmupoBanue TpeOOBaHMN K 3amIUTe HMH(DOpPMAIMM, COAEpIKallehcs B
uHbopMalmoHHON cucteme, ocymiectpisercs ¢ yuetom ['OCT P 51583 «3amura
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uHpopmaruu. [lopsaok co3gaHus aBTOMATU3UPOBAHHBIX CUCTEM B 3allMILEHHOM
ucnogHenun. O6mue nonoxeHus» (nanee - TOCT P 51583) u 'OCT P 51624
«3Bammura wuHGOpMaMK. ABTOMATH3UPOBAHHBIE CHUCTEMbl B  3aIUIIEHHOM
ucnionnenun. OOume TpedoBanus» (aanee - TOCT P 51624) u B ToM umcie
BKJIFOYAET:

MPUHATHE PEIICHUS 0 HEOOXOAMMOCTH 3alIUTHl HH(OPMALIMH, COJIepKaIeCs
B UH(OPMAIIMOHHOMN CHCTEME;

Kjaccuukanuoo HWHOOPMAIMOHHOM CHUCTEMBI MO TpeOOBaHUAM 3allUThI
nHpopMaruu (nanee - kiaccupukaiys HHGOPMAIMOHHON CUCTEMBI);

omnpejeneHrue yrpo3 0e30MacHOCTH HMHQPOpPMALMM, pealu3alus KOTOPBIX
MOJKET MPUBECTU K HApYUIEHUIO 0€30MacHOCTH UHPOpMAIUK B UHPOPMALIMOHHON
cCUCTeMeE, U pa3pabOTKy Ha UX OCHOBE MOJIEIHU yrpo3 0e30macHOCTH HH(OpMaLINH;

ompeneneHrue  TpeOOBaHMM K CHCTEME  3alluThl  MH(OpManuu
MH()OPMAITMOHHOW CHCTEMBI.

14.1. Tlpu mpuHATHM peHIeHUS O HEOOXOJUMOCTH 3allUuThl HWH(OpMAIH,
coaeprkalieiics B MHQOPMALIMOHHOW CUCTEME, OCYIIECTBIISETCS:

aHaJnM3 Lened co3laHus HMH(OPMALMOHHOW CHUCTEMBI M 3aJlad, peIIaeMbIX
ATOM UH(POPMAITMOHHOM CUCTEMOM;

onpeneneHrue uHpopmanuu, noaiexamiei o0padoTke B MHPOPMALMOHHON
CUCTEME;

aHaJIU3 HOPMATHUBHBIX TIPABOBBIX AaKTOB, METOJAMYECKUX JTOKYMEHTOB H
HAIMOHATbHBIX CTaHJIapTOB, KOTOPBIM TOJKHA COOTBETCTBOBATH
uH(pOpMAIMOHHAS CUCTEMA;

OPUHATHE pEIIeHHUs O HEoOXOJUMOCTH CO3JaHMsl CHUCTEMbI 3alUThl
uHbopMaluu MH(GOPMALIMOHHON CHCTEMBI, a TaKXKe OIpeneeHue 1esell U 3a1a4y
3aUThl “HGOPMAIIMU B MHPOPMAITMOHHON CHCTEME, OCHOBHBIX JTAlloOB CO3JaHUS
CUCTEMBI 3alllUThl MHPOPMALMH HHDOPMAIMOHHOW CUCTEMbl U (YHKLUHHA IO
00€eClEeYeHUI0 3alllUThl HMH(POpPMALIMM, CcoJAepXkaliecss B HHPOPMALHUOHHON
cucteme, obnagatens nHpopmanuu (3aKa3uuka), orneparopa U YHOJIHOMOUYEHHBIX
JIUII.

14.2. Knaccudukaruss ~ WHPOPMAIMOHHONW  CHUCTEMbI  TPOBOJIUTCS B
3aBUCUMOCTH OT 3HaYMMOCTH 0OpabaThiBaeMOW B HeW mHGpOpMaIMM W MaciiTtada
nH(OPMAITMOHHON cUCTeMBI ((peaepaabHbIi, pErHOHATBHBIN, 00BEKTOBBIN).

YcTaHaBIUBaKOTCS TPH KJacca 3aIIUIICHHOCTH MH()OPMAIIMOHHOW CHUCTEMBI,
ONpEAENSIONME YPOBHU 3alIUIIEHHOCTH Ccoep Kauleiicss B Hell uHdopmanuu.
Campblii HU3KHN KJIacC - TPETUM, CaMblii BBICOKUH - nepBbii. Kiacc 3amuimeHHocTu
UH(GOPMAIIMOHHON CUCTEMBI OIPEAEISETCS B COOTBETCTBHUHU € MpuiiockeHneM Ne 1 k
HacToAuM TpeboBaHUAM.

Krnacc 3amumieHHOCTH ompeaensercs Ui HMHPOPMAIMOHHON CHUCTEMBI B
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HEeJIOM M, MpPU HEOOXOJIMMOCTH, JIi €€ OTAENbHBIX CErMEHTOB (COCTaBHBIX
yacteil). TpeOoBaHME K KJIaccy 3alllMINEHHOCTH BKJIIOYAETCS B TEXHUYECKOE
3aJlaHie Ha CO3/1aHhe MHPOPMALMOHHON CUCTEMBI U (WJIM) TEXHUYECKOE 3aJ[aHue
(JacTHOE TEXHMYECKOE 3aJaHUE) Ha CO3JaHUE CUCTEMBbI 3alUThl MHGOpMAIUH
uHGOPMAIIMOHHON cHucTeMbl, paspabareiBacmble ¢ ydetoM ['OCT 34.602
«Uupopmanmonnas texnonorus. Komrmieke ctangapToB Ha aBTOMaTH3UPOBAHHBIE
CHUCTeMbl. TeXHMUYECKOe 3a/JlaHue Ha CO37aHHe aBTOMATH3UPOBAHHOM CHUCTEMBI»
(manee - 'OCT 34.602), T'OCT P 51583 u I'OCT P 51624.

Krnacc 3amunieHHOCTH MH(OPMAIMOHHOW CHUCTEMBI MOJICKUT MEPECMOTPY
Opyu HU3MEHEHUWH Maciutaba HWH()OPMAIMOHHOW CHUCTEMBl WJIM 3HAYUMOCTHU
oOpabarbiBaeMol B Hel nHMOpMaIuu.

PesynbpraTel knaccupukanuu MHGOPMAIIMOHHONW CUCTEMBI O(QOPMIISIOTCA
aKTOM KJlacCU(hUKAIUH.

14.3. VYrpo3sl 6e30macHOCTH HWHQPOpPMAIUU OMNPEACISIIOTCS MO0 pe3yibTaTaM
OIICHKH BO3MOXXHOCTEH (TOTEHIMAaja) BHEIIHWX W BHYTPECHHUX HapYIIUTEICH,
aHaM3a BO3MOJKHBIX YA3BUMOCTEH HMH(POPMAIIMOHHON CHUCTEMBI, BO3MOKHBIX
crioco00B peanu3auuu yrpo3 0e30macHOCTH MHGOPMalUMu U TOCIEACTBUHA OT
HapylIeHUsT CBOMCTB Oe3omacHocTd uWHGopManuu  (KOHGUICHIIMATBHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH).

B kauecTBe HMCXONHBIX MAHHBIX JUIS OMPEICIICHUS Yrpo3 OE30MacHOCTH
uH(pOpMAIMU HUCIOJIb3yeTCcsl OaHK JaHHBIX yrpo3 Oe30MacHOCTH HWHMOpManuu
(bdu.fstec.ru), Bemenue koroporo ocymectisiercs OCTIK Poccuun B
COOTBETCTBUH ¢ nMoAnyHKTOM 21 mynkTa 8 [Tonoxxenus o denepanbHOii ciyk0e 1o
TEXHUUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHOro Yka3zom [lpesuaenra
Poccuiickoit  ®enepaniuu ot 16 aBrycra 2004 1. Ne 1085 (CoOpanue
3akoHOJaTenbcTBa Poccmiickoit deneparuu, 2004, Ne 34, cr. 3541; 2006, Ne 49,
cT. 5192; 2008, Ne 43, c1. 4921; Ne 47, ct. 5431; 2012, Ne 7, ct. 818; 2013, Ne 26,
cT. 3314; Ne 53, cr. 7137; 2014, Ne 36, cr.4833; Ne 44, ct. 6041; 2015, Ne 4,
cT. 641; 2016, Ne 1, ct.211) (mamee — OaHK AaHHBIX yIrpo3 0O€30MaCHOCTH
nHpopmarmu @CTIK Poccun), a Takke HHbIC HCTOYHUKH, COJICPIKAIIIAC CBEACHUS
00 ysI3BUMOCTSIX U yrpo3ax 0€30MacHOCTH HHGOPMAIIHH.

[Ipu ompeaenenun yrpo3 Oe3omacHOCTH WHGOPMAIIMU  YIUTHIBAIOTCS
CTPYKTYPHO-(DYHKITMOHAJIbHBIE ~XapaKTePUCTUKH HUH(POPMAIMOHHOM CHUCTEMBI,
BKJIIOUAIONIUE CTPYKTYPY M COCTaB MHGPOPMAIMOHHOW CHCTEMBI, (pU3MUecKHe,
Joruveckune, (YHKIMOHATbHBIE M TEXHOJOTHYECKHE B3aHMMOCBSI3U  MEKIY
CETMCHTaMH WH()OPMAIMOHHOW CHUCTEMBbI, C HWHBIMH HH(POPMAIMOHHBIMH
cUCTeMaMid # HWHOOPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIMU  CETAMH, PEKHUMBI
o0paboTku uHboOpManuu B HHDOPMALMOHHOW CHUCTEME U B €€ OTACNbHBIX
CETMEHTAaX, a TaKKe WHBIE XaPAKTePUCTUKH WHPOPMAIMOHHON CHUCTEMBI,



npuMeHsieMble  MHPOPMAIIMOHHBIE  TEXHOJOTMM U OCOOCHHOCTH €€
(GyHKIHOHUPOBAHMUS.

[lo pesynpraTaM ompenenaeHus: yrpo3 0Oe30macHOCTH UHGOpPMAIMU MpU
HEOOXOJAMMOCTA  pa3pabaThIBalOTCA  PEKOMEHJAIMM 1O  KOPPEKTUPOBKE
CTPYKTYPHO-(DYHKIIMOHAJIBHBIX ~ XapaKTEPUCTUK HHPOPMAIIMOHHON  CHUCTEMBI,
HalpaBJICHHbIE Ha  OJIOKMpOBaHWE (HEUTpalM3alldio) OTACIBHBIX  Yrpo3
Oe3omacHOCTH HH(OPMALIUH.

Mogaenb yrpo3 0e3onacHOCTH MHGOpMAIMKM JO0DKHA COJEPKaTh OINMCAaHUE
WH(OPMAIMOHHONW CUCTEMBI U €€ CTPYKTYpPHO-(YHKIMOHAIBHBIX XapaKTEPUCTHK,
a TaKk)ke OINUCAHHWE Yrpo3 0e30macHOCTH WHGOpPMAIMK, BKIIOYAIOIIEEe OMHCAHHE
BO3MOXKHOCTEM Hapylmurenen (MoAelb HapyLIUTENs), BOZMOXKHBIX YS3BUMOCTEN
MH(MOPMAIITMOHHON CHUCTEMBI, CIOCOOOB peaau3aluu yrpo3 0e30MmacHOCTH
uH(OpMaIMU U OCIEACTBUI OT HAPYIIEHHsI CBOMCTB 0€30MMaCHOCTH MH(OPMALUH.

Jlns ompeaeneHust yrpo3 0€30MacHOCTH MH(popManuu U pa3paboTKu MOJEIH
yrpo3 0e30macHOCTH HMHGOpPMalMK MPUMEHSIOTCS METOJUYECKUE JTOKYMEHTHI,
paspabotannble u yrBepxkaeHHbie DCTIOK Poccun B cOOTBETCTBUM € TOAIMTYHKTOM
4 nynkra & Ilonmoxenuss o @DenepasbHOM Ciayxk0€ IO TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIKO, YTBEpKJAEHHOro Ykazom IIpesmgenra Poccuiickon
Oeneparuun ot 16 aBrycra 2004 1. Ne 1085 (CobpanHue 3akoHOAATENIHCTBA
Poccutickoit @enepanmm, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne
43, cT.4921; Ne 47, ct. 5431; 2012, Ne 7, cT. 818).

14.4. TpebGoBaHuA K cHCTEME 3alllMThl HHPoOpMaUud HHPOPMALMOHHON
CUCTEMBI  ONPEACIAIOTCS B 3aBUCMMOCTM  OT  KJjlacca  3allMIIEHHOCTH
WH(OPMAITMOHHON CUCTEMBI U yIpo3 0€30MacCHOCTH MH(POPMAIIUH, BKIIFOUCHHBIX B
MOJieJIb YIpo3 6€30MacHOCTH HH(OPMALIUK.

TpeGoBaHug K cuCTeME 3alluThl UHPOpMaUUU UHPOPMALMOHHON CHUCTEMBbI
BKJIFOYAIOTCS B TEXHUYECKOE 33JaHUE Ha CO3/1aHHe MH(MOPMALMOHHON CHCTEMBI U
(M) TexXHWYEeCKoe 3aJaHue (YacTHOE€ TEXHWYECKOe 3aJaHue) Ha Cco3JaHue
CUCTEMBI 3aIIUThl HHPOPMALIMU MH(DOPMAITMOHHOW CUCTEMBI, pa3padaTbiBaeMble C
yuetoMm ['OCT 34.602, I'OCT P 51583 u I'OCT P 51624, u 107KHBI B TOM 4YHUCIIE
COJIEpKaTh:

1eab W 3a7a4ud oOecredeHus 3anuThl MHOpMaruu B WHOOPMAITMOHHOU
CUCTEME;

KJIACC 3alMIIEHHOCTH UH(POPMAIIMOHHOM CUCTEMBI;

nepeyeHb HOPMATHBHBIX IPABOBBIX AKTOB, METOIWYECKUX ITOKYMEHTOB H
HAIMOHATbHBIX CTaHJapTOB, KOTOPBIM JOJIKHA COOTBETCTBOBATh
uH(OpMAIMOHHAS CUCTEMA,;

nepeyeHb 0OBEKTOB 3aIIUTH HH()OPMALIMOHHON CUCTEMBI;

TpeOOBaHMUS K MEpaM U CPEACTBAM 3alUThl MHPOPMAIMH, TPUMEHSEMbIM B



WHPOPMAITMOHHON CHCTEME;

ctaguu (dTambl pabOT) CO3MAaHUSI CHUCTEMbl 3alllUTHl  MHQPOPMAIMOHHOMN
CUCTEMBI;

TpeOOBaHUS K IIOCTABISEMBIM TEXHUYECKHM CpEACTBaM, MPOTPAMMHOMY
00eCTeueHNI0, CPEICTBAM 3aIUTH HHPOPMAIIIH;

(GYHKIIMM 3aKa3udKa M Oreparopa 1mo o0ecrnevyeHuIo 3aliuThl HHPOpMaIuu B
UH(GOPMAITMOHHON CHCTEME;

TpeOOBaHUS K  3alIUTe CPEACTB W CHUCTEM, OOECIEUYHBAIOIINX
(GYHKITMOHUPOBAHHUE HH(pOPMAITMOHHOM CHUCTEMBI (oOecneunBaromeit
HH(pPaCTPyKType);

TpeOOBaHM K 3alIuTe HH(OPMALUU MTPU UHPOPMALTMOHHOM B3aHMMOJECHCTBUU
C WHBIMHU UH(GOPMAITMOHHBIMU CHUCTEeMaMH u UH(GOPMAIIMOHHO-
TEIEKOMMYHUKAIIMOHHBIMU ~ CETSIMH, B TOM 4YHCJIE€ C WH()pOPMAIIMOHHBIMU
CHUCTEeMaMH YIOJHOMOYEHHOTO JINIA, a TAK)XKE MPU MPUMEHEHUH BBIYUCIATEIHHBIX
pecypcoB (MOIIHOCTE), MPEAOCTABISIEMbIX YIOJIHOMOYEHHBIM JIMIIOM  JIJIs
00paboTKH UHPOPMALIUH.

IIpu onpenenenun TpeOOBaHMW K CHCTEME 3alllUThl  MH(pOpMaLUU
MH(POPMALIMOHHON CHCTEMBl YUYHUTBIBAIOTCS IIOJIOXKEHUS TOJUTUK OOecreueHus
MH(pOpMAMOHHOW 0e30macHOCTH o0nanaresns nHpopmManuu (3aka3zyuka), a TAKKe
NOJIMTUK  oOecneyeHus: HMHQPOPMALMOHHOM  O€30MacHOCTH  omepaTopa U
YIIOJTHOMOYEHHOTO JIMIIa B YacTH, HE MPOTHUBOpEYAIlel MOJUTUKAM OO0JamaTens
uH(popMauu (3aKa3unKa).

PaszpaboTka cucreMsl 3anuThl HGOpMaIUK HHOOPMAITMOHHON CUCTEMBI

15. Pa3paboTka cuctembl 3allUThl HHDOPMAMU WH()OPMAIITMOHHONW CHCTEMBI
opraHuzyeTtcs obyianaresneM UHGoOpMaIuu (3aKa3uuKoM).

Pa3paboTka cucteMbl 3anuThl MHGMOpMAUU WHOOPMAIIMOHHOW CHUCTEMBI
OCYUIIECTBJISIETCSI B COOTBETCTBMM C TEXHUYECKUMM 3aJaHHMEM Ha CO3/aHHe
WHOOPMAITMOHHOW CHUCTEMbI W (WJIM) TEXHUYECKUM 3aJlaHueM (YacCTHBIM
TEXHUYECKUM 3aJlaHHE€M) Ha CO3JaHH€ CHCTeMbl 3allUThl HH(pOpManuu
uHpopmarmonHoir cuctembl ¢ yuetom ['OCT 34.601 «UudopmanmnonHas
TexHoJorusd. KOMIUIEKC CTaHJapTOB Ha aBTOMATU3MPOBAHHBIE CHCTEMBI.
ABTomaTu3upoBaHHble cucTeMbl. Ctaauu co3ganus» (manee - ['OCT 34.601),
I'OCT P 51583 u I'OCT P 51624 u B TOM 4mnCI€ BKIIOYAET:

OPOCKTUPOBAHUE CUCTEMbI  3alIUThl  MH(OpManuu  MHGOPMALIMOHHON
CUCTEMBI;

pa3paboTKy AKCIUTyaTallMOHHOM JOKYMEHTAl[MM Ha CHUCTEMY 3allUThI
uHbopMaluu HHPOPMAITMOHHON CHUCTEMBI,;



MaKeTUpOBaHWE W  TECTUPOBAHME CHUCTEMbl  3allUThl  MH(OpMaLUU
nH(pOpMAITMOHHOM cUCTEMBI (TTPY HEOOXOAMMOCTH ).

Cucrema 3amutbl UHPOpMaMU MHGOPMAIMOHHON CHCTEMBl HE JIOJDKHA
NPENsTCTBOBATh JIOCTHXKEHUIO 1ieJiel co3/aHusi MH(OOPMAIMOHHONW CHCTEMBI U €€
(bYHKIIMOHUPOBAHHUIO.

[Tpu pa3paboTke cucTeMbl 3aUThl HH(DOPMALIUKA UHPOPMAITMOHHOW CHCTEMBI
YUUTHIBACTCS ee UH(GOPMaITMOHHOE B3aMMOICHCTBHC C WHBIMU
WH()OPMAIMOHHBIMU CUCTEMaMU U HUH(POPMALMOHHO-TEIEKOMMYHHUKAIMOHHBIMU
CETSIMHU, B TOM 4YHCJI€ C UHPOPMAIIMOHHBIMU CHCTEMaMH YIIOJITHOMOYEHHOTO JIUIIA,
a  TakKe  NPUMEHEHHWE  BBIYUCIHUTENBHBIX  pecypcoB  (MONIIHOCTEW),
MPEIOCTABIISIEMbIX YIIOJITHOMOYEHHBIM JIMIIOM JIJIs1 00paboTKu UHPOPMAIIUU.

15.1. IIpu IIPOEKTUPOBAHUH CUCTEMBI 3aIINATHI uH(popmManuu
MH(OPMAIMOHHOW CUCTEMBI:

ONPENENSIOTCA THIIBI CYOBEKTOB J0CTYyNa (MOJb30BATENH, MPOLIECCH U UHBIE
CyOBEKThI JOCTyHa) U OOBEKTOB JOCTYIA, SIBIAIONIUXCS OOBEKTAMHU 3allUThI
(ycTpoiicTBa, OOBEKTHI (DAMIIOBOM CHUCTEMBI, 3allyCKa€Mble W HCIIOIHSIEMBbIC
MOJYJIH, OOBEKTHI CUCTEMBI YIIpaBJIeHUsI 0a3aMu JaHHBIX, OOBEKTHI, CO3/JaBAEMbIE
MPUKIIAIHBIM [IPOTPAMMHBIM 00eCIIedYeHUEM, HHBbIE 0OBEKTHI JOCTYIIA);

OTPEACNSAIOTCA ~ METOABl  YMpaBICHHS  JOCTYNOM  (IMCKPEIMOHHBIMH,
MaHJATHBIA, POJICBOM WM WHBIC METOJbI), THUIBI JO0CTyna (YTEHUE, 3aIucCh,
BBITIOJTHEHHE WM WHBIE THUMBI JOCTyMa) W TpaBWia pasTpaHUYEHHUs JOCTyIa
CyOBEeKTOB JOCTyma K OOBEKTaM JOCTyna (Ha OCHOBE CIHUCKOB, METOK
O0e3omacHOCTH, POJEH ¥ HHBIX TMPaBWil), TMOJUICKAIIUE peaTu3aliil B
UH(OPMAITMOHHON CUCTEME;

BBIOMPAIOTCS MEphI 3alIUThl MHGOPMAIMK, TOJJISKAIIUe peaTu3alud B
CHCTEMeE 3aIuThl HH(POpMaUK HHHOPMAITMOHHON CHCTEMBI,

OTPENENAIOTCS  BHABI W THUOBI  CPEACTB  3alIUThIl  WH(OPMAIINH,
00ecreunBaOIINe PeaTu3alnio TEXHHUECKUX Mep 3allUThl HHPOPMAIIH;

OTIpEIETISCTCS CTPYKTypa CUCTEMBI 3aIUThl HHpOpMamu WHPOPMAITMOHHON
CHCTEMBI, BKJIIOUAasi COCTaB (KOJMYECTBO) U MECTa PAa3MEIIECHHS €€ IJIEMEHTOB;

OCYILIECTBIISIETCS BBIOOD CpEICTB 3aIUThI uHbopMaImy,
CepTU(UIIMPOBAHHBIX HA COOTBETCTBHE TpeOOBaHUSAM II0 0E30MacHOCTH
uH(OpMAIUU, C YYETOM UX CTOMMOCTH, COBMECTUMOCTH C HH(POPMAIMOHHBIMHU
TEXHOJOTHSIMH M TEXHUYECKUMH CpEACTBaMH, (PYHKIHMA O€30MacHOCTH STHUX
CpEeICTB U OCOOCHHOCTEH MX pealu3aluy, a Takke Kiacca 3alluIIEHHOCTH
MH(OPMAIMOHHOW CUCTEMBI;

ompeneNnsoTcs TpeOOBaHUWS K TapamMeTpaM HACTPOWKH MPOTPAMMHOTO
o0ecriedyeHuns, BKJIOYash MOPOrpaMMHOE  OOeCleueHHEe CpPEACTB  3aIUTHI
uHbOopMaIuu, 00eCeUnBaIOIINe PEAU3AINI0 MEP 3aIIUThl HHPOPMAIIH, a TAKXKe
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YCTPaHEHHE BO3MOXKHBIX YS3BUMOCTEH MH(GOPMAILIMOHHON CUCTEMBI, PUBOASIINX
K BO3HUKHOBEHHUIO YIpo3 0€30MacHOCTH UH(OpMAaIUK;

OMPENENSAIOTCA  MEpbl  3alllUThl  HUHPOpMaUd NpU  HUHPOPMAIIMOHHOM
B3aUMOJICUCTBUM C MHBIMU MH(OPMAIMOHHBIMU CHCTEMaMHU U UH(POPMAIMOHHO-
TEIEKOMMYHUKALIMOHHBIMU ~ CETSIMH, B TOM 4YHCJIE€ C HH(DOPMAIIMOHHBIMU
CHUCTEeMaMHU YIOJHOMOYEHHOTO JIMIA, a TAKXKe MPU MPUMEHEHUH BBIYUCIUTEIBHBIX
pecypcoB (MOIIHOCTEW), TPEAOCTABISIEMbIX YIOJTHOMOYEHHBIM JIMIIOM  JJIs
00paboTku nHGOPMAITUH.

PesynbTaTh MPOECKTUPOBAHMS CUCTEMBI 3aIUTHI uHdopMauu
MH(OPMAITMOHHONW CUCTEMBI OTPAXKAIOTCS B MMPOCKTHON JOKyMEHTAIUU (3CKHU3HOM
(TeXHUYECKOM) TIPOEKTe U (WIK) B paboueil TIOKyMEHTaIM1) Ha HH)OPMAITMOHHYIO
cucteMy (cuctemy 3amuThl  MHGOpMAIMK  WHOOPMAIMOHHOW  CHCTEMBI),
paszpabateiBaeMbix ¢ yderomM ['OCT 34.201 «MudopmariioHHass TEXHOJIOTHS.
KomMrieke cTannapToB Ha aBTOMATU3UPOBAHHBIE CUCTEMBI. BHIbI, KOMIIJIEKTHOCTh
¥ 0003HaUYE€HHE TOKYMEHTOB MPU CO3[JaHUM aBTOMATU3UPOBAHHBIX CUCTEM» (Haiiee
-'OCT 34.201).

[IpoekTHas nOKyMeHTalUMs Ha HMHPOPMAIMOHHYIO CUCTEMY M (Miu) ee
CUCTEMY 3allUThl HMHQOpPMAIMM TMOAJIeKAT COIJACOBAHUIO C OIEPaTOpOM
WH()OPMAIMOHHOW CHCTEMBI B CJy4yae, €CIM OH ONpElIeJeH TaKOBbIM B
COOTBETCTBHM C 3aKOHOAATENbCTBOM Poccuiickoii denepanum K MOMEHTY
OKOHYaHHS TPOEKTUPOBAHUS CHUCTEMBI 3aIIUTHI MH(POPMAIMH HHPOPMAITMOHHOM
CUCTEMBI U HE SBJIIETCS 3aKa3YMKOM JAHHOW MH()OPMALIMOHHOW CUCTEMBI.

IIpu  oTcyTCTBUM  HEOOXOIUMBIX  CpPEACTB  3allluThl  MHGOpMaIuH,
CepTU(UIIMPOBAHHBIX HA COOTBETCTBHE TpeOOBaHUSAM TI0  0E30MacHOCTH
uHdopmaluu, opraHuzyercs paspaborka (gopaboTka) CpEACTB  3alUThI
uHpopMauu U HX cepTUdUKAUS B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccniickont denepaunn WM NPOU3BOIUTCA KOPPEKTUPOBKA ITPOEKTHBIX PELIEHUN
no uHOpPMAlMOHHOW cucTeMe U (WIM) €€ CHCTeMEe 3allluThl UH(pOpMAIUU C
yu4eToM (PYHKIIMOHAIBHBIX BO3MOKHOCTEH HWMEIONINXCA CEepTU(UIIMPOBAHHBIX
CPEICTB 3aUTHl HHPOPMAIIUH.

15.2. Pa3paboTka SKCIUTyaTal[MOHHOM TOKYMEHTAllMd Ha CHCTEMY 3alllUThl
uHbOpMalu HHPOPMAIIMOHHOM CHUCTEMBI OCYIIECTBISIETCS B COOTBETCTBHM C
TEXHUYECKUM 33JaHMEeM Ha co3JaHue HWHQPOPMAIMOHHON cHUCTEeMBbl U (WIJIH)
TEXHUYECKUM 3a/laHheM (YACTHBIM TEXHUYECKHUM 33JaHUEM) Ha CO3JaHUE CUCTEMBI
3alUThl THPOPMALIUKU UHPOPMALTMOHHOM CUCTEMBI.

OKcIulyaTallMOHHasi JOKYMEHTalMsl Ha CHUCTEMY 3alluThl HH(OpManuu
nHpopmaImoHHon cuctembl paspabdareiBaercsa ¢ yderom ['OCT 34.601, TOCT
34201 u I'OCT P 51624 u noxkHa B TOM YHCIIE COAEPHKATH ONUCAHKE:

CTPYKTYPBI CUCTEMBI 3alIUThHI HH(OpMALIUK HHPOPMAITMOHHON CHCTEMBI,
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COCTaBa, MECT YCTAHOBKHM, MapaMeTpOB M IIOpsAJKAa HACTPOMKH CPEACTB
3alUThl THPOPMALIUH, IPOTPAMMHOI0 00ECIIEYEHNS U TEXHUYECKUX CPEJICTB;

IOpaBWJ SKCIUTyaTallud CHCTEMbI 3alllUThl MHGOpManuuu HH(DOPMALMOHHON
CUCTEMBI.

15.3. [Ipu MakeTUpOBaHWU U TECTUPOBAHUU CHUCTEMBI 3aIIUTH HHPOPMAIIH
UH(GOPMAITMOHHON CHCTEMBI B TOM YHCJIE OCYIIECTBISIFOTCS:

MpOBEpPKa PabOTOCIOCOOHOCTH M COBMECTHUMOCTH BBIOPAHHBIX CpPEJICTB
3alUThl MHPOpPMAIMK C HWH()OPMALMOHHBIMU TEXHOJOTUSMU M TEXHUYECKUMHU
CPEICTBAMY;

IPOBEPKA BBIIIOJIHEHUSI BBIOPAHHBIMHU CPENCTBAMU 3alIUTHl HMH(pOpMaLUU
TpeOOBaHUI K cUcTeME 3alUThl UHPOPMaUU HHPOPMAIIIOHHON CHCTEMBI;

KOPPEKTUPOBKA TMPOEKTHBIX PEIIeHUH, pa3pabOTaHHbIX TPU CO3JaHUU
UH()OPMAIMOHHOW CUCTeMbl M (WMJIM) CHUCTEMBl 3allUThl  MHQOpMaUUU
MH(OPMAIMOHHOW CUCTEMBI.

MakeTrpoBaHHU€ CUCTEMBI 3alIUThl HTHPOPMALIMK WH()OPMALTUOHHONW CHCTEMBI
U €€ TECTUPOBAHUE MOXKET MMPOBOJUTHCS B TOM YHUCIIE C UCIOJIB30BAHUEM CPEACTB
U METOAOB MOJEIMPOBAHUS HMHPOPMAIIMOHHBIX CHCTEM U  TEXHOJOTUH
BUPTYyaJIN3aL1H.

Buenpenue cucteMsl 31Tl MHGOpMAUU UH(HOPMAIITMOHHON CUCTEMBI

16. Bueapenue cuctemsbl 3aUIUThl HHPOPMALMU MHHOPMALIMOHHON CHCTEMBI
opranusyeTtcsi o0naaareneM nHpopmaiuu (3aKka3gauKkom).

Buenpenue cuctemsl 3amuThl MHGOpMaUuu HHPOPMAUMOHHON CHCTEMBI
OCYILIECTBIISIETCSI B COOTBETCTBMM C TPOEKTHOM M  AKCIUTyaTal[MOHHOM
JIOKYMEHTaIlMel Ha CHCTeMY 3alluThl HHGOpMAIuu WH()OPMAIIMOHHONW CHUCTEMBI U
B TOM YHCJIE€ BKJIFOYAET:

YCTaHOBKY M HACTPOWKY CPEACTB 3alluThl WH(MOpMaMK B WHGOPMAITMOHHON
CUCTEME;

pa3pabOTKy JOKYMEHTOB, ONPEICISIOMUX TMpaBuWila W MOPOLEAYpSHI,
peanu3yemMbie  OonepaTopoM i oOecredeHus 3almThl  WH(OpManuu B
UH(GOPMAIIMOHHON CHCTEME B XOJI€ €€ dKCIUTyaTalluu (Jajee - OpraHu3aliOHHO-
pacnopsiAuTeIbHbIEC JOKYMEHTBI 10 3aIlUTe HHPOPMAIIIH);

BHEPEHUE OPTaHU3AIMOHHBIX MEP 3alUThl HHPOPMAIIH;

NpeaBapUTEeNbHbIE  WCIBITAHWS ~ CHUCTEMBI  3aIIUTBl  HWHOpManmu
MH(OPMAIMOHHOW CUCTEMBI;

OTIBITHYIO SKCIUTyaTallli0 CUCTEMBI 3aIIUThl HHPOpMAIMU UH(POPMALIMOHHON
CHUCTEMBI;

aHaJn3 ysI3BUMOCTEH MH(GOPMALMOHHON CHCTEMBI U MPUHSATHE MEP 3aIUTHI
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uH(OpMAaIUU IO UX YCTPAHEHUIO;

PUEMOYHbIE UCIBITAHUS CUCTEMBbI 3aIUThl MHGOpMALMK UHHOPMAILIMOHHON
CUCTEMBL.

K BHeapenuto cuctembl 3amuThl MHQOpMAUU HHPOPMAIMOHHOW CHCTEMBI
NPUBJIEKAETCA OnepaTop HWH(DOPMAUMOHHOW CHCTEMBI B Cllydae, €Cld OH
ONpENENICH TAaKOBBIM B COOTBETCTBUM C 3aKOHOAATENBLCTBOM Poccuiickon
®deneparii K MOMEHTY  BHEAPEHHUS CHCTEMbI  3alllUThl  HHPOpPMAIIH
MH(OPMAIMOHHOW CUCTEMBI U HE SIBIISIETCA 3aKa3UUKOM JIaHHOW MH(OPMAIMOHHON
CUCTEMBL.

16.1. YcraHoBka W  HAcTpOMKa CpEACTB 3alluThl HHpOpMaluu B
UHPOPMAIIMOHHOM  CHCTEME JOJDKHA IPOBOAMTBCS B COOTBETCTBUU  C
JKCIUTyaTallMOHHOM  JTOKyMEHTaluMel Ha CUCTEMYy 3alllUThl  MH(OpManuu
WH()OPMAIMOHHOW CHUCTEMBl M  JIOKYMEHTaluMeld Ha CpEICTBA  3alllUTh
uH(popManuu.

16.2. Pa3zpabaTbiBaeMble OpraHu3allMOHHO-PACIOPSAIUTENbHBIE TOKYMEHTHI 110
3aluTe UH(POpPMAaLMK JOJHKHBI ONPENENsATh IpaBuia U MPOUEaypbL:

ynpaBiaeHus: (aIMUHUCTPUPOBAHMS) CUCTEMOW 3allUThl  HHPOPMALUU
MH(POPMALIMOHHON CUCTEMBI;

BBISIBJICHUSI UHITUJECHTOB (OJHOTO COOBITHS WM TPYHIbI COOBITHI), KOTOPBIE
MOTYT  TpUBECTH K  CcOOSIM  WIM  HapylweHU0  (QyHKUHOHUPOBAHUS
MH()OPMAIMOHHOW cHUCTeMbl M (WJIM) K BO3HUKHOBEHHUIO yIrpo3 O€30MacHOCTH
uH(popMauu (J1anee - UHIMUJICHTHI), U pearupoBaHus Ha HUX;

yhpaBlieHUs] KOHPUTypalMed aTTeCTOBAaHHOW MH(POPMAIIMOHHON CUCTEMBI U
CUCTEMBI 3aIUThl HHPOpMAIKU HH)OPMALIMOHHON CUCTEMBI;

KOHTpOJsi (MOHMTOpPMHIA) 3a 00€CIeueHHEeM YpPOBHS  3alIUIIEHHOCTH
uH(popMaIuu, coaepkalencs B ”HPOPMalMOHHOM CUCTEME;

3alUThl MH(MOpPMAlMK MpPU BBIBOJE M3 DKCIUTyaTallud WH(OPMAaLMOHHOM
CUCTEMBbI WUJIU TIOCJIE MPUHSATHUS PelIeHUs 00 OKOHYaHUU 00paOOTKH MH(OPMAIIUH.

16.3. [Ipn BHeApeHUWH OpPraHU3alLMOHHBIX MeEp 3allUThl  HHGOPMALMH
OCYLIECTBIISIIOTCA:

peanu3anus MpaBUJl Pa3sTPaHUYEHUs JOCTyNa, PErNIAMEHTHPYIOLIMX IMpaBa
J0CcTyna CyOBbEKTOB JAOCTYyNa K 00bEKTaM JOCTYIA, U BBEJICHHUE OrpaHUYCHUN Ha
JICUCTBUSL TIOJIB30BATENICH, a TaKKe Ha HW3MEHEHME YCJIOBUU JKCIUIyaTalllH,
COCTaBa M KOH(PUTYpaIlUU TEXHUYECKUX CPEICTB U MPOTPAMMHOT0 00€CTIeUeHUS;

OpoBepKa TOJHOTHI M JIETaJbHOCTH ONHCAHUS B  OPraHU3alMOHHO-
pacnopsiIUTENbHBIX ~ JOKYMEHTaXx MO  3aluTe  HWHPOpMALMH  JIEWCTBHUM
M0JIb30BaTEeNIe M aJMUHUCTPATOPOB MH(POPMAIIMOHHON CHUCTEMBI MO pealu3aluu
OpPraHU3aIMOHHBIX Mep 3aIUThl HHPOPMAIIUK;

OoTpaboTKa MEWCTBHUI JOJDKHOCTHBIX JIMIl M TOAPA3/ACIICHUN, OTBETCTBEHHBIX
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3a peanu3aluio Mep 3aluThl THHOPMALIHH.

16.4. IlpenBapuTenbHble UCHBITAHUS CHUCTEMbl 3alUTHl  MHOOpPMALUH
uHQOpMAIMOHHOW  cucTeMbl — mpoBogsitTcs ¢ ydetrom [OCT  34.603
«HpopmaniioHHas TeXHOJIOTHs. BuIbl HCHBITAHUA  aBTOMATU3UPOBAHHBIX
cucrem» (nmanee - ['OCT 34.603) u BKJIIOYAIOT MPOBEPKY pabOTOCHOCOOHOCTH
CHCTEMBI 3aIIUThl WH(pOpMaUU UHGOPMAIMOHHON CHCTEMBI, a TaK)Ke MPUHATHE
peIIeHus1 O BO3MOXHOCTHU OTBITHON AKCIUTyaTallll CUCTEMBI 3aIlUThl HH(OpMauu
UH(OPMAITMOHHOW CUCTEMBI.

16.5. OnsiTHAA AKCILTyaTalus CUCTEMBI 3aIUTHI nHpopMaIuu
uHpopmarmonHoi cucreMbl npoBoautcs ¢ yderoM ['OCT 34.603 u BkItouyaer
POBEPKY GYHKIIMOHUPOBAHUS CUCTEMBI 3allIUThl HHPOPMaIUd HHGOPMAIIMOHHOMN
CUCTEMBI, B TOM YHCJI€ PEATM30BAHHBIX MEp 3alIUThl MH(GOPMALMH, a TAKXKE
TOTOBHOCTh TIOJIb30BAaTENE M aIMUHUCTPATOPOB K OKCIUTyaTallUd CHCTEMBI
3aIUThl HHPOPMALIUA UHPOPMALTMOHHOU CHUCTEMBI.

16.6. Ananu3 ysa3BUMOCTEN HHPOPMALIMOHHON CUCTEMBI MPOBOIUTCA B LIEJISIX
OLICHKM  BO3MOXKHOCTM  NPEOJOJICHUS  HAPYIIUTEIEM  CHCTEMBl  3alUTHI
uHpopMaluu MHPOPMAITMOHHON CUCTEMBI U MPEAOTBPAIICHUS pealli3allii yIrpo3
6e3omacHOCTH UH(POPMAITUH.

AHanu3 ya3BUMOCTEH HMH(POPMALMOHHOM CHUCTEMBl BKJIIOYACT aHaJU3
yS3BUMOCTEM  CpPEACTB  3alluThl MH(OpMALMU, TEXHUYECKHX CPEACTB U
POrpaMMHOro odecrnedeHus: THPOPMAILIMOHHON CUCTEMBI.

[Ipu ananuze ys3BUMOCTEd HWHMDOPMAIMOHHOW CHUCTEMBI MPOBEPSETCA
OTCYTCTBHE€  M3BECTHBIX  YSI3BUMOCTEM  CpEACTB  3allUThl  HH(OpMalUH,
TEXHUYECKUX CPEACTB M IPOrpaMMHOT0 OOecreyeHHusi, B TOM YHUCIE C YYETOM
uHbopMalluy, UMeEIouleiicss y pa3pabOTYMKOB U MOJIYYEHHOM U3 APYTUX
OOLIEAOCTYIHBIX MCTOYHUKOB, MPaBUIBHOCTh YCTAHOBKM W HACTPOMKH CPENICTB
3aIUThl MH(OPMAIMK, TEXHUYECKUX CPEICTB U MPOrpaMMHOIO oOecrnedyeHus, a
TAaK)K€ KOPPEKTHOCTh pabOThl CPEACTB 3alllMThl HMHQOpPMALMU MpU  HX
B3aMMOJICUCTBUM C TEXHUYECKUMHU CPEACTBAMU U IPOrPAMMHBIM 00ECIICUEHHUEM.

B cmywae BbIsIBIEHUS ~— YA3BUMOCTEH  WMH(DOPMAIMOHHOM  CHUCTEMBI,
OPUBOJAIIMX K BO3HUKHOBEHHUIO JOMOJHHUTENBHBIX yrpo3  0e30macHOCTH
uH(pOpMaIH, MPOBOJAUTCS YTOUHEHHUE MOJIENN YIpo3 0€30MacHOCTH UH(pOpMaIun
U TpU HEOOXOAMMOCTH TNPUHUMAIOTCS JIONOJHUTENIbHbIE MEphl  3allUThI
uH(popMaIuu, HANpaBJICHHbIE HA YCTPAHEHHME BBISIBICHHBIX YSI3BUMOCTEU WITU
UCKIIIOYAIOIIME BO3MOXHOCTh HMCIIOJIb30BAaHUSI HApPYIIMTENIEM BBISIBICHHBIX
YA3BUMOCTEM.

[To pe3ynbrataM aHanu3za ysA3BUMOCTEH TOJIKHO OBITH MOATBEPXKICHO, UYTO B
UH(POPMAIIMOHHON CHCTEME OTCYTCTBYIOT YSI3BHMOCTH, COJAEp)Kalluecss B OaHKe
naHHbIX yrpo3 OezomacHoctu wHGopMammun DPCTOK Poccum, a Takke B WHBIX
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MCTOYHUKAX, WM X UCIIOJIb30BaHUE (IKCIUTyaTallks) HAapYLIUTEIeM HEBO3MOKHO.

16.7. IlpuemMouHble  HUCMBITAHUS ~ CUCTEMBI  3alllUTHl  WHMOpMALMH
uHpopmamoHHoi cuctemMbl mpoBojsatcsa ¢ ydetoM ['OCT 34.603 u Bkiroyaror
NPOBEPKY BBIMIOJIHEHHUS] TpeOOBaHUM K CHUCTeME 3allluThl WHMOpMaIUU
WH)OPMAITMOHHOW CHUCTEMBI B COOTBETCTBHM C TEXHUYCCKMM 3aJlaHWEM Ha
co3gaHre HHPOPMAIIMOHHON CHCTEMBI U (WJIM) TEXHUYECKUM 3a7aHUuEM (J4aCTHBIM
TEXHUYECKUM 3aJaHWEM) Ha CO3JaHHEe CHCTEMBl 3allluThl HH(POPMAIUN
UH(OPMAITMOHHOW CUCTEMBI.

ATtTtecTanus UHGOPMAITMOHHON CUCTEMBI U BBOJI €€ B JICHCTBUE

17. Artrecranmsi MH()OPMAMOHHOM CHUCTEMBI OpraHuszyercs oOJiagaTeneM
nHpopMaIu (3aKa34yrMKoOM) WJIK OTIEPATOPOM U BKIIIOYAET MPOBEJICHUE KOMILIEKCA
OpPTaHU3AIMOHHBIX U TEXHUYECKUX MEPONPUATUN (aTTECTAIMOHHBIX UCIBITAHUN),
B pe3yibTaTe€ KOTOPBIX MOJATBEPKIACTCS COOTBETCTBUE CHUCTEMbl 3allUThI
uHdopmaIuu HHHOPMAIIMOHHON CUCTEMBI HACTOAIUM TpeOoBaHUSIM.

[IpoBeneHne arTTeCTAllMOHHBIX WCHBITAHUNA WHGOPMAIIMOHHON CHCTEMbI
JOJDKHOCTHBIMHM ~ JIMIIAMU,  OCYIIECTBISIOIIMMU  MPOEKTUPOBAHWE U (WIJIM)
BHEJPEHHE CHUCTEMbI 3allUThl WHOOpMaUK HWHPOPMAIMOHHON CHUCTEMBI, HE
JOMYyCKaeTcsl.

17.1. B kadecTBe MCXOAHBIX MJAHHBIX, HEOOXOIMMEBEIX I aTTEeCTallUU
WH()OPMAIMOHHOW CHUCTEMBI, MCIOJB3YIOTCS MOJENb Yyrpo3 0e30MacHOCTH
uHdopMaIuu, akT KiacCupUKaIMu WH)OPMAIMOHHOM CHCTEMBI, TEXHUYECKOE
3aJlaHie Ha CO3/IaHhe MH(POPMAIMOHHON CUCTEMBI U (WJIM) TEXHHUYECKOE 3a7aHue
(JacTHOE TEXHHYECKOE 3aJjaHuE) Ha CO3J]aHHUE CHUCTEMbl 3alllUThl WH(OpMaIuu
MH(POPMAIITMOHHOW CHCTEMBI, MMPOEKTHAST M JKCIUTyaTallMOHHAs JOKyMEHTAIUsl Ha
CUCTEeMY 3alluThl UH(popMaruu HHGOPMAIIUOHHONW CHUCTEMBI, OpPTraHU3alMOHHO-
pacropsiiuTeIbHbIE JOKYMEHTHI MO 3aluTe WHGOpPMAIMU, Pe3ysbTaThl aHaIU3a
yS3BUMOCTEM HH(POPMAIIMOHHOW CHUCTEMBI, MaTepualibl MPEIBAPUTEIIBHBIX MU
MPUEMOYHBIX MCIBITAHUNA CHCTEMBI 3alUThl HHPOpMaUu HHHOPMAIMOHHON
CUCTEMBI, a TaKXe WHBIC JOKYMEHTHI, pa3padaThiBAEMble B COOTBETCTBUU C
HacTosmmMH TpeOoBaHUSMU.

17.2. Artectarust uHQOPMAITMOHHOW CUCTEMBI TIPOBOJUTCS B COOTBETCTBUH C
pOorpaMMOM U METOJIMKAMM aTTECTAllMOHHBIX MCHIBITAHUHN 110 Hadaja o0paboTKu
uHpopMaruu, mnojajexanied 3amure B HUHGOpPMAMOHHOW cucteme. Jlms
MpOBEJEHUS]  aTTecTallud  WHGOPMAIMOHHOM  CHUCTEMBbI  MPUMEHSIOTCS
HAIMOHAIBHBIC CTAHJAPTHI, & TAK)KE METOANYECKUE JOKYMEHTHI, pa3paboTaHHbIC U
yrBepxkieHHble DCTOK Poccum B COOTBETCTBUM C MOAIYHKTOM 4 NyHKTa 8
[Tomoxenuss o DenepanbHON CIyX)0€ TO TEXHUYECKOMY M IKCIIOPTHOMY
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KOHTPOJIIO, YTBEPKAEHHOTO YKa3zoM IIpesuaenra Poccuiickoit @enepaunu ot 16
aBrycta 2004 r. Ne 1085.

[lo pe3ynbTaTaM aTTECTAMOHHBIX HCIBITAHUN OQOPMIISIOTCS MPOTOKOJIBI
aTTECTAIIMOHHBIX HCIBITAHUM, 3aKIIOYEHHWE O COOTBETCTBUM HH(POPMALMOHHOU
CHCTEMBI TPEOOBAHMSIM O 3alUTE HHPOPMAIIUN U aTTECTaT COOTBETCTBUS B CIydae
MOJIOKUTENBHBIX PE3YJIbTATOB aTTECTALMOHHBIX UCIIBITAHUH.

[Ipy mnpoBeAeHUM aTTECTAUMOHHBIX HWCIBITAHUN JIOJKHBI MPUMEHATHCS
CJIEIYIOLIME METO/Ibl TPOBEPOK (MCIIBITAHUI):

AKCIIEPTHO-IOKYMEHTAJIbHBI  METOJ, MPEAYyCMAaTPUBAIONIMN  MPOBEPKY
COOTBETCTBHSI CHUCTEMBI 3allUThl HMH(POPMALUU HHPOPMALUOHHON CHUCTEMBI
YCTaHOBJIEHHBIM TPEOOBaHUSAM IO 3allUTe HHPOpPMAIMM, Ha OCHOBE OLEHKU
IKCIUTyaTallMOHHOU JOKyMEHTAIUH, OpraHU3aALMOHHO-PACTIOPAIUTENBHBIX
JIOKYMEHTOB M0 3alluTe WH(OpPMAIUMU, a TAKXKE YCIOBHM (DYHKIIMOHUPOBAHUS
MH()OPMAITMOHHOW CUCTEMBI;

aHaIU3 yA3BUMOCTEN MH(POPMALIMOHHON CUCTEMBI, B TOM UYHCJIE BbI3BAaHHBIX
HENPaBUJIBHOM HACTPONKON (KOH(UTYpHUpOBAaHUEM) MPOTrPAaMMHOIO OOECHeUEeHHUs
U CPEJICTB 3alIUThl HH(OpPMAIUY;

UCIIBITAHUSI CUCTEMBI 3alTUTHI MH()OPMAIIUU MMYyTEM OCYIIECTBICHUS MOMBITOK
HECAHKIIMOHUPOBAHHOTO JIOCTyNa (BO3JCUCTBUS) K MHPOPMAIITMOHHON CHCTEME B
00XO0J1 €e CUCTEMBI 3aIMThl HH(OPMAIUH.

17.3. lomyckaercs arrectanusi HWHQOPMAIMOHHON CHUCTEMBI Ha OCHOBE
pE3yNbTATOB ATTECTALIMOHHBIX HCIBITAHUN BBIJCIEHHOIO Ha0oOpa CErMEHTOB
WHOOPMAITMOHHONW CHUCTEMBI, PEATM3YIONIMX TOJHYI0 TEXHOJIOTHI0O 00pabOTKU
uHdopMaIuu.

B »sTOoM cnydae pacnpoCTpaHEHHME arTecTaTa COOTBETCTBHS Ha JIpyrue
CErMEHTbl HMH(POPMALMOHHON CHUCTEMbl OCYLIECTBISETCA MNpPU YCIOBUU HUX
COOTBETCTBHSI ~ CErMEHTaM  HMH(POPMALMOHHOM  CHUCTEMbI,  MPOLIEAIINM
aTTeCTAllMOHHbBIE UCTIBITAHMUS.

CerMeHT cuuTaeTcsi COOTBETCTBYIOUIUM CETMEHTY HWH(OPMAIMOHHON
CUCTEMBI, B OTHOIIIEHUH KOTOPOTO OBLIM MPOBEACHBI aTTECTAlMOHHbBIE UCTIBITAHUS,
€CIIM  JUI1  YKa3aHHbIX CErMEHTOB  YCTAHOBJIEHBl  OJMHAKOBBIE  KJIACCHI
3alIUIIEHHOCTH, YIPO3bl 0€30MacCHOCTH MH(OPMAIMH, PEaTn30BaHbl OJUHAKOBHIC
IPOEKTHBIE pEUICHUs MO HHPOPMAIMOHHOM CHUCTEME M €€ CHCTeME 3allUThl
uH(bopManuu.

CooTBETCTBUE CErMEHTa, Ha KOTOPBIM pacHpOCTpaHseTcsl aTTecTar
COOTBETCTBUS, CEIMEHTY HMH(POPMALMOHHON CHUCTEMbI, B OTHOIIEHUH KOTOPOTO
ObUITM TPOBEICHBI ATTECTAI[MOHHBIE UCHBITAHUS, TMOATBEPXKIACTCS B XOJe
OPUEMOYHBIX  HCIBITAHUA  MH(POPMAIMOHHOM  CHUCTEMBl WM  CETMEHTOB
UH(GOPMAITMOHHON CHCTEMBI.
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B cermentax uH(pOpPMaIMOHHOW CHUCTEMBI, HA KOTOpBIE PACIPOCTPAHAETCS
aTTecrar COOTBETCTBUS, onepaTopoM oOecrieynBaercs coOt0/IeHne
HKCIUTyaTallAOHHOM  JIOKYMEHTallMd Ha CHUCTEMY 3allluThl  WH)OpManuu
MH(OPMAIMOHHONW CUCTEMBI U OPTraHU3AIMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB
10 3aIUTe HHPOPMAIIUH.

OcobenHoct  arrecTaniid  HWHPOPMAIIMOHHOM CHCTEMBI Ha  OCHOBE
pE3yNbTATOB ATTECTALIMOHHBIX MCIBITAHUI BBIIEIEHHOTO HAOOpa €€ CErMEeHTOB, a
TaKXe yCJIOBHS U MOPSANOK PACIPOCTPAHEHUS ATTECTaTa COOTBETCTBUS Ha JIPYyTrue
CErMeHTbl MH(OPMAIIMOHHON CHUCTEMBI ONPEEISIIOTCA B IPOrpaMMe U METOAMKAX
aTTECTAllMOHHBIX UCIIBITAHNN, 3aKJIFOUEHUHN U aTTECTaTe COOTBETCTBUSI.

17.4. TloBropHas arrectauuss MHPOPMAIMOHHON CUCTEMBI OCYIECTBISETCS
0 OKOHYAHMM CpOKa ACHCTBUS aTTecTara COOTBETCTBHS, KOTOPBIA HE MOMKET
NPEBBIIATh 5 JIET, WM TOBBIIIEHUS KJacca 3alUIIEHHOCTH WH(OPMAaIMOHHON
cuctembl. IIpu yBennueHun coctaBa yrpo3 O€30MACHOCTH HH(POPMALMHU WIH
U3MEHEHUS] TPOEKTHBIX PEIICHUH, pPEalM30BaHHBIX NPH CO3aHUHU CHUCTEMBI
3aIuThl HH)OpMaAIUU UHPOPMAIIMOHHON CUCTEMBI, TPOBOJATCS JAOMOTHUTEIIbHBIE
aTTECTAL[MOHHBIC UCIIBITAHNS B PAMKaX JECHCTBYIOIIErO aTTeCTaTa COOTBETCTBUS.

17.5. BBon B peiictBue HHGOPMANMOHHON CHCTEMBlI OCYIIECTBIISIETCS B
COOTBETCTBUM C 3aKOHOJATenbcTBOM Poccuiickoit ®denepauuu o6 mHbopmanuwy,
MH(OPMAIMOHHBIX TEXHOJIOTHSX M O 3aummuTe uHpopmauuu u ¢ yderoM ['OCT
34.601 u ipy HAIMYKMM aTTECTATa COOTBETCTBUSI.

17.6. UndopmarmoHHsie CUCTEMBI, (YHKIMOHUPYIOIIME Ha Oa3e oOmiei
UHOPACTPYKTYPHI (cpenctB BBIYHCIIUTEIBHOM TEXHUKH, CEPBEPOB
TEJIEKOMMYHUKALMOHHOTO O0OpYy/J0BaHUsI) B KadyeCTBE MPHUKIAJHBIX CEPBHCOB,
MOJIJIeXkKAT aTTECTAIIMK B COCTABE YKa3aHHOW MHPPACTPYKTYPHI.

B cnywae, ecnmu uHbOpMallMOHHAs cUCTEMa co3daeTcss Ha 0Oa3e ILeHTpa
00pabOTKM JTaHHBIX YHNOJHOMOYEHHOIO JIMIA, TAaKOW LIEHTp 0OpaOOTKH JAaHHBIX
JOJDKEH OBITh aTTeCTOBaH MO KJIAcCy 3alllMIIEHHOCTH HE HIXKe Kiacca
3aIMIIEHHOCTH, YCTAHOBJIEHHOTO /ISl CO3/1aBa€MO MH(POPMALIMOHHOMN CHUCTEMBI.

[Ipu arrecranuu WHGOPMALMOHHOW CHUCTEMBI JIOJDKHBI HCIONb3YIOTCS
pe3yNbTaThl aTTecTaluu 00IIe HHPPACTPYKTYphl omeparopa WHOOPMAITMOHHON
CUCTEMBI.

OGecrnieuenue 3auThl UHOOPMAILIMK B XOJI€ IKCIUTyaTalluu
aTTeCTOBAaHHOW MH(DPOPMAITMOHHOW CUCTEMBI

18. Ob6ecnieuenne  3amuThl  WHGOpPMAMK B XOJ€  JKCIUTyaTalluu
aTTECTOBAaHHOW WH(POPMAITMOHHOM CHCTEMBI OCYIIECTBISIETCS OMNEPATOPOM B
COOTBETCTBHHM C OKCIUTyaTaI[AOHHOW JOKYMEHTAIlMell Ha CHCTEMY 3alllUThI
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uH(pOpMAIMU U OPTaHU3AMOHHO-PACTIOPSIUTEILHBIMU JOKYMEHTAMH MO 3aIUTe
uH(OpMaIUU U B TOM YUCJIE BKIIOYAET:

yhnpaBiieHHe (aAMUHUCTPUPOBAHUE) CHUCTEMOM 3alMThl  HMHPOpPMALIUU
MH(OPMAIMOHHOW CUCTEMBI;

BBISIBJICHE MHUUJEHTOB U pEarupOBaHKE HA HUX;

yOpaBieHHe KOHPUTYypaIueld aTTeCTOBAaHHOW WH(GOPMAIIMOHHON CHUCTEMBI H
€€ CHCTEMBI 3allUThl HH()OPMALINH;

KOHTPOJb (MOHMTOPUHT) 3a O0OECIEUYeHHEM YPOBHS 3al[UMIIEHHOCTH
uHdopMaIuu, coaepkaiieics B MHPOPMaIlMOHHOM cuCcTeME.

18.1. B xonme ympaBieHus (aAMUHUCTPUPOBAHMS) CHCTEMOW 3alUTHI
uHpopMaluu HHPOPMAILIMOHHON CUCTEMBI OCYLIECTBIISFOTCS:

3aBEJICHUE W YyJaJeHUE YYETHBIX 3alliCeld IO0JIb30BaTENeH, YIpaBJICHUE
MOJIHOMOYMSIMU  TI0JIb30BaTeNeil MH(OPMAIIMOHHONW CHUCTEMBl U MOJJICpKAHUE
IpaBuJ pa3rpaHUYEeHUs J0CTyNa B ”HPOPMALIMOHHON CUCTEME;

VOpaBJIEHUE CPEACTBAMHU 3alUThl UMH(pOpMAMM B HMHPOPMALMOHHON
CHUCTEME, B TOM 4YHCIIE€ IapaMeTpaMH HAcCTPOMKHU MPOrpaMMHOT0 oOecreuyeHus,
BKJIIOYasi MPOrpaMMHOE 00€CIIeYeHHE CPEJICTB 3allUThl HH(POPMAIUH, YIIpaBICHHUE
YUETHBIMHM 3alUCAMHU TOJb30BaTENIEH, BOCCTAHOBJIEHHWE pPabOTOCIIOCOOHOCTH
CPEJIICTB 3alUThl H(OPMALIMH, T€HEPALII0, CMEHY U BOCCTAHOBJICHUE NapOJIei;

YCTaHOBKA  OOHOBJEHUMH  MpPOrpaMMHOIO  OOecredeHHs,  BKIIOYas
porpaMMHOE OOECIEeYEeHUE CpPEeACTB 3alUThl WHGOPMAIMK, BBIMYCKAEMBIX
pa3zpaboTunukamMu (ITPOU3BOAMUTENIAMH) CPEJICTB 3aIIUTHl MHPOPMALIUU WM MO HX
NOPYYECHHUIO;

[EHTPAJIM30BaHHOE  yNpaBJICHUE  CHUCTEMOM  3aluThl  HH(pOpManuu
MH(OPMAITMOHHON CUCTEMBI (TPpY HEOOXOIUMOCTH );

perucTpaurs U aHajau3 COObITUN B MHPOPMALMOHHON CUCTEME, CBSI3AHHBIX C
3amuTon uHpopmaluu (ganee - COObITUS 0€30MaCHOCTH);

nH(popMHUpOBaHUE MOJIb30BaTeNel 00 yrpo3ax 06€30nacHOCTH uH(popMaIu, o
npaBuiax OJKCIUTyaTalldd CHUCTEMbl 3allluThl MHGOpMaMK HHPOPMALUMOHHOM
CUCTEMBI M OTAEIBHBIX CPEJCTB 3alIUThl HHPOPMAIINH, a TAaKXKE UX 0O0yUeHUE;

COMPOBOXICHNE (YHKIIMOHUPOBAHUS CHUCTEMBI 3aIllUTHl  WH(OpMaIuu
UHGOPMAIIMOHHON CHCTEMbI B XOJI€ €€ JKCIUTyaTalllu, BKJI0Yas KOPPEKTHUPOBKY
AKCIUTyaTallMOHHON JOKYMEHTAIMH Ha HEE U OPTaHU3aI[MOHHO-PACTIOPSIUTEIbHBIX
JIOKYMEHTOB M0 3aIluTe HH()OpMAIUY;

18.2. B xoxe BbIABICHUS HHIMJICHTOB M pEarupoBaHMs Ha  HUX
OCYUIECTBIISIIOTCSA:

ONpejeNieHue JIML, OTBETCTBEHHBIX 3a BBISBICHHE MHIUJACHTOB U
pearupoBaHue Ha HUX;

oOHapyXeHHe ¥ WACHTU(UKAIMS HWHIMICHTOB, B TOM YHCJE OTKAa30B B
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oOciy>)kuBaHuHM, CcOOeB (mepe3arpy3ok) B paboOTe TEXHUUECKUX CPEACTB,
POrpaMMHOr0 OOecredeHHusT W CPEACTB 3alluThl MHGOPMALMK, HapyUICHUN
npaBui pa3rpaHAYEHUsi JOCTYIa, HENPaBOMEPHBIX JCHCTBUUA 1O cOopy
uH(popMaIuu, BHEAPEHUN BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpaMm (BUPYCOB) U
UHBIX COOBITUH, MPUBOAAIIUX K BOSHUKHOBEHHUIO MHIIUJECHTOB;

CBOEBpEMEHHOE WH(GOPMUPOBAHHUE JIMI, OTBETCTBEHHBIX 3a BBHISBJICHHE
WHIMICHTOB U pearupoBaHHEe HA HUX, O BO3HUKHOBEHUH WHIUICHTOB B
UH(OPMAIMOHHON CUCTEME TOJIb30BATEISIMU U aJIMUHUCTPATOPAMH;

aHaJIM3 WHIUICHTOB, B TOM 4YHUCJIE OIpEAeSieHHEe HCTOYHHUKOB WM TMPUYUH
BO3HMKHOBEHUS MHIIUJIEHTOB, a TAKKE OLIEHKA MX MOCJIE/ICTBUIA;

IUIAaHUPOBAHUE U MPUHATUE MEP MO YCTPAaHEHWIO MHIUACHTOB, B TOM YHCIIE
110 BOCCTAHOBJICHHIO HMH(POPMAITHOHHOW CHCTEMBI U €€ CETMEHTOB B ClIyyae OTKas3a
B O0OCIy)KMBaHMU WJIM TOciIe CcOOEB, YCTPAaHEHUIO IOCJIEACTBUI HapyIIEeHUS
OpaBWJI pa3rpaHUYCHUs JOCTyNa, HEMPaBOMEPHBIX JACUCTBHI 1O cOopy
uH(pOpMaIu, BHEAPEHUS BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U
UHBIX COOBITUH, MPUBOAAIINX K BOSHUKHOBEHHUIO HHIIUJICHTOB;

IUIAHUPOBAHUE M TPUHATHE MEp [0 NPEJOTBPALICHUIO IOBTOPHOTO
BO3HUKHOBEHUS UHIIU/ICHTOB.

18.3. B xone ynpasienusi KoHGUTypalel aTTeCTOBaHHON UHPOPMAITMOHHOM
CHCTEMBI M €€ CUCTEMBI 3alTUThl TH(POPMAITIH OCYIIECTBISIFOTCS:

nojaepkanue KoHpuryparmunm HHOOPMAIIMOHHOW CHCTEMBI U €€ CHCTEMBI
3alUThl  MHGOpManuu  (CTPYKTYphl ~ CUCTE€MbI  3allMThl  MH(OpManuu
MH(POPMAILIMOHHON CUCTEMBI, COCTaBa, MECT YCTAHOBKH M MapaMETPOB HACTPONKHU
CPEICTB 3alUThl HMH(OpPMALMM, MPOTPAMMHOIO OOECIEUEHHMs] M TEXHUYECKUX
CPEICTB) B COOTBETCTBHHM C 3KCIUIyaTallUOHHOW JOKYMEHTalUell Ha CHCTEMY
3amuThl HHGopMauK (mojaepkanue 0a30BoM KOH(Urypanuu UHPOPMALIMOHHON
CUCTEMBI U €€ CUCTEMBI 3alIUThl UH(POpMaALUN);

oTIpe/ieNieHUe JINI, KOTOPBIM pa3pelieHbl IeUCTBUS M0 BHECCHHIO N3MEHEHHI
B 0a30Byr0 KOHGUTYpanuio WHPOPMAIIMOHHON CHCTEMBI M €€ CHCTEMBI 3allUThI
uHdopMaIuy;

VOpaBJICHUE WM3MEHCHHSIMHU 0a30BOM KOH(UTrypanuu HUHPOPMAIMOHHOM
CUCTEMBI M €€ CHCTEMBbI 3alllUThl UH(POPMALIMU, B TOM YUCIIE ONPEICICHUE TUIIOB
BO3MOYKHBIX U3MEHEHUN 0a30Boi KOoH(HUTypammu HHGOPMAITMOHHON CUCTEMBI U €€
CHCTEMBI 3allUThl MH(POPMAIMHN, CAHKIMOHUPOBAHWE BHECCHHS HW3MCHCHUU B
0a30By10 KOH(pUTyparuio HHPOPMAITMOHHON CHUCTEMBI M €€ CHCTEMBI 3aIlUThI
uHpOpMaIiH, JOKYMEHTUPOBAHUE JCHCTBHI IO BHECEHUIO N3MEHEHHUH B 0a30BYIO
KoH(purypanuo nHGOPMAITMOHHONW CUCTEMBI M €€ CUCTEMBI 3aIllUThl HH(OpMaIuy,
COXpaHEHHE NaHHBIX 00 M3MEHEHMsIX 0a30BOil KOHGUTYypaluu UHPOPMAIIMOHHOM
CHCTEMBI U €€ CUCTEMBI 3alIUThl UH(POPMALIK, KOHTPOJIb ACHCTBUI IO BHECEHUIO
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U3MEHEHUH B 0a30BYI0 KOH(UTypanuio HHHOPMALIMOHHON CUCTEMBI U €€ CUCTEMBI
3alUThl THPOpMALUH;

aHaJIU3 NOTEHUUAIBHOIO BO3JEHUCTBUS INIAHUPYEMBIX W3MEHEHUN B 0a30BOU
KOH(UTypauuu WH(GOPMALIMOHHONW CUCTEMBI U €€ CHUCTEMBI 3alUThl HH(POPMALUH
Ha obecreyeHne 3aiuThl HH()OPMALUK, BOSHUKHOBEHHE JTOTIOJHUTEIBHBIX YTPO3
6e3omacHocT nH(POpPMAIUK U PaOOTOCTIOCOOHOCTh MH(DOPMAITMOHHOW CHCTEMBI;

oTpesieNieHNe apaMeTPOB HACTPOUKH MPOTPaMMHOTO 0OECIIeUeHNs, BKIIOYast
OpOrpaMMHOE OOECeueHue CpeICTB 3allluThl HMH(OpManMM, cocTaBa MU
KOH(QUTypaluH TEXHUYECKUX CPEACTB U MPOTPAMMHOI0 OOECIIEUEHUs O BHECEHUS
U3MEHEHUH B 0a30BYI0 KOH(UTypauio HHHOPMALIMOHHON CUCTEMBI U €€ CUCTEMBI
3alUThl THPOpMAIUH;

BHECEHHE MHpopManuu (IaHHBIX) 00 U3MEHEHHUSX B 0a30BOM KOH(pUTYpaluu
UHQOPMAIIMOHHOW CHUCTEeMBl W €€ CHCTeMBbl 3aluThl HWHGOpMalnud B
OKCIUTYaTaIl[AOHHYIO  JOKYMEHTAIlMI0O Ha CHUCTEMYy 3alluThl WHGOpMAaIUU
MH()OPMAIIMOHHOW CUCTEMBI;

OPUHATHE pElIeHUs [0 pe3ysbTaTaM yIpaBleHUs KoHuUrypamue o
NOBTOPHOM  arrecTaul  HWH()OPMALIMOHHOW  CHCTEMbl WJIM  I[POBEIECHUU
JIOTIOJIHUTENbHBIX aTTECTAIIMOHHBIX UCTIBITAHUI.

18.4.B xome KoHTponsi (MOHHMTOpHMHTa) 3a OOECIEUEHHUEM YpPOBHS
3alIUIIEHHOCTH HH(OpMaIK, coaepxkamencs B HHPOPMAIIMOHHOW CHCTEME,
OCYIIECTBISIOTCS:

KOHTPOJIb 33 COOBITUAMU O€30MacCHOCTH M JCHCTBUSIMHU IOJIb30BATENEH B
UH(OPMAITMOHHON CUCTEME;

KOHTPOJb (aHAIM3) 3allUIIEHHOCTH WHGOPMAIUK, COJepKallencs B
UH(OPMAITMOHHON CUCTEME;

aHaM3 W OlEHKa (YHKIMOHUPOBAHMS CHUCTEMBl 3alIUThl HH(pOpManuu
WHPOPMAIIMOHHONW CHUCTEMBI, BKIIOYash BBISIBICHUE, AaHAU3 M YCTPaHEHUE
HEJIOCTAaTKOB B (YHKIIMOHHPOBAHMHM  CHUCTEMBI  3allUThl  WHGOpPMAIUN
MH(OPMAIMOHHOW CUCTEMBI;

NEePUOANYECKUN aHaIU3 HM3MEHEHHs Yrpo3 0e30macHOCTH HH(opMmanuu B
UHGOPMAIIMOHHON CHCTEME, BOZHUKAIOIIUX B XOJI€ €€ dKCIUTyaTallud, U TMPUHSATHE
Mep 3alluThl HH()OPMAaLUK B CIydae BOSHHUKHOBEHMSI HOBBIX Yrpo3 0€30MacHOCTH
uHdopMaIuy;

JOKYMEHTHUPOBaHUE TPOLEAYpP W PE3ylbTaTOB KOHTPOJS (MOHHUTOpPWHTA) 3a
o0ecrieueHneM ypOBHS  3alIUINEHHOCTH WH(OpMAIWU, COAEpKalleicss B
UH(OPMAIMOHHON CUCTEME;

NPUHATHE pEHIeHUs [0 pe3ysibTaTaM KOHTPOJs (MOHUTOpPMHIA) 3a
o0ecrieueHneM  YpOBHS  3alllMIIEHHOCTH  WHGpOpManuMu O  J0paboTKe
(MOZEpHU3alMK) CUCTEMBbI 3alUThl MHQOpMAMK HHYOPMALMOHHOW CUCTEMBI,



20

HOBTOpHOﬁ aTTeCTalnuu HH(i)OpMaHHOHHOﬁ CHUCTCMbI NI IMPOBCACHUHA
JOINIOJTHUTCIIBbHBIX aTTCCTAlIMOHHBIX HCIIbITAHUH.

Obecrnieuenue 3auThl HH(HOPMALIUK IIPU BBIBOJIE U3 HKCILTyaTal[uH
aTTeCTOBAaHHOU MH(OPMAIIMOHHON CUCTEMBI HIIM TIOCTIE TIPUHATHUS
penieHuss 00 OKOHYaHUHM 00paboTKH HH(DOpPMALIUU

19. ObGecneuenue 3amuThl MHGOPMAIMK TPU BBIBOJE M3 JKCILIyaTalluu
aTTEeCTOBAaHHOW WH(OPMAIMOHHOW CUCTEMBI WJIM TOCJE MPUHATHSA PEIIeHUs] 00
OKOHYaHUM  00paboTKu  HWHGOpPMAIMM  OCYIIECTBISIETCS  ONEpaTopoM B
COOTBETCTBUM C JKCIUIyaTallMOHHOW JOKYMEHTAallM€l Ha CHCTEMY 3allUThI
uHpopmaruu UH(OPMAIMOHHON CUCTEMBI U OpraHu3alOHHO-
pacnopsAaIUTEIbHBIMU JOKYMEHTAMU MO 3alIUTE€ HHPOPMALMM U B TOM YHCIIE
BKJIIOYAET:

apXMBHpOBaHKE MH(OPMALUH, COAEPKALEHCA B UHPOPMALIMOHHON CHCTEME;

YHUYTOXEHUE (CTUpPAHUE) TAHHBIX U OCTATOYHOU MH(OpPMAIUU C MAIIMHHBIX
HocuTened wuHbopManuu ¢ (WIM) YHUYTOKEHHUE MAIIMHHBIX HOCUTENEH
uHpopMaIuu.

19.1. ApxuBupoBaHue HH(POpPMALUH, COAEpXKAIICHCSI B HHPOPMALMOHHON
CUCTEME, JIOJDKHO OCYLIECTBISTHCS TNPH  HEOOXOAMMOCTH  JalbHEHIIEro
UCIIOJIb30BaHUs MH(OPMALUU B ACSITEIBHOCTH ONEPATOPA.

19.2. YanutoxkeHue (cTupaHue) JaHHBIX M OCTATOYHOW WH(POPMAIMH C
MalIMHHBIX HOCUTENEH WH(OpPMAIMM TMPOU3BOJUTCA TMPU HEOOXOIUMOCTH
nepeadyd  MAllMHHOTO  HOCUTENs HMHPOpMalUd  JAPYroMy  TOJIb30BATEIIO
WHOOPMAITMOHHONW CHUCTEMBl WJIM B CTOPOHHUE OpTraHU3allud JJII PEMOHTA,
TEXHUYECKOT0 OOCTYKUBAHUS WIH JATbHEHIIIEr0 YHUYTOKEHHUS.

[Ipu BbIBOAE M3 DJKCIUTyaTallUM MAIIMHHBIX HOCUTENEH HH(POpMALMH, Ha
KOTOPBIX OCYIIECTBISLIUCH XpaHEHUE U 00paboTKa MH(OPMAIIUU, OCYIIECTBIISIETCS
(bu3MYecKoe YHUUTOKEHNE ITUX MAIIMHHBIX HOCUTENEH HHPOPMALIIH.

[I1. TpeGoBanus kK Mepam 3alIUTHl HHGOPMAITUH, COJEPKAIIEHCS
B MH(OPMAITMOHHOMN CHUCTEME

20. Opranu3allMOHHbIE W TEXHUYECKHE Mepbl 3aluThl HH(OpMaIuy,
peanuszyembie B WH(OPMAIMOHHOW CHUCTEME B paMKaX €€ CHCTEMbl 3allUThl
uHopMaluu, B 3aBUCUMOCTH OT yrpo3 0€30MacHOCTH  HMH(pOpMalUH,
UCIOJIb3YEMbIX MH(POPMAIIMOHHBIX TEXHOJOTUNH M CTPYKTYPHO-(DYHKIIMOHAIBHBIX
XapaKTePUCTHK UMHPOPMAITMOHHOM CHCTEMBI JOJKHBI 00ECTIeUnBaTh:

UACHTU(PUKAIMIO M ayTeHTU(UKAIMIO CYOBEKTOB JOCTyma U OOBEKTOB
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JOCTYIa;
yIpaBJI€HUE JOCTYIIOM CyOBEKTOB AOCTYIAa K 00BbEKTaM JOCTYIIa;
OTpaHUYEHUE IPOTPAMMHOM CPEIbL;
3aIUTYy MAlIMHHBIX HOCUTENEH HHPOpMaIHH;

PETUCTPALNIO COOBITHIT 0€30MacHOCTH;

AHTUBUPYCHYIO 3aIIUTY;

oOHapyxeHHe (ITpeA0TBPALIEHUE) BTOPKEHUM;

KOHTPOJIb (aHAJIM3) 3alUIICHHOCTH HHGOPMAIIUH;

LIEJIOCTHOCTh MH(POPMALTMOHHOM CUCTEMBI U HH(OpMaLINH;

JOCTYIHOCTh UH(pOpMALHH;

3aIIUATY CPelbl BUPTYyaIU3aluu;

3aIIATY TEXHUYECKHUX CPEJICTB;

3aIIUTY MH()OPMAMOHHOW CUCTEMBI, €€ CPEICTB, CUCTEM CBS3HM U Iepeaadu
JTAHHBIX.

Cocta Mep 3amuthl wuHbOpManuu U uUX 0a30Bble HAOOPHI IS
COOTBETCTBYIOIIMX  KJACCOB  3AlMIICHHOCTH  HWH(OPMALMOHHBIX  CUCTEM
IpUBENICHBI B IpHiIokeHUU Ne 2 k HacToAumM TpeboBaHUsM.

20.1. Mepsbl no uaeHTU(UKAIUA U ayTeHTU(PUKALUU CyOBEKTOB JOCTyNa U
OOBEKTOB JIOCTYyMAa JOJHKHBI 0OecreuynBaTh NPUCBOEHHE CyOBEKTaM M O0OBEKTaM
JIOCTyIa YHUKAJIBHOIO MpU3HaKa (MAeHTHPUKATOpa), CPAaBHEHUE MPEIBABISIEMOTO
CyOBeKTOM (0OBEKTOM) JOCTyINa HIAEHTU(UKATOpa C MEPEYHEM HPHUCBOCHHBIX
UICHTU(UKATOPOB, a TAKXKE MPOBEPKY MPUHAIIECKHOCTH CYOBEKTYy (OOBEKTY)
JI0CTyTa MPEABbABIEHHOI0 UM UACHTU(PHUKATOpa (TOATBEPKAECHUE TOJJIMHHOCTH).

20.2. Mepsl Mo yNpaBIEHUIO JTOCTYIIOM CYOBEKTOB JIOCTyMma K OOBEKTaM
JoCcTyna JOJDKHBI oOecreuuBaTh yIpaBJI€HWE TMpaBaMU U  MPUBHUIIETUAMU
CyOBEKTOB JIOCTYIa, pa3rpaHUYECHHE JOCTYNa CYOBEKTOB JOCTyNa K OOBEKTaM
JIOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B MH(OPMAIIMOHHOM CUCTEME
IpaBuJ pa3rpaHUYEHUs] JOCTYIA, a TakKe 00ecleynuBaTh KOHTPOJb COONIOACHUS
ATUX MPaBUJL.

20.3. Mepsl 110 OrpaHUYCHUIO MPOTPAMMHOM Cpelibl JOKHBI 00SCIIeYnBaTh
YCTAaHOBKY M (WJIM) 3alyCK TOJBKO pa3pellEHHOT0 K HCIOJb30BAHUIO B
UHGOPMAIIMOHHON CHUCTEME MPOTrpaMMHOr0 OOecleueHusl WIM HCKII0YaTh
BO3MOYKHOCTh YCTAHOBKHM W (WJIM) 3allyCKa 3alpellieHHOI0 K MCIOJb30BAHUIO B
MH(OPMAIMOHHOW CUCTEME MPOTrPaMMHOTO 00ECIIeYEHUSI.

20.4. Mepsl Mo 3alMTe MAIIMHHBIX HOCUTENeW HHpopManuu (CpeacTsa
oOpaboTku  (xpaHeHusi) wuHPOPMAIMU, CBEMHBIC MAaIIMHHBIE  HOCHUTEIU
uHbOpMaIlMK) JOJDKHBI UCKJIIOYaTh BO3MOXKHOCTh  HECAHKIIMOHHPOBAHHOTO
JI0CTyNa K MAIIMHHBIM HOCUTENSIM U XpaHAILIEHCcsS Ha HUX WH(POpPMAIUH, a TaKxKe
HECAaHKIIMOHUPOBAHHOE  KCIOJB30BAHHE CBEMHBIX MAIIMHHBIX  HOCHUTEIEH
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nHpopmaruu.

20.5. Mepbl 1o peructpaiuu coobITUi 0€30MacHOCTH TOKHBI 00ECIeYHBATh
cOop, 3ammuch, XpaHEHUE U 3aIUTy WH(OpMAIMU O COOBITHUSX OE€30MaCHOCTH B
WH()OPMAIIMOHHOW CHUCTEMEe, a TakXke BO3MOXKHOCTh IPOCMOTpAa MW aHaIM3a
uHGOpPMAIIMU O TAaKUX COOBITUSX U pearnpoBaHUE Ha HUX.

20.6. Mepsl 10 aHTUBHPYCHOM 3aIIUTE JTOJDKHBI 00ECTIeYMBaTh OOHAPYIKEHNE
B MHPOPMAIMOHHON CHCTEME KOMIBIOTEPHBIX MporpamMM JuOO  HMHOMU
KOMITBIOTEpHON HHGPOpPMALIMK, TpPEIHAa3HAYCHHOW Jii HECaAaHKIIMOHWPOBAHHOTO
YHUYTOXEHUS, OJOKUPOBAHMS, MOAU(PUKALNM, KOMUPOBAHMUS KOMIIBIOTEPHOU
uHoOpMaIlUU WIM HEUTpalu3alMu CPEJCTB 3alllUThl WHGOpMAIMU, a TaKkKe
pearupoBaHue Ha OOHapyKEHHE ITUX MIPOrpaMM U UHPOPMAIUH.

20.7. Mepsl mo oOHapyXeHWIO (TPEIOTBPAIICHUIO) BTOPKEHUW JTOJDKHBI
oOecrieunBath  OOHAapy)XeHUE JEUCTBUM B  MH(POPMALMOHHOM  CHUCTEME,
HaIllpaBJI€HHBIX HA TMPEJIHAMEPEHHbI HECAaHKIIMOHMPOBAHHBIA JOCTYIl K
uH(popMaIuy, CrieluaJbHbIe BO3ICUCTBUS HA HHOOPMAMOHHYIO CUCTEMY U (WIIH)
MHGOPMAIIMIO B LIETAX €€ JOOBIBaHMSI, YHUUTOKEHUS, UCKaXKEHUS 1 OJIOKHMPOBAHUS
JocTyna K MHQOpMaluy, a TaKkKe pearnpoBaHue Ha 3TU JEHCTBUSL.

20.8. Mepbl 110 KOHTPOJIIO (aHAIM3Y) 3aLUIIEHHOCTH UH(MOPMAIK J10JKHBI
oOecreunBaTh KOHTPOJIb YPOBHS 3aIlMIIEHHOCTH MH(GOPMALMH, COAEPKAIIEHCS B
MH()OPMAIMOHHOW CHUCTEME, IIyTEM MPOBEACHUS MEPONPUATUNA 10 aHaJIU3y
3aIMIIEHHOCTH MH(OPMAIIMOHHOW CHCTEMbl M TECTUPOBAHUIO €€ CHUCTEMBbI
3aIUTHI HHPOPMAITUH.

20.9. Mepsl o oOecrieueHnt0 1EI0CTHOCTH MH(POPMAIMOHHOW CHUCTEMBI U
uHbopMaIuu JOJKHBI o0ecreunBaTh oOHapy>KeHue ¢dakToB
HECaHKIIMOHUPOBAHHOI'O HApYUIEHMS! 1I€JIOCTHOCTH MH(POPMALMOHHON CHUCTEMBI U
coJepiKailelicss B Hell uH(opManuu, a TakXe BO3MOXXHOCTh BOCCTAHOBJICHHS
MH(OPMAIMOHHOW CUCTEMBI M COEpIKaIlEics B Hel nH(popManuu.

20.10. Mepsl To0 oO0OecmeueHuI0 JOCTYIMHOCTH HWH(POPMAIMH  TOJKHBI
oOecrieuynBaTh aBTOPU30BAHHBIA JOCTYI IMOJb30BaTENCH, MMEIOIUX MpaBa IO
TaKOMY JIOCTYITy, K UHpOpMaIHH, cofepxaliencs B MHHOPMALlMOHHON CUCTEME, B
IITATHOM peXUMe (PYHKIIMOHUPOBAHUS HHPOPMAITMOHHON CUCTEMBI.

20.11. Mepbl TO 3ammTe Cpeabl BUPTYAIH3alUU JOJDKHBI  HCKIIIOYATh
HECaHKIIMOHUPOBAHHBIN TOCTYN K HHpOpMaInmu, o0padaTbiBaeéMoil B BUPTYaJIbHOM
UH(PPACTPYKTYpe, U K KOMIIOHEHTaM BUPTYaJIbHOM HH(QPACTPYKTYphI, a TaKKe
BO3JIEHICTBME HAa HMH(OPMALMIO W KOMIIOHEHTBI, B TOM 4YHUCJE K CpEACTBaM
YIOPABJICHUS] BUPTYAJIIbHOM HH(PACTPYKTYpOil, MOHUTOPY BUPTYaJIbHBIX MAIIWH
(TurepBU30pY), CUCTEME XPAaHEHHUs TaHHBIX (BKJIIOYAsi CUCTEMY XpaHEeHHUs 00pa3oB
BUPTYaIbHOH HWHQPACTPYKTYphI), CETH TNEpeJauyd JaHHBIX dYepe3 DIEMEHTHI
BUPTYaIbHOW WM (PU3NYECKOM HHPPACTPYKTYpPbI, TOCTEBBIM OMNEPALMOHHBIM
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CUCTEMaM, BUPTyaJIbHbIM MalllUHaM (KOHTEHHepaM), CUCTEME U CETH PEIUIMKAIUH,
TEPMUHAIBHBIM U BHUPTYyaJIbHBIM YCTPOWCTBAM, a TaKXKE CHUCTEME PE3EpPBHOIO
KOIMPOBAHUS U CO3/1ABAEMBIM €10 KOIHUSIM.

20.12. Mepbl 1o 3amuTe TEXHUYECKUX CPEACTB JOJKHBI HCKIIIOYATh
HECAHKIIMOHUPOBAHHBIM JIOCTYIl K CTallMOHAPHBIM TEXHUYECKUM CPEACTBaM,
00pabaThIBAIOIITIM uHpopMaiuio, CpeACTBaM, o00ecreunBarOIINM
byHKIHOHUpOBaHUE WH(POPMAIIMOHHON CHUCTEMBI (Janee - CpeacTBa 00eCIeUeHuUs
(GyHKIMOHUPOBAHUS), M B TIOMEILIEHUSI, B KOTOPBIX OHU IMOCTOSIHHO PACIIOIO0KEHBI,
3alUTy TEXHUYECKUX CPEJICTB OT BHEIIHUX BO3JCHCTBUN, a TaKkXKe 3allluTy
uHdopMaIuu, TNPEJICTABICHHON B BHIE€ HHPOPMATUBHBIX DIIEKTPUUECKHUX
CUTHAJIOB U (PM3UYECKUX TMOJIEH.

20.13. Mepsb! 1o 3amnure UHGOPMAIMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM
CBS3M W TIEpeladd JaHHBIX JTOJDKHBI OOECIeYMBATh 3aIUTy WHQPOPMAIMH TIPU
B3aUMOJICHCTBUU WH()OPMAIIMOHHON CUCTEMBl WJIU €€ OTACIbHBIX CETMEHTOB C
WHBIMHU nHGOPMAITMOHHBIMA CUCTEMaMH u UH(OPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMU  TOCPEACTBOM MPUMEHEHUSI apXUTEKTYpPhI
WHOOPMAITMOHHONW CHCTEMBI, TMPOEKTHBIX PEIIEHUH 10 €€ CHUCTEME 3alllUuThl
uH(pOpMaIuK, HapaBJICHHBIX Ha 00ECTIeUeHHE 3allUThl HH(OPMALIHH.

21. Beitbop Mep 3amuTel HHPOpPMAIMHM Ui HX  peanu3ald B
MHQOPMAIIMOHHON CcHCTEME B paMKax €€ CHUCTeMbl 3alluThl HUHGPOPMAIUU
BKJIIOYAET:

ompeneynieHre  0a30BOro Habopa Mep 3amuThl  uHGOpPMAIUUA  JIS
YCTAaHOBJICHHOTO  KJlacca  3alUIIEHHOCTH WHOOPMAIMOHHOW CHUCTEMBI B
COOTBETCTBHUH ¢ 0A30BBIMH HaOOpaMH Mep 3aIUThl HHGOPMAIINH, TPUBEICHHBIMU
B nipwiiokeHuu Ne 2 k HactosuuMm TpeGoBaHUsM;

aganTainuo 0azoBoro Habopa Mep 3auuThl MH(OOPMAIMU MPUMEHHUTEIBHO K
CTPYKTYPHO-(DYHKITMOHAJIEHBIM  XapaKTePUCTHKaM HWH()OPMAITMOHHOW CHCTEMBI,
MH(}OPMAIMOHHBIM TEXHOJIOTHUSM, 0COOEHHOCTSIM (yHKIHOHUPOBAHUS
MH(POPMAITMOHHON CUCTEMBI (B TOM YHUCJIE TIPEAYCMATPUBAIONIYIO UCKIIOUCHUE U3
6a30Boro HabOpa Mep 3amUThl HHGHOPMAIIMHA MEpP, HETTOCPEICTBEHHO CBA3AHHBIX C
WH()OPMAITMOHHBIMA TEXHOJIOTHSIMUA, HE HCMOJB3YEeMbIMH B HH(GOPMAIIMOHHON
CUCTEME, WA  CTPYKTYPHO-(YHKIIMOHAIHHBIMA  XAPAKTEPUCTHKAMHU,  HE
CBOMCTBEHHBIMU MH(GOPMAIIIOHHON CUCTEME);

yTOYHEHHUE aJanTUPOBAHHOTO 0a30BOro Habopa Mep 3aluThl HHPOpMALUU C
y4eTOM HE€ BBIOpDAHHBIX paHee Mep 3aluThl WH(OpMaIMu, TPHUBEICHHBIX B
npuioxkeHuu Ne 2 k HacTosiuM TpeOoBaHUsIM, B pe3yJIbTaTe YETro ONPEeeIIsIOTCS
MephbI 3alUThl HHGOPMAINK, 0OecTieurBaronue OJIOKUpOBaHUE (HEHTPATHU3AIIHIO)
BCEX yrpo3 Oe3zomacHOCTH HH(OpMalMM, BKIOYEHHBIX B MOJEIb yrpo3
0e3omacHoCcTH HH(POPMALIUY;
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JIOTIOJTHEHUE YTOYHEHHOTO aJlallTUPOBAHHOTO 0a30BOr0 Ha0Opa MEp 3alUThI
uH(popMauu MepaMu, OOECIEeYMBAIOIIMMH BBINIOJIHEHUE TpeOOBaHUN O 3aluTe
uH(pOpMaIUU, YCTAaHOBJICHHBIMU WHBIMU HOPMATHUBHBIMU TPABOBBIMH aKTaMH B
00JacTH 3aIUThl UHPOPMAIIMK, B TOM YHUCJE B OOJACTH 3alllUTHI NMEPCOHAIBHBIX
JTAHHBIX.

Jlns BbIOOpa Mep 3aluThl MH(POPMAIMH JJIsI COOTBETCTBYIOIIETO Kiacca
3alIUIIEHHOCTH HMH()OPMAIIMOHHOM CHCTEMbl TMPUMEHSIOTCA  METOAMYECKUE
JIOKYMEHTHI, pa3padoTanHbie U yTBepkaeHHbie ®CTIK Poccuu B cooTBETCTBUU €
noamnyHkToM 4 nyHkra 8 [lonoxxenus: o denepaibHON cyk0€e 10 TEXHUYECKOMY U
DKCIIOPTHOMY KOHTPOJIKO, YTBEpKAEHHOro Yka3oMm lIpesunenra Poccuiickoi
®enepanuu ot 16 aBrycra 2004 r. Ne 1085.

22. B uH(popMaIMOHHON CHCTEME COOTBETCTBYIOILIEIO Kiacca 3allUIIEHHOCTH
B paMKax €€ CHCTEMbI 3aIlUThl WHGOPMAIIUU TOJKHBI OBITh Peam30BaHbl MEPHI
3alUThl MHQOpPMAINH, BBIOPAHHBIE B COOTBETCTBHHM C IMyHKTOM 21 HACTOSIIMX
TpeboBanuii u obecreunBarone OJOKMpPOBaHUE (HEUTpaU3alldio) BCEX Yrpo3
6e3omacHOCTH UH(POPMAITUH.

[Ipu sToM B UHGOOPMAIMOHHOW CHCTEME JIOJDKEH OBbITh, KaK MHHHUMYM,
peanu3oBaH aJanTUPOBAaHHBIM 0a30BbI HAOOp Mep 3ammThl HHGOPMAIHH,
COOTBETCTBYIOIIMH YCTaHOBJICHHOMY KIIACCy 3alIMIIEHHOCTH WH(GOPMAIMOHHON
CHUCTEMBI.

23. IIpy HEBO3MOKHOCTH pealin3alii B UHPOPMALMOHHON CUCTEME B paMKax
€e CHUCTEMBbl 3allUThl HHQOPMAIMH OTICIbHBIX BBHIOPAHHBIX MEp 3aIIUTHI
uH(pOpMaIMU Ha dTanax ajanTanuu 0a30BOTO Habopa Mep 3aluThl UHPOpMALIUU
WM YTOYHEHUS aJanTUPOBAHHOTO 0a30BOro Habopa Mep 3amuThl WHGOpMAIUU
MOTYT pa3padaThIBaThCsl MHBIE (KOMIIEHCHUPYIOIINE) MEPHI 3alllUThl HH(OpMaIuHy,
oOecrnieunBarOIMe  ajJeKBaTHOE  OJIOKUpOBaHWE  (HEUTpalM3aluio)  yrpo3
0e30macHOCTH HH(POPMALIUU.

B »stom cnydae B xoae pa3pabOTKHM CHUCTEMBI 3alluThl WHQpOpMAIUU
MH(OPMAIMOHHOW CUCTEMBI IOJKHO OBITH IPOBEICHO 00OCHOBAaHUE MPUMEHEHUS
KOMIICHCUPYIOIIIUX Mep 3aluThl WHGOpPMAIMK, a TMpU aTTeCTAlMOHHBIX
UCIIBITAaHUSX OIIEHEHA JIOCTATOYHOCTh U aJICKBATHOCTH JAHHBIX KOMIIECHCUPYOIINX
Mep sl OJIOKMpOBaHUs (HEHTpaIM3aIiuiu) yrpo3 0€301MacHOCTH HHGOPMAIIHH.

24. Mepbl  3amuThl  MHGOPMAIIMM  BBIOMPAIOTCS HW  PEATM3YIOTCS B
WHPOPMAITMOHHON CUCTEME B paMKaX €€ CHCTEMBI 3aIUThl HHPOPMAIHH C YIETOM
yrpo3 Oe3omacHOCTH HWHGOpPMAIMUM TMPUMEHUTETBHO KO BCEM OOBEKTaM H
CyOBbEeKTaM JIOCTylla Ha amnmapaTHOM, CHUCTEMHOM, TPUKIAAHOM M CETEBOM
YPOBHSIX, B TOM YHCJIE B CPENIC BUPTYyTH3AIIMU U OOJAYHBIX BBIUYMCIICHUM.
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25. OpraHu3allMiOHHbIE ~ Mepbl U CpEICTBA  3alllUThl  MH(OpMaIuw,
npuUMeHsieMble B UH(HOPMAIIMOHHON CUCTEME, TOJKHBI 00€CTIeUYnBATD:

B MH(OpMAIIMOHHBIX cUCTEMaX | Kiacca 3allUIEHHOCTH — 3allUTy OT YIpo3
0e3onacHOCTU MH(MOPMAIUH, CBI3AHHBIX C JCHCTBUAMH HAPYIIUTEICH C BBICOKUM
ITOTEHLIHAIIOM;

B MH(POPMAIIMOHHBIX CHCTEMax 2 KJlacca 3allUIIEHHOCTH — 3aIIUTy OT YIpo3
O0e3zonacHOCTH MH(GOpPMALMKM, CBA3AHHBIX C JCHUCTBUAMM HapylIUTENEd C
MOTEHIIMAJIOM HE HUKE YCUIIEHHOTO 6a30BOr0;

B MH(OpPMAIIMOHHBIX CUCTEMAX 3 Kilacca 3allUIIEHHOCTH — 3allUTy OT YIpo3
O0e3zonmacHocTH MHGOPMAIMKM, CBA3aHHBIX C JCHCTBUSMH HapyUIUTENEH C
NOTEHLMAJIOM HE HUXKE 0a30BOrO.

[Torenuuman HapymuTenen OnpeaensaeTcs B X04€ OUEHKH UX BO3MOXKHOCTEW,
NpPOBOAMMON MpU  ONpeleseHud yrpo3 Oe3omacHOCTH uUHopManuu B
COOTBETCTBUHM C MMyHKTOM 14.3 HacTosmux TpeboBanuii.

OnepatopoM MOXeT OBbITh HOPHHATO pEUIEeHWE O MPUMEHEHHH B
MHPOPMAIIMOHHON CHCTEME COOTBETCTBYIOIIEIO Kjacca 3alllUIIeHHOCTH Mep
3alUThl  MHQOpPMAaIMK, OOECHEUMBAIOIIMX 3alUTYy OT Yrpo3 0e30macHOCTH
uH(pOpMalK, pealn3yeMbIX HapyIIUTEISIMU C 00Jiee BBICOKUM MTOTEHIIUAIOM.

26. Texanueckue Mephl 3alIUTHl MHPOPMAIMH PEATUIYIOTCS MOCPEACTBOM
NPUMEHEHUSI CPEACTB 3allUThl HH(POPMALMM, B TOM YHUCJIE MIPOrPAMMHBIX
(mporpaMMHO-amNIapaTHeIX) CPEICTB, B KOTOPBHIX OHHM PEATM30BAHBI, WMEIOIINX
HeoOxouMble PpyHkIMK 6e3omacHocTH. [Tpu aTOM:

B MH(POPMAIMOHHBIX CHUCTeMaxX | Kijacca 3allMIIEHHOCTH NPUMEHSIOTCA
CpeiacTBa 3alluThl HMH(pOpMalUuMu He HWXKe 4 Kiacca, a TakXKe CpelcTBa
BBIUHUCIIMTEIBHON TEXHUKHU HE HMXKE S KJlacca;

B MH(OpPMALMOHHBIX CHUCTEMax 2 KJacca 3allUIIEHHOCTH NPUMEHSIOTCS
CpeACTBa 3alllMThl HHQPOpMAIMM HE HWXKE 5 Kiacca, a TakXKe CpelICcTBa
BBIYHMCIIUTEILHON TEXHUKHU HE HIKE 5 Kiiacca;

B MH(OpPMAIMOHHBIX CHCTEMax 3 Kjacca 3allUIIEHHOCTH MPUMEHSIOTCS
CpeICTBa 3allluThl MHPOpMAIMK 6 Kjacca, a TakXe CPe/ICTBAa BBIYMCIUTEIbHON
TEXHUKH HE HIKE 5 Kiacca.

B undopmanmonssix cucremMax 1 u 2 KJ1acCcoB 3alIUIIEHHOCTH TPUMEHSIOTCS
CpeICTBa 3alMThl MH(POpPMAIMH, MPOILISAIINE MPOBEPKY HE HMXe yeM mo 4
YPOBHIO KOHTPOJISI OTCYTCTBHUSI HEAECKIAPUPOBAHHBIX BO3MOKHOCTEM.

Kmaccel  3ammTel  Ompenensitorcss B COOTBETCTBUM C  HOPMAaTHBHBIMHU
npaBoBbiMH akTamMu OCTIK Poccun, n3naHHBIMU B COOTBETCTBUM C MOJIITYHKTOM
13.1 nynkra 8 Ilonoxenuss o denepanbHOil ciayk0€ MO TEXHUYECKOMY H
AKCIIOPTHOMY KOHTPOJIKO, YTBEpKAEHHOro Yka3om lIpesumnenta Poccuiickoit
®enepaunu ot 16 aBrycra 2004 r. Ne 1085.



26

B  uHdopMmanMoHHBIX cHcTeMax IMPUMEHSIOTCS  CPEACTBA  3alUTHI
uHpopMaluy,  CepTU(UUUPOBAHHBIE  HA  COOTBETCTBHE  00S3aTEIbHBIM
TpeOoBaHUAM 10 Oe3omacHocTu MH(popmanuu, ycranoBieHHbIM @CTIOK Poccun,
WIM Ha COOTBETCTBHE TpPEOOBAHMSM, YKa3aHHbIM B TEXHUYECKUX YCIIOBHSIX
(3amanusax mo 6e3omacHoctu). [Ipu 3TOM QyHKIIUM GE30MACHOCTH TaKUX CPEACTB
JIOJKHBI 00ECTIeUHBATh BHIMIOJHEHHE HACTOAIIUX TpeOoBaHMiA.

27.B cnyyae o0OpaboTku B uWH(MOPMALMOHHOW cucTeMe HH(pOpMaInH,
coJieprKalllell MepcoHaIbHbIE JaHHbIE, PEATU3YEMbIE B COOTBETCTBUU C ITyHKTaMH
21 u 22 nacrosmux TpeGoBaHuil MephI 3alTUTHI HH)OPMAIIUN:

U1 UH(QOPMALIMOHHONW cUCTeMBl | Kilacca 3allUIEHHOCTH 0OecreuuBaror 1,
2,3 ¥ 4 ypOBHM 3aIIUIIEHHOCTH IEPCOHATBHBIX JTAHHBIX

JUTsl ”HPOPMALIMOHHOM CUCTEMBI 2 KJlacca 3alUIIEHHOCTH 00eCeYnBaioT 2, 3
¥ 4 yPOBHH 3alIMIIEHHOCTH IIEPCOHATIBHBIX JAHHBIX

JUIs ”HPOPMAITMOHHOM CUCTEMBI 3 Kjlacca 3allUIEHHOCTA 00eCTIeunBaloT 3 1
4 ypOBHY 3aLIMIIEHHOCTH IIEPCOHATBHBIX JAHHBIX .,

28.1lpu  ucnonb3oBaHUM B  MHGOPMALMOHHBIX  CHCTEMax  HOBBIX
MHPOPMALMOHHBIX ~ TEXHOJOTUH UM  BBISIBICHUU  JOIMOJIHUTENbHBIX  YIpo3
Oe3omacHocTH MHGOpPMAIUHU, JUIsI KOTOPBIX HE ONPEAENIEHbl MEpPbl 3allUThI
uH(popManuu, JIOJDKHBI  pa3palaThiBaThCid  KOMIIGHCHPYIOUIME  MEpPBl B
COOTBETCTBUHM C IMYHKTOM 23 HacTosuux TpeOoBaHMIA.

! VeranasnuBaercs B cootercTBuE ¢ TpeGoBaHHAMM K 3alIUTe MEPCOHATBHBIX TAHHBIX TIPH HX
06pa60TI<e B I/IH(bOpMaI_II/IOHHLIX CUCTCMaX TIMCPCOHAJBHBIX JAaHHBLIX, YTBCPKACHHBIMU
noctaHoByieHreM [IpaButennpcTBa Poccuiickoit @enepanun ot 1 HosOps 2012 1. Ne 1119.



[Tpunoxxenune Ne 1

K TpeGoBanusM o 3amute nHGOpPMAaIUH,

HE COCTaBJISIONICH rOCYy1apCTBEHHYIO TalHY,
COJZIEpIKaILIEHCs B TOCYAAPCTBEHHBIX
UH(GOPMALMOHHBIX CHCTEMaX

Onpenesnenue Kiacca 3alMIEHHOCTH HHGPOPMALIMOHHOM CHCTEMBI

1. Knacc 3amuimeHHoct uHGoOpMaImonHoi cucteMsl (nepBbiii kiace (K1),
BTOpoOil kiacc (K2), tpernii knacc (K3)) onpenensiercs B 3aBUCUMOCTH OT YPOBHS
3HaunMocTu uHpopmanuu (Y3), oOpabarbiBaeMoil B 3TOM HHGPOPMALMOHHON
cuctemMe, ©  MacmTaba  WMHGOPMAIMOHHOW  cucTeMbl  ((enepalibHbIH,
pPErHOHAJIBHBIN, 00BEKTOBBIN ).

Knacc 3amumennoctu (K) = [ypoBeHb 3HaYMMOCTH HHPOPMALIUK; MACIITAO
CHUCTEMBI .

2. YpoBeHb 3HAYMMOCTH WH()OPMAITUHU ONPEACIISICTCS CTEIIEHBIO BO3MOXKHOTO
ymiepba mist obnanarens uHopManuu (3aka3uvka) W (WiIM) omeparopa oOT
HapylmieHuss KOHQUICHIIMATLHOCTH (HETPaBOMEpPHBIE JOCTYI, KOIHMPOBAHHUE,
MPENOCTaBIICHUE WM  PACIPOCTPAHEHUE), I1EJIOCTHOCTH  (HENMpPaBOMEpPHBIE
YHUYTOXKEHUE WA MOJU(PUIIMPOBAHKUE) WJIM JOCTYITHOCTH (HEIpPaBOMEPHOE
OsoKupoBaHuE) HHPOPMALIUH.

V3 = [(koH(pUAEHIIMATEHOCTD, CTENECHB yillepOa) (LIeIOCTHOCTD, CTETICHb yilepOa)
(IOCTYIHOCTD, CTENEHB yiepoa)],

r7ie CTENeHb BO3MOXKHOIO yIepba omnpeensercs obdianaTeaeM HHPpopMaIuu
(3aKa3yukoM) U (WJIM) OIEPATOPOM CaMOCTOSITEIbHO JKCHEPTHBIM WM HHBIMHU
METOJaMH B MOXET OBITh:

BBICOKOH, €CJIM B pe3yJbTaTe HapYIICHUS OJTHOTO M3 CBOMCTB 0€30MacHOCTU
uHpopmauu (KOHPUACHIIMAIBHOCTH, LEIOCTHOCTH, JOCTYMHOCTH) BO3MOXKHBI
CYIIECTBEHHbIC HETAaTHUBHBIC TMOCIEJACTBUS B COIMAJIBLHOM, TOJUTHYECKOMH,
MEXYHAPOJHOU, JIKOHOMUYECKOMW, (PUHAHCOBOW WM  HMHBIX  OOJACTAX
NEeATEIbHOCTH U (M) MH(POpMallMOHHAs cucTemMa u (win) onepartop (oOxaaaresns
nH(OpMAIHN) HE MOTYT BBITIOHITH BO3JIO’KEHHbBIE HA HUX (DYHKITUY;

CpeIHe, ecii B pe3yJibTaTe HapyIIEeHUs OJHOTO M3 CBOMCTB 0€30MaCHOCTHU
nHpopmaruu (KOH(PUICHIIMATBHOCTH, HEIOCTHOCTH, TOCTYIMHOCTH) BO3MO>KHBI
YMEPEHHbIE  HEraTUBHbIE  MOCHEACTBUS B  COLUMAIBHOM, MOJIUTHYECKOM,
MEXIYHAPOJHOM, OSKOHOMHUYECKOM, (UHAHCOBOM WM  HMHBIX  00JaCTIX
JeATeIbHOCTH U (W) nHQpOopMaIiMoHHas cucteMma u (wim) onepartop (obyanaresnsb



uH(pOpMaIMU) HE MOTYT BBIMOJHATH XOTSI Obl OJIHY M3 BO3JIOKEHHBIX Ha HUX
byHKIMH;

HU3KOW, €CIM B pe3yJbTaTe HapyLICHUS OJHOTO U3 CBOMCTB 0€30MMacCHOCTHU
uHpopMaluu (KOHGUACHIIMATBFHOCTH, LEJIOCTHOCTU, JOCTYMHOCTH) BO3MOXKHBI
HE3HAUNUTEIbHbIE HETraTUBHBIE IIOCIEICTBHS B COLMAIBHON, MOJUTUYECKOH,
MEXIYHAPOJHOW, OSKOHOMHUYECKOW, (MHAHCOBOW WJIM HMHBIX  0OJIACTAX
JeATeIbHOCTH U (WIM) nHpOpMaIlMoHHas cucTeMa U (WiM) onepaTop (001anarelb
uH(OpMaIlMiM) MOTYT BBINOJHATH BO3JOKEHHbIE HAa HUX (QYHKIMH C
HEJI0CTaTOYHOU 3(PPEKTUBHOCTHIO WIIM BBHITIOJIHEHUE (PYHKIIUN BO3ZMOMXKHO TOJIBKO C
MPUBJICYEHUEM JIONIOJHUTEIBHBIX CHUJI U CPEJCTB.

Nudopmanus nMeer BBICOKHMN ypoBeHb 3HauuMocTu (Y3 1), ecnu XoTs Obl
JUIsL OHOTO M3 CBOMCTB 0€30MacHOCTM HHPOpMauuu (KOHPUAECHIUAIbHOCTH,
LEJI0CTHOCTH, IOCTYITHOCTH) ONpeJIeJieHa BbICOKas cTeneHp yuepoa. Mudopmarms
UMeeT cpeaHuil ypoBeHb 3HauMMocTH (Y3 2), ecau XOTs Obl Ui OJHOIO U3
CBOMCTB Oe3o0macHOCTH HHpopMauu (KOH(PUACHUNATBHOCTH, LEIOCTHOCTH,
JOCTYITHOCTH) ONPEEIIEHa CPEeIHssl CTENEeHb ylliepOa U HET HU OJTHOTO CBOMCTBA,
JUIsL KOTOPOTO OIpeieieHa BbICOKas CTeneHb yiepoa. Mndopmanus nmMeer HU3KUM
ypoBeHb 3HaunMocTH (Y3 3), ecnu Juisl BceX CBOMCTB 0€30MacHOCTH MH(pOpMaluu
(KkOoH(UACHITMATBEHOCTH, IIEJIOCTHOCTH, JIOCTYITHOCTH) OIPEIENICHbl HU3KHUE
CTEIeHHU yuiepoa.

[Ipu o00paboTke B UHPOPMALMOHHOW CHUCTEME JBYX U Oojee BHJIIOB
uHdopmaruu (cnyxkeOHas TaifHa, HajJoroBas TallHAa W WHBIE YCTAHOBJICHHBIE
3aKoHOJaTeIbCTBOM Poccuiickoit denepanuu Buabl HHGOPMAIIMKA OTPAHUYESHHOTO
JIOCTYTIa) YpPOBEHb 3HAYUMOCTH HHpopManuu (Y3) omnpenensTcss OTACIbHO s
KaKI0ro BuAa WHGpopmanuu. MTOroBblid ypoBE€Hb 3HAYMMOCTH HH(OpMAaIuH,
oOpabaTteiBaeMoil B HHGOPMAIIMOHHON CUCTEME, YCTAHABIMBACTCS 1O HAUBBICIIIMM
3HAYEHUAM CTENEHU BO3MOYKHOTO yiepoa, OTpeEICHHBIM TUTSI
KOH(QUACHIMATBHOCTH, [EJIOCTHOCTH, JOCTYIHOCTH MH(OpMalUU KaXKIOro BHUJA
uHdopMaIuu.

3. Unadopmanuonnas cucremMa uMmeeT QeaepanbHbIi MmacmrTad, eciau OHa
dbyHkuuonupyer Ha Ttepputopuu Poccuiickoir ®enepanuum (B mpemenax
dbenepaabHOrO OKpyra) U UMEET CETMEHTHI B cyObekTax Poccuiickoit denepanuu,
MYHUIUTIATBHBIX 00pa30BaHUSIX U (WJIM) OpraHU3alusX.

NudopmanmonHass cucteMa HMMEET PErMOHANbHBIA MacmTad, eciud OHa
GbyHKUHOHUpPYET Ha Tepputopun cyobekra Poccuiickoii ®denepauyii ¥ HMeEET
CErMEHTHl B OJHOM WM HECKOJIBKUX MYHHIIUNAIBHBIX OOpa3oBaHMSIX WU (WJIH)
MOABEIOMCTBEHHBIX U UHBIX OpPTraHU3alUsIX.

NudpopmanmonHass cuctemMa uHMeeT OOBEKTOBBI MacmTald, eciau OHa
GyHKUHOHUPYET Ha OOBEKTaxX OJHOTO (efepalbHOTO OpraHa rocyJapCTBEHHOM
BJIACTH, OpraHa TOCYJapCTBEHHOW BiacTu cyOnekTta Poccuiickoit ®deneparuu,
MYHUIIMNIATBHOTO O00pa30BaHus W (WJIM) OpraHU3allMd U HE UMEET CErMEHTOB B



TEPPUTOPHUANBHBIX OpraHax, MpeJACTaBUTEIbCTBAX, (PHIHaNax, MOABEJOMCTBEHHbIX
Y UHBIX OpPraHu3aIusiX.

4. Kiacc 3amumieHHOCTH HWH(POPMAIIMOHHOW CHUCTEMBI OIPEACIASTCS B
COOTBETCTBHH C TAOJIHIIEH:

YpoBeHb Macmtad nHPOpPMAIIIOHHON CUCTEMBI
3HAaYMMOCTH denepaibHbIN PernonanbHbIl OOBEKTOBBIM
nHpopmaruu

V31 K1 K1 K1
v¥32 K1 K2 K2
V33 K2 K3 K3




[Tpunoxxenune Ne 2

K TpeboBanusM 0 3ammuTe UHPOpMaIUH,
HE COCTAaBJISIIONIECH rOCYITapCTBEHHYIO TalHY,
coJiepKalieicst B ToCy1apCTBEHHbIX

UH(POPMAIIMOHHBIX CHCTEMAX

CocraB MEP 3allIMThI an)opMamm U UX 0a30BbIe Haﬁopbl AJIA COOTBETCTBYROLIIETO

RJacca 3alllMIICHHOCTHN HH(l)OpMaHHOHHOﬁ CHUCTEMBI

YcmoBHOE Kiaccsl
0003Haye- 3aIIHAIIEHHOCTH
Mepsi 3amuTthl HHGOpMAIKU B HTHGOPMAIIMOHHBIX .
HUC U uH(OPMAITMOHHOU
HOMED crcteMax CHUCTEMBI
MEPBI 3] 2] 1
|. UnenTudukanus u ayreHTHGUKAIAS
cyOBeKTOB JocTyra u 00bekToB JocTymna (MAD)
NAD.1 Unentudukanus u ayreHTU(UKAUs MOdb3oBateneu, | + + +
SIBJISTIOIIMXCSI pa0OTHUKAMU orepaTopa
NAD.2 Nnentudukanus u ayTeHTU(PUKAIUS YCTPOUCTB, B TOM + +
YUCJIE CTAIlMOHAPHBIX, MOOUJIBHBIX U TOPTATUBHBIX
NAD.3 VYmpaBnenue uACHTH(PUKATOpaMH, B TOM 4Yucie | + + +
CO3/1aHuE, MPUCBOCHNE, YHUUTOXKCHUE ICHTU(PUKATOPOB
NAD.4 VYmpaBnenue cpeacrBaMu ayTeHTH(UKAMK, B TOoM | + + +
qucie XpaHeHHe, BbIjIaua, WHUIMATIN3a1I1s,
OJIOKMpOBaHUE CPEICTB ayTeHTU(UKAIMU U TPUHATHE
Mep B cilydae yTpaThl U (WJIM) KOMIPOMETAIIMU CPEACTB
ayTeHTU(pUKaImu
HNAD.5 3ammra oOpaTHOU CBSI3U npu BBOE | + + +
ayTeHTH(PUKALMOHHON MHMOPMALIIU
NAD.6 WNnentudukanus u ayreHTuuKanys nojib3oBaTenei, He | + + +
SABJISIIOIIUXCST ~ pa0OTHUKaMU  omeparopa  (BHEIIHUX
0JIb30BaTEICH)
NAD.7 Unentudukamuss u  ayreHTU(UKAIUS  OOBEKTOB
(ailioBOil CHUCTEMBI, 3allyCKaeMbIX M HCIHOJIHSEMBIX
MOAyJiel, 0OObEKTOB CUCTEM YTPaBIICHUS 0a3aMu JTaHHBIX,
00BEKTOB, CO3/]aBaCMbIX MPHUKIAJHBIM U CIEHHATbHBIM
IPOrpaMMHBIM 00€CIIEUeHHEM, HHBIX 00BEKTOB JIOCTYyTa
I. Ynpasnenue goctymnom
cyOBeKTOB JocTyma K o0bekTaM jgocryna (YIII)
VIII.1 VYrpasnenue (3aBeieHHe, aKTUBAIMs, OJIOKMpOBaHWE M | + + +
YHUUYTOKEHUE) YUYETHBIMHM 3alUCSIMHU MOJb30BaTeNeH, B
TOM YHCJI€ BHEIIHUX MOJIb30BaTENCH
VIIIA.2 Peanuzanus He0OXOMMMBIX METOMOB (IMCKPEIMOHHBIN, | + + +




MaHJIaTHBIN, POJICBOM WJIM MHOW METOJM), TUIIOB (YTCHHE,
3aMKCh, BBIMOJIHEHUE WJIM WHOM THUI) W TPaBUI
pasrpaHUyYEHHUs 10CTyNa

VI3

VYrpasnenue (puiabTpanus, MapUIpyTU3aLKs, KOHTPOIb

COCAMHEHN, OJHOHAIPABIICHHAs Ilepefaya W UHBIE
CrocOOBl  yIpaBieHHS) HHPOPMAIMOHHBIMU TOTOKAMH
MEXIy YCTPOWCTBAMH, CErMEHTaMH WH(POPMAITMOHHON
CHUCTEMBI, a TaKke MeXAy HWHPpOPMAIMOHHBIMA
CUCTeMaMu

VT4

Pa3nenenue mnosHoMouui  (poJsieil) MOb30BaTeNeH,
aJIMHHHACTPATOPOB " JIVIII, o0ecreynBaronnx
byHKIIMOHUPOBaHNE HHPOPMAIIMOHHON CUCTEMBI

VL5

Hasnauenne MHUHUMaIbHO HEOOXOJUMBIX TpaB M
PUBUJIETUHN TTOJIH30BATENAM, aIMUHUCTPATOPAM U JIULIAM,
00ecreynBaoIIM (GyHKIIMOHUPOBAHUE
UHGOPMAITMOHHOW CUCTEMBI

VIIJL.6

OrpaHvyeHue HEyCHEIIHBIX TMOMBITOK BXOJa B
MH()OPMATMOHHYIO CUCTEMY (moctyna K
MH()OPMAITMOHHOW CUCTEME)

VIIJL.7

[IpenymnpexxaeHne TOMB30BATENII TPH €ro BXOAC B
UH(OPMAIIMOHHYIO ~ CUCTEeMy O  TOM, 4YTO B
UH(OPMAITMOHHON CHUCTEME PEaTM30BaHbl MEPbI 3aIUTHI
uHpopManmu, ¥ O HEOOXOAUMOCTH COOJIOACHUS WM
YCTAaHOBJICHHBIX  OMEPAaTOpPOM  MpaBWiI  00pabOTKH
uHbOopMaIuu

VIIJL8

OmnoBelieHne NOJIb30BaTENS MOCIE YCIEIHOro BX0Aa B
MH()OPMAIIMOHHYIO CUCTEMY O €ro MPEIbIAYIIEM BXOJE B
MH()OPMAITMOHHYIO CUCTEMY

VIIJI.9

OrpaHnueHue 4ucna mnapajuIesIbHBIX CEaHCOB JOCTYyIa
UL KaKIOM  yYETHOW  3alMCH  TOJIb30BaTENs
MH()OPMAITMOHHOW CUCTEMBI

VIII.10

brnokupoBanue ceanca goctyna B WHGOPMAIMOHHYIO
CUCTEMY TIOCJIC YCTaHOBJICHHOTO BPEMEHHU O€3eHCTBUS
(HEaKTMBHOCTH) MOJIL30BATEJIS WIIH 110 €r0 3aMpOoCy

VI 11

Pazpemienne  (3amper) AEHCTBUM  TMOJIb30BaTeseH,
pa3pelIeHHBIX 10 UICHTU(DUKAIIMY U ayTeHTUPUKAITTU

VIII.12

[Tognepxka M coxpaHeHHWE aTPUOYTOB OE30MACHOCTH
(MeTOoK 0€30macHOCTH), CBSI3AHHBIX C HWH(pOpManueil B
nporiecce ee XpaHeHus: 1 00paboTKu

V.13

Peanuzanmst  3alMIIEHHOTO0  YAQJICHHOTO  JTOCTYTIA
CyOBEKTOB JIOCTYIAa K 00OBEKTaM JOCTyIa Yepe3 BHEITHHUE
WH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIE CETH

VIIJI.14

PernameHTanss ¥ KOHTPOJb  HMCIOJIb30BAaHUS B
MH(GOPMALIMOHHON CHCTEME TEXHOJOTHM OeCcIpOBOIHOTO




AOCTYyIIa

VII.15

PGFJIaMGHTaHI/IH u KOHTPOJIb HNCIIOJb30BaHHUA B
HH(i)OpMaHI/IOHHOﬁ CHCTEME MOOMIIBHBIX TEXHHYECKHX
CpPCICTB

VIIJI.16

YnpaBineHue B3auUMOACHCTBHEM € HH(DOPMALIMOHHBIMU
CUCTEMaMH  CTOPOHHHUX  OpraHu3alMii  (BHEIIHHE
MH(GOPMaIIMOHHBIE CHCTEMBI)

VIIJI.17

OOecrnieueHre  JOBEPEHHOM  3arpy3Ku CPEICTB
BBIYHUCIUTEILHON TEXHUKU

I11. Orpannuenue nporpammuoit cpeasi (OI1C)

OIIC.1

VYrpaBneHnue 3amyckoMm (0OpalleHUusiMH) KOMITOHEHTOB
MPOrpaMMHOT0 00€CIIEYeHMsI, B TOM YHCIIE OIpe/eIeHHE
3aIlyCKaeMbIX KOMIIOHEHTOB, HACTpOWMKa I1apaMeTpoB
3aycka  KOMIIOHEHTOB, KOHTPOJb 32  3allyCKOM
KOMITOHEHTOB IPOrPAMMHOTO 00eCIeYeHUs]

OIIC.2

VYrpaBiieHre ycTaHOBKOW (MHCTAILISALIMEN ) KOMIIOHEHTOB
MIPOrpaMMHOI0 O0OECIIEYEHHs, B TOM YHCIIE€ ONpEIeICHHUE
KOMIIOHEHTOB, TOJUICKAIMX YCTaHOBKE, HAaCTpOWKa
MapaMeTpoOB yCTAHOBKM KOMIIOHEHTOB, KOHTpOJb 3a
YCTAaHOBKOW KOMIIOHEHTOB MPOTPaMMHOT0 00ecreueHus

OIIC.3

VYcraHoBka (MHCTaUIALMSA) TOJIBKO pa3pelieHHOro K
MCIIOJIb30BAHUIO TIPOTPAMMHOT0 o0ecredeHus U (UiH) ero
KOMIIOHEHTOB

OIIC.4

VYnpapieHue BpeMEeHHbIMH (aillaMu, B TOM YHUCIE
3alpeT,  pa3pelleHue,  NEPEHAIPaBICHHE  3aIllHCH,
yAajeHue BpeMEHHBIX (pailioB

IV. 3anmTa mammaHbIX HocuTenel nHdopmarmu (3HN)

3HN.1

Y4eT MalmMHHABIX HOCUTENEH nHGOpMaIHH

+

3HN.2

VYmpaBineHue JOCTYNIOM K MAIIUHHBIM  HOCHUTEISM
uHbopmaIuu

+

3HI.3

KoHTponmb  mepemernieHuss MAIIMHHBIX ~ HOCHUTEJEU
nH(}OpMaIuK 3a Mpeaeibl KOHTPOIUPYEMOU 30HbBI

3HN .4

HcknroueHne BO3MOXKHOCTH  HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHUS C CoJIep>KaHhEM uH(popmaruu,
XpaHsencss Ha MallMHHBIX HOCHUTENX, U (WJun)
WCIIONBL30BaHUsA  HOcuTeled uHdOpMaluu B  HHBIX
MH(POPMAITMOHHBIX CUCTEMAaX

3HI.5

Kontpons  ucmonp3oBanust ~ uHTEpEHCOB  BBOJA
(BeiBOsa) wHGOpPMAIIMM HA  MAIIMHHBIE HOCUTEIH
uHbopMauu

3HI.6

KonTtpons BBosa (BbIBO/IA) MH(MDOpPMAIIMU HA MAIIMHHBIC
HOCHUTENIN HH(OpMaAIuu

3HN.7

KoHTponb  MOAKIIOYEHHS  MAIIUHHBIX ~ HOCHUTENEH
uHopMarm




3HN.8

YHuutoxeHue (CTupaHue) MHPpoOpMaIuu Ha MalTduHHBIX
HOCUTEJISIX TIPU MX TIepefade MEXIy IMOJb30BaTeIsIMH, B
CTOPOHHHWE OpPTaHMU3AIMH ISl PEMOHTA WM YTHJIA3AINH, a
TaK)K€ KOHTPOJIb YHUUYTOKEHUS (CTUPAHUS)

V. Peructpanus coowitnii 6e3onacuoctu (PCBH)

PCb.1

OnpeneneHue coObITUIM 0E30MACHOCTH, MOJJIEKAITUX
PETHCTPAIUN, ¥ CPOKOB MX XPAHCHHUSI

PCb.2

Omnpenenenne cocraBa M COAEpKaHUSA MHPOpMALUHU O
COOBITHAX 0€30MaCHOCTH, OJICKAIINX PETUCTPALIUU

PCb.3

COop, 3anuch ¥ XpaHeHHEe HHPOPMALUU O COOBITHUAX
0€30MacHOCTH B TEYCHHE YCTAHOBIEHHOTO BPEMEHU
XpaHECHHUSI

PCb.4

PearupoBanne Ha cOOM NpU pPETUCTPALlUU COOBITHIM
0€30MacHOCTH, B TOM YHUCJIE annapaTHble U TPOrpaMMHbIE
omuOKH, cOOM B MeXaHuU3Max cOopa HHPOPMALMH U
JNOCTH)KEHHE TIpe/esia WIM [EpenoyiHeHus o0bema
(eMKOCTH) MaMsITH

PCB.5

MonuTtopuHr  (OIpOCMOTp,  aHalIM3)  PE3YJIbTATOB
perucTpauuu coObITHII 0€30MMaCHOCTH U pearupoBaHHUE Ha
HUX

PCb.6

['enepupoBaHue  BpEMEHHBIX  METOK U (WIH)
CUHXPOHU3AIIUS CUCTEMHOTO BpEMEHU B
UHGOPMAITMOHHON CUCTEME

PCB.7

3amuTa nHGopMaIKK 0 COOBITUSIX O€30MTaCHOCTH

PCB.8

OOecrieyueHre BO3MOKHOCTH IIPOCMOTpa M aHajau3a
uH(popManuu O JEHCTBUAX OTIEIBHBIX IMOJIb30BATENEH B
MH(OPMAITMOHHON CUCTEME

VI. AatuBupycnas 3amnmuta (AB3)

AB3.1

Peanuzanus aHTUBUPYCHOM 3aIIUTHI

AB3.2

Oo6HoByieHHE 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOTPaMM (BUPYCOB)

VII. O6uapyxenue Bropxkenuii (COB)

COB.1

O6HapyxeHHe BTOP)KCHUHN

COB.2

OO6HOBIIeHHE 0a3bl PEIIAIOIINUX TPABUII

VIII. KonTpois (ananu3) 3amumeHHoct nHpopmaruu (AH3)

AH3.1

BrisiBiieHne, aHanu3 ysA3BUMOCTEH WH(DOPMAIMOHHOM
CHUCTEMBI U ONEPATUBHOE YCTPAHEHUE BHOBb BBISBICHHBIX
YSA3BUMOCTEN

+

AH3.2

KoHTposib  yCcTaHOBKM OOHOBJIEHMH MPOTPAMMHOIO
oOecrieueHus, BKJIOYasi OOHOBIEHHE MPOrPAMMHOIO
o0ecreueHus CpeACTB 3aUUThl HHpOpMauu

AH3.3

Kontpoas paboTocnocoGHOCTH, TapaMeTPOB HACTPOUKU
M TPAaBWIBHOCTH (DYHKIIMOHUPOBAHHUS IPOrPAMMHOIO
oOecrneveHus U CPEJCTB 3aIIUTH HHPOPMAIIH




AH3.4

KonTposb cocraBa TEXHUUYECKUX CpPEICTB,
OpOrpaMMHOTO  OOECTieUeHUs] W CPEICTB  3aIUThHI
uHopMarm

AH3.5

KoHTpons mpaBui TeHepalMd W CMEHBI Mapojei
MOJIH30BATENCH, 3aBEICHHS M yJAJIICHUS] YUETHBIX 3amcei
HOJIb30BaTENeH, peanu3aluu M[paBWl  pa3rpaHUUYCHUS
JOCTYIIOM, HOJTHOMOYH HOJb30BaTeNeH B
MH(GOPMAIIMOHHON CHCTEME

IX. O6ecniedyenune 1eTOCTHOCTH
uHbopMaImoHHOH cucteMbl 1 nHdopmanuu (OLJI)

OLJI1

KoHTpoJIb 11€T0CTHOCTH TPOTpaMMHOTO 0OecIeYeHHsI,
BKJIIOYAsl MPOrpaMMHOE 0OecleueHrue CPEeICTB 3allUThI
uHbOopMaIuu

OLLL.2

KoHTpoas 1enoctHocTd nHOOPMAIIMH, COACPIKAIIICHCS B
0a3ax JaHHbIX HTHOOPMAIIMOHHOW CUCTEMBI

OLJL3

Obecrnieuenue BO3MOXHOCTH BOCCTAHOBJICHUS
MPOrpaMMHOr0 OOECIeYeHHs, BKJIOYas MPOrpaMMHOE
o0OecrieyeHrue CpeJCTB  3alUTHl  HMHPOPMALUH, TPH
BO3HMKHOBEHHH HEIITATHBIX CUTYAllUN

OLLL4

OOnHapy:XkeHHUE ¥ pearupoBaHHE Ha TOCTYIUJICHUE B
UH(GOPMAIIMOHHYIO CUCTEMY He3anpalvBaeMbIX
ANIEKTPOHHBIX COOOIIEHUH (MHCeM, TOKYMEHTOB) U WHOMU
uH(bOpMaIINK, HE OTHOCSIIMXCS K (DYHKIIMOHUPOBAHUIO
WHGOPMAITMOHHOW CUCTEMBI (3alIMTa OT criama)

OLJLS

KoHTposnbs conepxanusi uHPopMaluu, nepeiaBaeMon u3
nH(pOpMAITMOHHOMN CHUCTEMBI (KOHTEHHEPHBIH,
OCHOBaHHBIM HA CBOMCTBax OO0BEKTa JOCTyNa, H
KOHTEHTHBIM, OCHOBAHHBIM Ha IOWUCKE 3aNpPEIICHHOW K
nepeaadye HMHPOPMALKMKU C MCHOJIB30BAHMEM CHUTHATYD,
MacOK U MHBIX METOJIOB), U UCKIIOYEHUE HEMPABOMEPHOM
nepenayu nHGopManuu U3 HHPOPMaIMOHHON CUCTEMBI

OLUL6

Orpanuuenue TpaB  TMOJb30BaTeNei 1O  BBOAY
nHpopmaruu B ”HOOPMAITMOHHYIO CUCTEMY

OLJL.7

KoHTposIb TOYHOCTH, TOJHOTBI MW MPABUIBHOCTH
JTAHHBIX, BBOJUMBIX B UHPOPMAITMOHHYIO CUCTEMY

OILLLS

KoHTposib OIIMOOYHBIX AEUCTBUN MOJB30BATENEH IO
BBOOAy M (mwim)  mepenaye  uHpopManuMu U
NpeAyNnpeKIeHUe  TMoJib30BaTesied 00  OIIMOOYHBIX
JNEUCTBUSIX

X. O6ecneuenne nocrynuocty uadopmarmu (OJ1T)

OJIT.1

Hcnons3oBanue OTKa30yCTOMYMBBIX TEXHUYECKUX
CpPEICTB

OJIT.2

Pe3epBupoBaHHe TEXHHUYECKUX CPEICTB, MPOrPaMMHOIO
oOecreueHuns, KaHAJIOB Nepeaadyn MH(opmaluu, CpecTB




obecnieueHuss (PYHKIMOHUPOBAHUS  HMH(POPMAITUOHHOM
CUCTEMBI

OJIT.3

Koutposb 0€30TKa3HOI0 (bYHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJCTB, OOHAPYKEHHE U JIOKAJTU3ALMs
OTKa30B  (YHKIIMOHUPOBAHUS, MPUHITHE Mep IO
BOCCTAHOBJICHUIO  OTKAa3aBIIMX  CPEACTB M HUX
TECTUPOBAHUE

OJIT.4

[lepuoanueckoe pesepBHOE KOMHpPOBaHUE WMH(MOPMALIUU
Ha pe3epBHbIC MAITMHHBIE HOCUTEIH HH(OPMALIUU

OJIT.5

Obecneuenue BO3MOHOCTH BOCCTaHOBJICHUS
uHboOpMaIlUM C PE3EPBHBIX MAIMHHBIX HOCUTENEH
uHdopmaruu  (pe3epBHBIX  KOMHM) B  TEUCHHE
YCTAHOBJIEHHOTO BPEMEHHOI'0 MHTEPBaja

OJIT.6

Knacrepuzanus nHGOpMaIIMOHHON CUCTEMBI U (WIH) ee
CErMEHTOB

OJIT.7

KOHTposib COCTOSIHMSI M KayecTBa MpPEAOCTaBIICHUS
YIOJHOMOYEHHBIM JIMIIOM BBIYMCIHUTEIBHBIX PECYPCOB
(MoIIHOCTEN), B TOM YHCIIE IO nepeade HHPOPMALHH

XI. 3amura cpenpl Buptyanuzamnuu (3CB)

3CB.1

Unentudukammss u  ayreHTHGUKAIMS  CyOBEKTOB
JocTyna M OOBEKTOB  JOCTyla B  BUPTYaJIbHOMU
UHQPACTPYKTYpe, B TOM YHCIE aAMHUHUCTPATOPOB
yIPaBJICHUs CPEJICTBAMU BUPTyaIU3AIUU

3CB.2

VYrpaBieHue 10CTynoM CyObeKTOB J0CTyIa K 00bEKTaM
JOCTyNa B BUPTYyaJlbHOU HHPPACTPYKTYypE, B TOM YHUCIE
BHYTPHY BUPTYaJbHbBIX MallIUH

3CB.3

Peructpanusi coObITHI 0€30MaCHOCTH B BHPTYaJIbHOU
MH(DpacTpyKType

3CB .4

VYrpasnenue (puiabTpanus, MapIIpyTU3aLKsI, KOHTPOJIb
COCIMHEHMsI, OJIHOHAIpABJICHHAs Iepefada) MOTOKaMHU
uHbOpMAIIUM  MEXAY KOMIIOHEHTaMH BUPTYaJIbHOU
UHDPACTPYKTYPHI, a TaKXKe MO MEPUMETPY BUPTYaTHHOU

UHDPACTPYKTYPHI

3CB.5

JloBepeHHass  3arpy3ka  CepBEpOB  BUPTYAJIM3ALUU,
BUPTyaJIbHONW  MaluHbl  (KOHTEIHEpa), CEPBEPOB
VIIPABJICHUS BUPTYAIU3aLUEN

3CB.6

VYpapieHue TMepeMelIeHUEM BUPTYAJIbHBIX MalllluH
(KoHTEeMHEPOB) U 00pabaThIBAEMbIX Ha HUX JIAHHBIX

3CB.7

KOHTpOJIb 11€I0CTHOCTH BUPTYyaIbHOU WHGPACTPYKTYPHI
1 ee KoH(puUrypanui

3CB.8

Pe3epBHOE KONMMpOBAaHUE JAaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJCTB, MPOTPAMMHOTO OOeCTeUeHUS
BUPTYaJIbHOM MHPPACTPYKTYphl, a TaKKe KaHAJIOB CBS3U
BHYTPU BUPTYAIbHOU HHPPACTPYKTYPHI




3CB.9

Peanuszanua u ympaBieHUE aHTUBUPYCHOM 3alIUTON B
BUPTYaJIbHON MH(GPACTPYKTYpE

3CB.10

Pazbuenne  BUpTyanbHOW  WMHQPACTPYKTYphl  Ha
CErMEHTHI (cerMeHTHpOBaHUE BUPTYaJIbHON
uHpacTpykTypel) i 0o0paboTku  uHPOpMaLHH
OTHEIBHBIM  MOJb30BaTeleM W (WIK)  Tpynmnou
II0JIb30BaTENEN

XIl. 3amura rexuuueckux cpencts (3TC)

3TC.1

3ammra nHpOpMAaIK, 00pabaTHIBAEMON TEXHUYECKUMHU
CPEIICTBAMH, OT €€ YTCUKH 10 TEXHUYCCKIM KaHaJlaM

3TC.2

Opranuzanusi KOHTPOJUPYEMOM 30HBI, B Ipeaenax
KOTOPOM  TMOCTOSIHHO  Pa3MEIAIOTCS  CTALMOHAPHBIC
TEXHUYECKUE CPEeACTBa, 00pabaThIBaroie HH(HOPMaIIUIO,
U CpeacTBa 3aluThl MHGOPMAIMM, a TAaKXKE CpPEICTBa
oOecrnieyeHus: QyHKIIMOHUPOBAHUS

3TC.3

KoHTponms m ympaBieHue (QU3NYECKHM JOCTYIIOM K
TEXHUICCKUM CpencTBam, cpencTBam 3aIUTHI
nH(popmaIuy, cpeacTBam oOecrieueHus
(GYHKIIMOHUPOBAHUSA, a TaKXKe B IOMEHICHUS U
COOPY)KEHHS, B  KOTOPBIX OHH  YCTAHOBJICHBI,
UCKJIIOYAIOIINE  HECAHKIIMOHUPOBAHHBIN  (PU3UUYECKHI
JIOCTYT K cpesicTBaM o0paboTku MHGOpMAIINH, CPEICTBAM
3alMTBl  MHQOpMAMK W CpeJcTBaM  OOCCIICUCHUS
GYHKIIMOHUPOBAHUS ~ MHPOPMAIIMOHHON  CHCTEMBI U
MIOMEIICHHS U COOPY>KEHHSI, B KOTOPHIX OHU YCTAHOBJICHBI

3TC.4

Pa3Mmerienre  ycTpoiicTB  BbIBOJA  (OTOOpakeHMS)
nH(popMaIu, UCKIIOYAIOIIee €€ HECAaHKIIMOHUPOBAHHBIN
MIPOCMOTP

3TC.5

3ammTa OT BHENIHUX BO3JIEUCTBUN  (BO3ACHCTBUIA
OKpyXarouien cpenpl, HECTaOUJILHOCTHU
AJEKTPOCHAOKEHUS, KOHIUIIMOHUPOBAHUS U  HUHBIX
BHENIHUX (haKTOPOB)

XIll. 3amura nHGOPMAITMOHHON CUCTEMBI,
€€ CpPEeICTB, CUCTEM CBsI3U U nepeaaun naHHbix (31C)

3UC.1

Paznenenve B nHpOpMaMOHHON cucTeMe (YHKIIUN 1O
yHOpPaBJICHUIO (aIMUHUCTPUPOBAHUIO) HH(POPMALIMOHHOM
CHUCTEMOH, YIIPaBIICHUIO (aAMUHUCTPUPOBAHUIO)
CHUCTEeMOM 3amuThl HHPOpManuu, GyHKIUN 0 00padoTKe
uHbpopMalui M UHBIX (QYHKIMH HMHPOPMALMOHHON
CUCTEMBI

3UC.2

[IpenorBpamieHne  3aA€pKKU  WIA  IPEPHIBAHUSA
BBINOJIHEHUS MPOLECCOB C BBICOKUM IPUOPUTETOM CO
CTOPOHBI MPOLIECCOB C HU3KUM PUOPUTETOM

3UC.3

ObecnieyeHne 3amUThl MHQOPMAIMH OT PACKPBITHS,




MonupUKaMM W HaBs3bIBaHUA  (BBOAA  JIOXKHOM
uHpopMam) mpu ee nepeaade (MOATOTOBKE K Iepeaye)
MO0 KaHalaM CBSI3M, HMMCIOIIUM BBIXOJ 3a IMPEIeybl
KOHTPOJIUPYEMOH 30HBI, B TOM 4YHCIE OeCIpOBOIHBIM
KaHajaM CBsI31

31UC.4

OOecnieueHre TOBEPEHHBIX KaHala, MAapUIpyTa MEXIy

aJIMMHHACTPATOpPOM,  TIOJB30BAaTEIeM W  CPeICTBaMHU
3amuThl  wHGopManuHu  (PyHKIMSAMHA ~ OE30MaCHOCTH
CPEJCTB 3alUThl HHPOPMAIIHH)

3UC.5

3anpeT HECaHKIMOHUPOBAHHOW YIAJI€HHON aKTHUBALUU

BUJICOKaMep, MHUKPOPOHOB U HUHBIX TepudepuiiHbIX
YCTPOMCTB, KOTOPBIE MOTYT aKTUBUPOBATHCS YAAJIECHHO, U
OMOBEIIIEHUE TI0JIb30BaTelie 00 aKTUBAllMU TaKUX
YCTPOWCTB

3UC.6

[lepeqaua W  KOHTpPOJIb  IIEJIOCTHOCTH  aTpUOYTOB
6e3zonmacHocTH (METOK O€30MacHOCTH), CBSI3AHHBIX C
uHopmarueit, npu oOMeHe uHOpMalMell ¢ HHBIMHU
nH)OPMAITMOHHBIMHI CHCTEMaMHU

3UC.7

KOHTposib  CaHKUIMOHUPOBAaHHOTO U  HCKIIIOUYEHHE
HECAHKIIMOHMPOBAHHOTO  MCHOJb30BAHUS  TEXHOJIOTH
MOOWJIBHOTO KOJia, B TOM YHUCJIE€ PETUCTpaLMs COOBITHH,
CBSI3aHHBIX C HCIOJb30BAaHUEM TEXHOJOTUH MOOMIBHOIO
KOJa, MX aHaJIW3 M pEearupoBaHHE Ha HapyILICHHUs,
CBSI3aHHBIE C HCIIOJb30BAHUEM TEXHOJOTUI MOOMIBHOTO
Koza

3UC.8

KOHTpOb  CAaHKIIMOHUPOBAHHOIO U  HCKJIIOYCHHE
HECAHKIMOHUPOBAHHOTO  MCIIOJIB30BAHUS ~ TEXHOJIOTMI
nepefadyd pedyd, B TOM YHCIE PErucTpalusi COOBITHIA,
CBSI3aHHBIX C MCIIOJIB30BAHUEM TEXHOJOTHM Iepenadu
peun, HuX AaHalu3 W pPEearupoBaHUWE HA HapYyLICHUS,
CBSI3aHHBIE C HCIOJB30BAHUEM TEXHOJOTHNM Iepenayu
peun

31C.9

KoHTpoJIb  CAaHKIIMOHUPOBAaHHOM W  HUCKJIIOYCHHUE
HECaHKITMOHUPOBAHHOM Tepefavyn BHUaeonH(GOpMaIuu, B
TOM 4YHUCJE€ PETUCTpaIs COOBITHH, CBS3aHHBIX C
nepepaueld  BupeomHGOpMANMKM, WX ~ aHAIM3 |
pearupoBaHWE Ha HAPYLICHWS, CBS3AHHBIC C IIepenadeit
BUJICOMH(GOPMAITIH

31C.10

[TonTBepxkaeHUE IPOUCXOKICHUS HMCTOYHUKA
uHdopMaIui, TMOIy4yaeMOl B TMPOIECCE OMNpeAeIICHUs
CETEBBIX aJPECOB IO CETEBBIM MMEHAM WJIM ONPEICIICHHUS
CETEBBIX UMEH I10 CETEBBIM ajipecam

31C.11

OOecrieueHne TIOUTMHHOCTHA CETEBBIX COEIUHEHUH
(ceaHCOB B3aMMOJICHCTBHSA), B TOM YHCJIE JUIS 3aIIUTHI OT




IMOAMCHBI CECTECBBIX YCTpOfICTB 1 CCPBHUCOB

31C.12

HckitoueHre BO3MOXHOCTH OTPULIAHUS TIOJIb30BATEIIEM
¢dakTa oTIpaBKu HHPOPMAIIUU APYTOMY MOJIB30BATEIIO

3UC.13

Hckmouenne BO3MOXHOCTH OTPULIAHUS TIOJIB30BaTEIEM
¢akTa noayyeHus HHPOPMAIMH OT IPYTOTro MOJIb30BATENIS

31C.14

Hcnonp30BaHue YCTPOHUCTB TEPMHUHAIBHOTO JOCTYTIA
1 00paboTKK HHGOPMAITUU

3UC.15

3amuTa apXuBHBIX (DaiyIoB, MapaMeTpPOB HACTPONKU
CpPEeICTB  3alUThl HMHPOPMALMU U  MPOrPAMMHOIO
ofOecrieueHUss W HHBIX JaHHBIX, HE MOAJIEkKAIINX
WM3MEHEHHUIO B Ipoliecce 00padboTku HHGOpMaIUK

3UC.16

BeisiBiieHue, aHaIu3 " OJIOKUpOBaHUE B
MH(POPMAIITMOHHON CHCTEME CKPBITHIX KaHAJIOB Mepeaaydn
uHpopmManuu B O00XOJ pEaTU30BAHHBIX MEp 3alUTHI
uHpOpMaUMM WM BHYTPU PA3PEIICHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Pa3buenue uHPOPMAIMOHHON CHUCTEMBbI HAa CETMEHTHI
(cerMeHTHpOBaHWE WH()OPMAIMOHHOW  CHUCTEMBI) H
oOecrieueHue 3aIUTHI NEPUMETPOB CEerMEHTOB
MH(POPMAIITMOHHON CHCTEMBI

31C.18

ObecnieueHne 3arpy3kd U UCIHOJHEHUS MPOTPAMMHOTO
oOecrieueHrss C MAIIMHHBIX HOCUTENeH uHGOpMaInH,
JOCTYTMHBIX TOJBKO JIJI YT€HHS], U KOHTPOJIb LIETOCTHOCTH
JTAHHOTO MPOTPAMMHOT0 00ECTICUCHHUS

3UC.19

M3onsmust  mporieccoB  (BBIMIOJHEHUWE MporpamMMm) B
BBIJICJICHHON 00J1aCTH MaMsITH

31C.20

3ammra OECHpOBOJHBIX COEIMHEHUW, MPUMEHSEMBIX B
MH()OPMAITMOHHON CUCTEME

31C.21

HckiroueHne oCTyra TMOoJIb30BaTeNsl K HHGOpMAIIHH,
BO3HUKIIEH B pPeE3yJbTaTe JCUCTBUM NPEABIAYLIETO
IIOJIb30BATEIISI 4YE€PE3 PEECTpPbl, OINEPATUBHYK IaMSATh,
BHEIIIHHE 3aIIOMHHAIOIINE YCTPOICTBA U MHBIE 00IIHeE JIsI
MOJIh30BaTENCH pecypchl HHOOPMAIIMOHHON CUCTEMBI

31UC.22

3ammura WHPOPMAIMOHHONW  CHCTEMBI OT  yIpo3
0e3omacHoCTH MH(OpMaIIMK, HAMPaBJICHHBIX Ha OTKa3 B
o0cyKuBaHUM MH(GOPMAITMOHHON CHCTEMBI

31C.23

3amuTa nepuMeTpa (puU3UMUecKux U (WJIM) JOTHYECKHUX
rpaHull)  WMHQOPMAMOHHOW  CHCTEMbl  TpU €€
B3aMMOJCHCTBUM €  HMHBIMH  HMH()OPMAIMOHHBIMH
cUCTEMaMU U MH(}OPMaLIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIMU CETSIMU

31C.24

[IpekpalieHne ceTeBbIX COEAUHEHUHN IO UX 3aBEPIICHUU
WA N0 WCTEYEHUH 3aJaHHOTIO ONEPATOPOM BPEMEHHOTO
VHTEPBaJIa HEAKTUBHOCTU CETEBOI0 COCIMHEHHUS
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3UC.25 Hcnons3oBanne B MH(DOPMAIIMOHHOM CUCTEME WIIM €€
CerMEHTaxX  pa3lIMYHbIX  TUIOB  OOIIECHCTEMHOTO,
PUKIIATHOTO u CIEIUaTBHOTO IPOrpaMMHOTO
obecrnieueHus (CO3/IaHUE TeTePOTCHHOM CPeJIbl)

3UC.26 Hcnonp30BaHne  NPUKIAAHOIO W CHEHHUAIBHOTO

IMporpaMMHOI0 O6CCHC‘-I€HI/I$I, HUMCIOIIHUX BO3MOXHOCTD
Q)YHKHHOHI/IPOBEIHI/IH B CpClax Pas3IMUHbIX OIICPpAIMOHHBIX
CHUCTEM

31UC.27 Coznmanne (AMyJSIUS) JIOKHBIX  HH(POPMAIIMOHHBIX
CHUCTEeM WM WX KOMIIOHEHTOB, IpEeIHAa3HAYCHHBIX MJIs
OOHapy>KeHHs, PpErucTpallid W aHajuu3a JeHCTBUI
Hapylmureiae B Ipolecce  pealu3alud  yrpo3
0€30MacHOCTH HH(OPMALIUU

31C.28 Bocnpoussenenue J0KHBIX U (MJIM) CKPBITHE UCTUHHBIX
OTIIETbHBIX MH(GOPMAIIMOHHBIX TEXHOJOTUA U (WJIH)
CTPYKTYPHO-(DYHKIIMOHAJIbHBIX XapaKTEPUCTHUK
WHQOPMAIIMOHHOW  CHUCTEMBI HWJIM €€  CETMEHTOB,
o0ecrieunBaroIiee HaBA3BIBAHWE HAPYIIUTENIO JIO)KHOTO
MpEACTABICHUS] 00  HCTHUHHBIX  MH(GOPMAIMOHHBIX
TEXHOJIOTHSIX W (WIH) CTPYKTYPHO-(PYHKIMOHAIBHBIX
XapaKTepUCTHKaX WH(HOPMAIIMOHHON CUCTEMBI

31C.29 [TepeBon mHOOPMAIIMOHHONW CUCTEMBI HIIH €€ YCTPONCTB
(KOMITOHEHTOB) B 3apaHee OTIpEJICIICHHYIO
KOH(pHUTYpaIuio, 00eCcTICUNBAOIIYIO 3aIuTy

uH(popMaIK, B CIydyae BOSHUKHOBEHHH OTKa30B (COOEB)
B cuUcTeMe 3amuThl HHpopManuu uHOOPMAITMOHHON
CUCTEMBI

31C.30 3amura MOOMJITbHBIX TEXHUYECKUX CpPEeAcCTB, | + + +
MIPUMEHSEMBIX B HHPOPMALIMOHHOMN CHCTEME

«t» - Mepa 3amuThl HHGOpPMAIMU BKJIHOYEHA B 0a30BBIM Habop Mep s
COOTBETCTBYIOIIIETO KJIacca 3alIUIIEHHOCTH WH()OPMAIITMOHHON CUCTEMBI.

Mepsl 3amuTel UHGOPMAIIUU, HE 0003HAYCHHBIE 3HAKOM «1», MIPUMEHSIOTCS TpU
aganTanuu 0a30BOTO HaOOpa MEp M YTOUYHEHUHU aJalTUPOBAHHOTO 0a3oBOro Habopa
Mep, a Takxe Mpu pa3paboTKe KOMIIEHCUPYIOIIMX Mep 3alluThl HUHGOpMALMK B
MH()OPMAIIMOHHOM CUCTEME COOTBETCTBYIOIIETO KJlacca 3allUIIeHHOCTH.




