MeToanuyeckue peKoMeHAaluu
Ha Temy: «be3onmacHocTsb aered B UHTEepHETE»

JIist TapMOHMYHOTO Pa3BUTHS JIMYHOCTH PEOCHKY HEOOXOIUMO OCBOCHHE
HOBBIX TEXHOJIOTHH, 8 COOTBETCTBEHHO M 3HAKOMCTBO ¢ MIHTEpHETOM, KaK C TJI00ATEHBIM
ucTrouHukoM wH(popMarmu. Ho peasbHOCTh TakKoBa, YTO NIETH PEXE HCIOIB3YIOT
WNuTepHer kak OMOIMOTEKY 3HAHWHM, a JENAIOT yIOp Ha WIPphl U OOIIEHUE B CETH.
WNHTepHeT CcTal HEOTHEMJIEMOM YacThiO Hamied >ku3HU. C TMOMOIIBIO BCEMHPHOM
MayTUHBI Mbl HAaXOJIUM HY)KHYIO HHGOpMAIUIO, OO0IIaeMcsi C JIPY3bsSMHU, y3HAEeM
MOCJIEJHUE HOBOCTH, COBEPIIIAEM IMOKYITKH U €11I€ 0Y€Hb MHOTO Beero. Ho, kak M3BECTHO,
B MlHTEpHETE €CTh HE TOJIBKO MMoJIe3HOe. VIHTEepHET /i IeTel TauT B ce0e MHOKECTBO
OITaCHOCTEH.

CyiectByer caidThl MpONaraHAUPYIOUE MOPHOrpaduio, MPOCTUTYIIHIO,
HACWJIME, BOWHBI, MEKHAIIMOHAILHYI0 U PEJIMTHO3HYIO PO3Hb, YIIOTpeOJIcHHE
HApKOTUKOB M ajJKorojisi. Takoro poja nHGOpMAIUsS MOXKET TPAaBMHPOBATH ICUXHUKY
peOeHKa, BBI3BATh CTpaxX, MAHWKY M BHYIIMTh MM YKac. BOJBIIMHCTBO B3pPOCIBIX,
KOTOpbIE€ 3HAaKOMbI ¢ MITHTEpHETOM, MOHUMAIOT U OCO3HAIOT 3Ty NpoOJIeMy, HO JIUIIIb
HEMHOTME U3 HUX 3HAIOT, KaK MTPABWIILHO 3aIIUTUTh JIETEH OT TAKOTO Pojia MH(popMalyu.

Hcnonb3oBaHWEe MaHHBIX METOJMYECKHX MAaTEPUAJIOB JIOJIKHO 3aCTaBUTh
3aTyMaThCs 0 0€30MaCHOCTH JIETEeH B CETH M BBIICHUTD, UTO MOXKHO 1 HY)KHO JIeJIaTh,
yTOOBl BCEMHpPHAs CETh HE CTAHOBWJIACH BparoM IOHBIX mMoJib3oBaTenen. Kak,
MPaBUJIO, HE BBIPOCIO €II€ TO IOKOJEHUE POJUTENEH, KOTOPBIE I0CTATOYHO
XOPOIIIO OCBEIOMJIEHBI O PUCKAX M OMACHOCTSX, KOTOPBIE MOACTEPETAIOT AETEW MpU
pabote B HMuTepHeTe. MeTtomuueckue pexkoMeHmanuu «be3zomacHocTh nerel B
HNHTepHeTe» MOJDKHBI TOMOYb UM B PEIISHUH 3TOM MTPOOJICMBI.

Coaep:xkaHue MeTOIMYECKUX PeKOMeHAAN i

1. Onacnoctu UnTepHera.

Ha cerognsiminuii neHp VHTEpHET mnpensiaraeT HECKOJBKO CHOCO00B
BUPTYaJIbLHOTO OOIICHUS: CcolUMalibHbIe ceTH, (GopyMmbl, [CQ, yaTbl, UHTEpPHET-
JTHEBHUKH WA 010TH. ICTOUHUKY TTpoOIIeM:

* HexenarenbHoe coepKaHue.

* A3apTHbIE UTPBL.

* BpenoHocHble U HEKeNaTeNIbHbIE POTPAMMBI.

* MOILIIEHHUKH, XaKEPHI.

* InTepHeT-3aBUCUMOCTDH (BUPTYaJIbHOE 3aMElIEHUE PEeaTbHOCTH )

* CeKcyallbHBIE IOMOTaTENbCTBA.

* HekoppekTHOCTh O0IIEHHUS.

* lnTepHeT-Xyaurassl.



2. 3ammTa aereil — pyKOBOACTBO K el CTBHIO.

CymectByeT ©007bIIOE KOJIMYECTBO MPOTPAMMHOTO OOECHedeHus, ¢
MOMOIIBI0 KOTOPOTO MOKHO OCYIIECTBISATh «POIUTENbCKUIT KOHTPOJBY, MHOTHE
AHTUBHPYCHl UMEIOT 3Ty (DYHKLHIO B CBOEM apceHane. POIUTENbCKUIl KOHTPOJIb
TaK)Ke MPEJICTABIICH U B caMOi orepaluoHHon cucteme Windows, HO 3TO criacaer
JUIIb oT4acTh. Henb3s HAMBHO AyMaTh, 4TO €CJIM Bbl CKadyalld NPOrpaMmy U3
WuTepHeta, npobyema peiieHa. Bamwu getu ymHee, 4eM Bbl AyMaeTe, OHU JIETKO
MOTYT 0OOOWTH BCe mperpaabl U 100utbes cBoero. [loaToMy, mayduie ObITH Ha IIar
BIIEPE/IN.

IlepBoouepeanble MATH 1A NOBBIIIEHUsI 0€30MIACHOCTH:

*  PerynsapHo ckaunBaiiTe 0OOHOBIECHUS IS IPOTPAMMHOTO 00ECIICUCHUS.

*  VYcraHoBUTE€ AaHTUBUPYCHOE U  AHTHUIINHOHCKOE MPOrPaMMHOE
oOecrieyeHue.

*  VYcranoBure puibtp (Hanpumep, Mutepuer-lienzop).

*  VYcranoure cnaMm-puibtp (Hanpumep, B Outlook).

*  He oTkppIBaiiTe MUCEM OT MOJIB30BATEIIEH, KOTOPBIX BBl HE 3HAECTE.

IIporpammuoe oOecnmeyenue ot Microsoft st oOecneueHust
0e3onacHoctu B UHTEpHeTE:

*  Windows7 ¢ ¢hyHKIIHEH POIUTETHCKOTO KOHTPOJIS (BBOJ OTPaHUYECHUN
10 UTpam, MPOrpaMMam U MPOBOJIUMOMY 32 KOMITBIOTEPOM BpeMs).

* Internet Explorer — Opay3ep ¢ GUIBTPOM, NPEIOTBPAIIAIOITIM
MOIIEHHHYECTBO (TIOMOTAET 3aIUTUTHCS OT CKPBITOM YCTAaHOBKH BPEIOHOCHBIX
mporpamMM, KOTOpPBIE MOTYT IIOBPEAUTh, TEPEeaaTh 3JOYMBIIUICHHUKAM WU
YHUYTOXXUTH Ballld JOKYMEHTBI, UCIIOJIH30BaTh BaIlld MTEPCOHAIBHBIC JaHHBIC WU
npocto HapymuTth padoty I1K).

 AxtuBupyc Microsoft Security Essentials — pemenue mpotus
mmnuonckux nporpamm (Pemenue Microsoft® Security Essentials oGecnieunBaet
BECIUIATHVYIO 3amuty I1K oT BUpycOB, IIMMOHCKOTO U IPYTrOro BPEIOHOCHOTO
ITO Ha oCcHOBE NEPEIOBOM TEXHOJIOTHUH) U T.J.

Jly4ymmii croco0 3a1uThl JeTeil — NpaBuJbHOE BOCIIMTAHHE.

Hayuute cBoero pebeHka oTinuath Xopoiiee oT mioxoro. OObsICHUTE eMYy,
KaK clieAyeT BeCTH ce0si B TOW WM WHOM cuTyamuu. [lpemynpexieH - 3HAUWT
BOOPYKEH.

*  TlomoraiiTe peOCHKY PEIIUTh €T0 JETCKUE MPOOIEMBI, TaXKe €CITU OHU
BaM Ka)KyTCs IMMyCTAKOBbIMU. OH JIOJ>KEH BCErja YyBCTBOBATH Bally MOJJIEPXKKY.

* Bce 10, ueMy BBl yUHUTE CBOETO PeOCHKA, BbI JOKHBI MMOJIKPEILISThH
COOCTBEHHBIM MPUMEPOM, HHAUE OT O0OyUYEeHHUs OyAET Majo MOJIb3bI.



*  IlomHHuTE, 4TO NMPABWIBHOE BOCIHUTAHHUE - 3AJI0T XOPOIIEro OYyIyIIero
peOeHKa.

JInst  aydinero  B3aMMOIIOHMMAHHUS W YCTPaHEHUS BO3MOXKHBIX
HEJOpa3yMCHHM, JIy4YIlle Cpa3y pacCTaBHTh BCE TOYKH HaJ «H», YCTAaHOBUTH
HEKOTOPbIE OTPAaHUYCHHS JJII CaMOCTOSITENIbHOTO Bhixona B MHTepHeT. O6cyauTe
9TO C IEThbMH, YTOOBI OHU TIOHUMAJIM HEOOXOIUMOCTh TIOJIOOHBIX 3aMPETOB, TOTIA
BMECTE BbI 00s3aTEIHPHO MOJKETE CHeiaTh MPOTYJIKH peOeHKa B ceTh HamboJjee
0e30macCHBIMH.

CocraBbTe CIHCOK MpaBWJI paboThl jereil B MIHTepHETE W MOMHHTE, YTO
Jy4Ile TBEPIAOE «HET», YeM HEyBepeHHoe «ia». IlycTh orpaHuuyeHus OyayT
MUHHMAaJIbHBI, HO 3aTO JICMCTBOBATH BCeraa M 0€3 OrpaHUYCHHM.

IIpaBuiia noBeaeHus Npu MoJab30BaHuM Aereid UHTEepHETOM.

* Ilpuyunmre pgered mnocemarb TOJIBKO TE CAWTBL, KOTOpPbIE BbI
pa3peLnIn.

*  Hcnone3yiiTe mporpaMMHBIE CpEACTBa OJOKUPOBKH HEXKEIATEIBHOTO
Marepuana.

* Hayuwure nereir coBeroBarbCs ¢ BamMu npu pacKkpeiTUM JIMYHOU
uH(popMauu.

*  Tpebyiite oT nereit HMUero He ckauumBath U3 MHTEepHeTa O6e3 Bamero
0J100peHuUs.

* He pazpemaiite mosb30BaThCsl CPEACTBAMH MIHOBEHHOTO OOMEHa
COOOILIEHUSIMHU.

*  bBecenyiite ¢ neTbMu 00 uX py3bsix B UHTepHET.

*  Ilpuyuwure nereit coodmate BaM, eciin uX 94T0-TO BCTPEBOXKHUIIO B CETH.

*  OOwbscuHure AetsMm, 4to B IHTepHeTe He B nH(OpMalys paBanBa.

*  Hayuure nereid mpoBepsTh HAWJIEHHYIO WH(OpPMALUIO IO JIPYTUM
HMCTOYHUKAM.

*  Hayuwure nereii pa3nuyHbIM crioco0am moucka.

*  IloroBopure ¢ 1eTbMH O HEAOIYCTUMOCTH BPaXKIbl MEXKIY JIFOABMU U
0 pacu3Me, yOeIuTe UX yBa)kaTh BEPOBAHUSA JPYTUX JIIOJIEH.

*  Hcnonw3yiite QuIbTphl, OJOKUPYIOIINE HEXKENATEIHLHOE COJIEpIKaHuE.

*  PazbsacusiiTe IETAM HEXKENATEIbHOCTh HCTIOJIb30BAHUS
HEHOPMATUBHOM JIEKCUKH, TpeOyHTe COOJIO/IEHUs ONPENEICHHOTO STHUKETa |
BEIKIJINBOCTH.

* OrtHocuTeCh K NOPOrpaMMHBIM  CPEACTBAM  3allUTBl  Kak K
JOTIOJIHUTENIBHBIM 3JIEMEHTAM KOHTPOJIS.

*  IlycTe netu Bcerma MOryT NMonpocuth Bac o momomy.



*  He pa3pemaiite TMYHBIX BCTPEY C HOBBIMHU 3HAaKOMBIMU U3 MHTEpHETA
0e3 Balero 0100peHus.
*  3ampeTuTe OCTaBIISTh CBOIO JIMUHYIO HH(popMaluto B IHTepHeTe.

KoneuHo ke, HUKTO Tak CUJIbHO HE OTBEYAeT 3a 0€30MacHOCTh JIeTeH B
WHuTepHeTe, Kak camMu poAuTeNld. Benbp TONBKO pPOAUTENH MOTYT IOJIHOCTBIO
KOHTPOJIMPOBATh CBOUX JETEH.

3. Bospacthble ocodennocTu aereil u UnTepHer.
Jlemu om 6 0o 10 nem:

v'  Ilpuyuwre neTel NocelmaTh TOJBKO TE CAWTBI, KOTOpblE Bbl
pa3peLnIn.

v Vcnone3yiiTe MPOrpaMMHBIE CPEICTBA OJIOKMPOBKH HEXKETATEIBHOTO
MaTrepuraa.

v'  Hayuwre pereit coBeTOBaThCS C Bamu MpHW pacKpBITHH JTHYHOM
nHpopMaruu.

v' TpeOyiite oT meTeil HUUYero He ckauusaTh 3 MuTepHera 6e3 Bamero
0JI00pEHHUS.

v’ He paspemaiiTe B 3TOM BO3pacTe IOJB30BATHCS CPEACTBAMH
MTHOBEHHOTO 0OMEHa COOOIICHUSIMHU.

v Becenyiite ¢ 1eTbMu 00 UX APY3bsiX B IHTEpHET.

v’ Tlpuyuwure gereit coobmats Bam, ecii HX 94TO-TO BCTPEBOKHUIIO B CETH.

Jlemu om 11 0o 13 nem:

v Cospaiite peGeHKY COOCTBEHHYIO YUETHYIO 3aAIMCh C OTPAHHYEHHBIMH
MpaBaMu.

v Hcnone3yiite cpeicTBa GUILTPALUK HEXKETATELHOI0 MaTepuala.

v' HamomuHaiite 1eTsM 0 KOH(PHMICHINAILHOCTH JIMYHON HH(POPMAIHH.

v'  Tlpuyuywre JeTedl copaliuBaTh paspelieHHe NP CKaYMBaHHH
nporpamm wid (aitnoB uz Murepuera.

v TloowpsiiTe nereit coobiaTh BaM, ecim UX YTO-TO TPEBOXKUT MM
cmyiaer B MHTEpHETE.

v' Hacrausaiite Ha TOM, 4TOOBI AETU MIO3BOJSUIA BaM 3HAKOMUTBCS C UX
AJIEKTPOHHOM MMOYTOM.

v' Pacckaxure IeTIM 00 OTBETCTBEHHOM M JOCTOMHOM IOBEIEHUH B
HNurepnere.

Jlemu 6 6o3pacme 14-17 nem:

v KonTtponupyiite, KAKUMHU YaTaMHU U JOCKaMU O0bSBJIEHHIA TOIB3YIOTCS

JETH.



v' Hacrausaiite, yTo0bI Bamm neT HUKOT1a HE COraIllaINCh HA JIUYHBIE
BCTPEUH C APY3bsiMU U3 MIHTEpHETA.

v' HamomuHaiite 1eTsaM 0 KOH(PHUICHIUAILHOCTH HH(POPMAIHH.

v" TIOMOTHTE UM 3aIIUTUTHCS OT CIIaMa.

v' Ilpenmocreperure Bammx nereit or ucmonb3oBanus MHTepHera s
XyJIUTaHCTBA.

v' Yb6enurech, 4TO MOIPOCTKH COBETYIOTCS ¢ Bamu mepet MOKyIKON HiIn
npoaaxeu yero au6o yepes MuTepHer.

v' O0cyauTe ¢ MOAPOCTKAMU a3apPTHBIE UIPHI U KX BO3MOKHBIN PHCK.

4. Kak uzoexarb npodjieM, CBA3aHHbIX ¢ HMTPOBBIMHU caliTamu?

He cexpert, 4To 1eTu 000KaroT UTPhl, 8 COBPEMEHHBIE AETH 000KAIOT UTPATh
B cetu Mutepuer. Ho Omyxnas no MHTepHeTy, OHM JIETKO MOTYT IOMNAacTh U Ha
CEpBEP C a3apTHBIMU UTPAMH.

3aKOH pa3pelaeT i HECOBEPILIEHHOJIETHUX OOJIBIIMHCTBO UTP, HO 3TO HE
KacaeTrcst Urp Ha AeHbru. CoOCTBEHHO, UCIIOJIb30BAaHUE JICHET U SIBJISIETCS pa3HULIEH
MEXIy TEMH CalTaMH C a3apTHBIMM UI'PAMH M caiTamH, rJe mpocTo urparT. Ha
IOCJIEAHUX B Ka4€CTBE Pa3BIICUCHUs MPEAJIAratoTCsl Ha BBIOOP apKaJbl, CIOBECHBIE
UTPBI, TOJIOBOJOMKH. [lOOHIPUTENBHBIM MOMEHTOM TaM SBISIETCS HAYMCIICHUE
OYKOB WK OaiioB. Het TpaThl neHer.

IIpaBna, ecTh CalThl, IlI€ BMECTO PEAIBHBIX JEHET UCIIOIb3YIOTCS UTPOBBIE,
HO OHHM HE MEHEE ONacHbI, YeM CalThl C UTPAMHU Ha JICHbI'H, TaK KaK BbIpaOaThIBAIOT
IPUBBIYKY UTPATh HA JICHBIU BOOOIE U MPOBOLMPYIOT a3apT.

Konrpoas urp. Kak uszdexarb mnpodsaeM, CBS3aHHBIX C HIPOBBIMH

caritamu?
KouTpons urp 10JKHBI OCYILECTBIISITh poauTen, OOCYAUTh,
KaKHe >KaHPbI UTp TPEANOYTUTENbHB (HalpuMep, CTpaTeruu WJu

maxmarbl). HemanoBakeH Takod (hakTop, Kak KOJMYECTBO YYACTHHUKOB — HE
00513aTeIbHO UTPATh C KEM-TO, MOYKHO U OJTHOMY.

PeryiisipHO HE TOJIBKO HAIIOMUHAWTE JETAM, YTO HA JICHBI'W UTPATh HEJb3S,
HO U MocTapaiiTecb 000CHOBATh 3TOT 3ampeT. Tak Kak Hauayyllas 3aiura peOeHkKa
OT UTP HA JICHbI'M — 3TO €ro cOOCTBEHHOE MOHUMaHHe Bceil onacHOCTU. OOBsCHUTE
JIETSIM, UTO BBIMTPBILI TAKUX CAUTOB MHOT'O OOJIbIIIE, YEM MTPOUTPHIL, UHAYE OHU Obl
MPOCTO HE CYILIECTBOBAJIH.

KoHTposb urp MoxeTt cnacTv Bac OT 10JIr0B.

Hcnonp30BaHrne HOMEPOB BaIlIUX KPEAUTHBIX KapT 0€3 BallleTo pa3perieHus

JOJDKHO CTaTh AJis JeTeil Taly, a caMu «KpPEAUTKH» HaXOIUTHCS B HEJOCTYITHOM



Mecte. Beab HeEKoTOpble BHUABI KapTOYEK MPEANOIAraroT  BO3MOYKHOCTh
KpPEIUTOBAHUS, & 3TO MOXKET CIIPOBOLIMPOBATH MOSIBJICHUE 10T OB.
K yemy MoryT npuBecTy Mrpbl Ha AeHbIU?

BaxxHo oOBSCHUTH PEOEHKY, YTO WIPbl HA JEHBIW MOTYT MPUBOJUTH K
3aBUCUMOCTH, KOTOPOW OYE€Hb TPYAHO CONPOTUBIATHCS AK€ B3POCIBIM.
3aBUCHUMOCTH — KaK MepBOE BpeMsi 0ECCUMITOMHO, TSXKEJIO MPOTEKAroIIast 00JIE3Hb,
KOTOpasi 4aCcTO CTAaHOBUTCSA XpOHHUYECKOi. Bo u3bexxanue 3toro yamie oOpaiaite
BHHMaHUE Ha KPYyT HHTEPECOB BaIIero peOeHKa.

WNuTepHeT sABiISETCS NPEKpacHbIM HCTOYHMKOM JUIsi HOBBIX 3HAHUH,
nomoraetr B yuebe, 3aHuMaeT 1ocyr. Ho B To e Bpems, ceTh TauT B ceOe MHOTO
ormacHocTed. OO0s3aTeNIbBHO HYKHO MOTOBOPUTH C JE€THMHU, OOBSICHUTH, YTO MOTYT
BO3HUKATh Pa3JIMUHbIC HEMPUSATHBIE CUTYAIlUU U TO, KaK U3 HUX JTY4YIIUM 00pa3zoM
BbIXOAUTh. [loMHUTE, uTO Oe3omacHOCTh Bamux Jere B Mutepnere, Ha 90%
3aBUCHT OT POJUTEIIEH.



